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6.1.1 Command Support

Commands provided in this section and all the parameters in the commands are
supported by all switch models by default, unless otherwise specified. For details,
see specific commands.

6.1.2 ip address

Function
The ip address command configures an IP address for an interface.
The undo ip address command deletes an IP address from an interface.
By default, the IP address 192.168.1.253 255.255.255.0 is configured on VLANIF1
of the S1720GW, S1720GWR, S1720GW-E, and S1720GWR-E. The IP address
192.168.1.253 255.255.255.0 is configured on the management interface of the
S1720X and S1720X-E. No IP address is configured for an interface on other
switches.
Format
ip address jp-address{ mask | mask-length} [ sub ]
undo ip address [ /p-address { mask | mask-length} [ sub ] ]
Parameters
Parameter Description Value
[p-address Specifies the IP address The value is in dotted
of an interface. decimal notation.
mask Specifies a subnet mask. | The value is in dotted
decimal notation.
mask-length Specifies the mask The value is an integer
length. that ranges from 0 to 32.
sub Configures a secondary -

IP address for an
interface. This parameter
is optional. To
implement
communication between
multiple subnets of an
interface, configure
secondary IP addresses
for the interface.
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Views

Interface view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

The ip address command configures IP addresses for interfaces on the switch so
that the switch can communicate with different network segments. To connect an
interface to multiple network segments, configure multiple IP addresses for the
interface. Among these IP addresses, one is the primary IP address and the others
are secondary IP addresses. If you configure a new primary IP address for the
interface, the new IP address overrides the original one.

The following conditions are prohibited for different interfaces on the same
switch:

e The IP addresses are the same.

e The broadcast addresses (with the host number field containing all 1s in the
binary mode) corresponding to the IP addresses are the same. For example, if
the IP address of interface A is 10.1.1.1/16 and its corresponding broadcast
address is 10.1.255.255 and the IP address of interface B is 10.1.1.2/24 and its
corresponding broadcast address is 10.1.1.255, the configuration is successful.
However, if the IP address of interface B is also 10.1.1.2/16 and its
corresponding broadcast address is also 10.1.255.255, the configuration fails.

e The IP address of an interface is the same as the broadcast address of another
interface. For example, if the IP address of interface A is 10.1.2.1/28 and its
broadcast address is 10.1.2.15 and the IP address of interface B is
10.1.2.15/26, the configuration fails.

When you run the undo ip address command:

e The undo ip address command deletes all IP addresses from an interface.

e The undo ip address /[p-address { mask | mask-length } command deletes the
primary IP address of an interface.

e The undo ip address /jp-address { mask | mask-length } sub command deletes
a secondary IP address.

Precautions

You can configure a secondary IP address only after configuring a primary IP
address on the interface.You must delete all secondary IP addresses before
deleting the primary IP address.

You can configure multiple IP addresses for a Layer 3 interface on the device, one
as the primary IP address, and the others as secondary IP addresses. Each Layer 3
interface can have a maximum of 31 secondary IP addresses.

On the S1720GW, S1720GWR, S1720GW-E, and S1720GWR-E, if no IP address is
configured, VLANIF1 uses the IP address 192.168.1.253 255.255.255.0 by default.
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After VLANIF1 obtains an IP address through DHCP successfully, the IP address
192.168.1.253 255.255.255.0 is deleted.

(11 NOTE

e Only the S6720El, S6720S-El, S5720HI, and S5720El support Ethernet sub-interfaces.

e Only hybrid and trunk interfaces on the preceding switches support Ethernet sub-
interface configuration.

e After you run the undo portswitch command to switch Layer 2 interfaces on the
preceding series of switches into Layer 3 interfaces, you can configure Ethernet sub-
interfaces on the interfaces.

e After an interface is added to an Eth-Trunk, sub-interfaces cannot be configured on the
interface.

e VLAN termination sub-interfaces cannot be created on a VCMP client.

Example

# Configure a primary IP address 10.1.0.1 and a secondary IP address 10.2.0.1 for
VLANIF10, with subnet mask 255.255.255.0.

<HUAWEI> system-view

[HUAWEI] interface vlanif 10

[HUAWEI-Vlanif10] ip address 10.1.0.1 255.255.255.0
[HUAWEI-Vlanif10] ip address 10.2.0.1 255.255.255.0 sub

# Configure a primary IP address 10.1.0.1 and a secondary IP address 10.2.0.1 for
GEO0/0/1, with subnet mask 255.255.255.0.

<HUAWEI> system-view

[HUAWEI] interface gigabitethernet 0/0/1
[HUAWEI-GigabitEthernet0/0/1] undo portswitch
[HUAWEI-GigabitEthernet0/0/1] ip address 10.1.0.1 255.255.255.0
[HUAWEI-GigabitEthernet0/0/1] ip address 10.2.0.1 255.255.255.0 sub

Related Topics
4.1.13 display ip interface

6.1.3 ip address unnumbered

Function

The ip address unnumbered command configures IP unnumbered on an interface
so that the interface can borrow the IP address from another interface.

The undo ip address unnumbered command cancels the IP unnumbered
configuration on an interface.

By default, an interface does not borrow the IP address from another interface.
(11 NOTE

Only the S5720SI, S5720S-SI, S5720EI, S5720HI, S5730SI, S5730S-El, S6720SI, S6720S-SI,
S6720El, and S6720S-El support this command.

Format

ip address unnumbered interface /interface-type interface-number [ all-address ]
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Parameters

Views

Default Level

undo ip address unnumbered

Parameter

Description

Value

interface /nterface-type
interface-number

Specifies the numbered
interface from which the
IP address will be
borrowed.

e /nterface-type
specifies the interface
type.

e /nterface-number
specifies the interface
number.

all-address

Enables an interface to
borrow all IP addresses
of another interface. This
parameter can be
configured only in the
VLANIF interface view.

VLANIF interface view, Tunnel interface view

2: Configuration level

Usage Guidelines

An IP unnumbered interface can be a VLANIF interface or Tunnel interface. A
VLANIF interface can only borrow the IP address of a loopback interface. You can
set all-address to configure a VLANIF interface to borrow all the IP addresses of a
loopback interface. A Tunnel interface can borrow the IP address of an Ethernet
interface, a loopback interface, an Eth-Trunk interface, a VLANIF interface, or a

Tunnel interface.

The interface from which the IP address is borrowed must be an L3 interface.

If the interface assigned to an IP unnumbered interface has no IP address, the IP
unnumbered interface obtains the IP address 0.0.0.0.

The ip address unnumbered command only configures an interface to borrow the
IP address from another interface. Other attributes of the interface that borrows
an IP address, such as the enablement of routing protocols, need to be configured

separately.
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Example

# Configure Tunnell to borrow the IP address from LoopBackO.
<HUAWEI> system-view

[HUAWEI] interface tunnel 1
[HUAWEI-Tunnel1] ip address unnumbered interface loopback 0

# Configure VLANIF 10 to borrow the IP address from LoopBack1.

<HUAWEI> system-view
[HUAWEI] interface vlanif 10
[HUAWEI-Vlanif10] ip address unnumbered interface loopback 1

Related Topics
6.1.2 ip address

6.1.4 display ip interface

Function

The display ip interface command displays the IP configuration and statistics on
interfaces. The statistics include the number of packets and bytes received and
sent by interfaces, number of multicast packets sent and received by interfaces,
and number of broadcast packets received, sent, forwarded, and discarded by
interfaces.

The display ip interface brief command displays brief information about
interface IP addresses, including the IP address, subnet mask, physical status, link-
layer protocol status, and number of interfaces in different states.

Format

display ip interface [ interface-type interface-number ]

display ip interface brief [ interface-type [ interface-number] | slot slot-id [ card
card-number] ]

display ip interface brief [ interface-type] &<1-8>

Parameters

Parameter Description Value

interface-type

. Specifies the type and number of an interface. If no
interface-number

interface is specified, IP configuration and statistics
about all interfaces are displayed.

brief Displays brief information, including the IP address, -
subnet mask, physical status, link-layer protocol
status, and number of interfaces in different states.
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Parameter Description Value
slot slot-id Displays the IP configuration and statistics of )
interfaces on the specified slot.
If the slot number is not specified, brief information
related to the IP addresses of the interfaces on all
interface boards and main control boards is displayed.
card card-number Displays the IP configuration and statistics of )
interfaces on specified card.
Views

All views

Default Level

1: Monitoring level

Usage Guidelines

You can run the display ip interface brief command to view the following
information:

e |P configurations of all interfaces
e IP configurations of interfaces of the specified type and a specified interface
e [P configurations of interfaces that have IP addresses

This command, however, cannot display the IP configurations of Layer 2 interfaces
or Eth-Trunk member interfaces.

(11 NOTE

e You can run the display interface description command to view the interface
description.

e You can run the display interface command to view detailed information about the
running status and statistics on the interface.

e Only the S6720EIl, S6720S-El, S5720HI and S5720EI support sub-interfaces.

Example

# Display IP information about VLANIF15.
<HUAWEI> display ip interface vlanif 15

Vlanif15 current state : UP

Line protocol current state : UP

The Maximum Transmit Unit : 1500 bytes

input packets : 766390, bytes : 41540847, multicasts : 681817
output packets : 242239, bytes : 14679482, multicasts : 172333
Directed-broadcast packets:

received packets: 0, sent packets: 0

forwarded packets: 0, dropped packets: 0
Internet Address is 10.1.1.119/24

Broadcast address : 10.1.1.255

TTL being 1 packet number: 164035

TTL invalid packet number: 0
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ICMP packet input number: 0
Echo reply: 0
Unreachable:

Source quench:

Routing redirect:

Echo request:

Router advert:

Router solicit: 0
Time exceed:

IP header bad:

Timestamp request: 0
Timestamp reply: 0
Information request: 0
Information reply: 0
Netmask request: 0
Netmask reply: 0
Unknown type: 0

©SCo, 0

o o

Table 6-1 Description of the display ip interface command output

Item

Description

Vlanif15 current state

Physical status of the interface:

e UP: indicates that the interface is physically
Up.

e DOWN: indicates that the interface is
physically Down.

e Administratively down: indicates that the
administrator has run the shutdown
command on the interface.

Line protocol current state

Link layer protocol status of the interface:

e UP: The link layer protocol of the interface
is running properly.

e DOWN: The link layer protocol of the
interface is Down or no IP address is
configured on the interface.

The Maximum Transmit Unit

MTU of the interface. The default MTU of an
Ethernet interface or a serial interface is 1500
bytes. Packets longer than the MTU are
fragmented before being transmitted. If
fragmentation is not allowed, the packets are
discarded.

input packets : 766390, bytes :
41540847, multicasts : 681817

Total number of packets, bytes, and multicast
packets received by the interface.

output packets : 242239,

172333

bytes : 14679482, multicasts :

Total number of packets, bytes, and multicast
packets sent by the interface.

Directed-broadcast packets

Number of packets broadcast on the interface
directly.

received packets

Total number of received packets.
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Item Description

sent packets Total number of sent packets.

forwarded packets Total number of forwarded packets.

dropped packets Total number of discarded packets.

Internet Address is IP address assigned to the interface and mask
length.

Broadcast address Broadcast address of the interface.

TTL being 1 packet number Number of packets with TTL 1.

TTL invalid packet number Number of packets with invalid TTL.

ICMP packet input number Number of received ICMP packets.

Echo reply Number of Echo Reply packets.

Unreachable Number of Destination Unreachable packets.

Source quench Number of Source Quench packets.

Routing redirect Number of Redirect packets.

Echo request Number of Echo Request packets.

Router advert Number of Router Advertisement packets.

Router solicit Number of Router Solicitation packets.

Time exceed Number of Time Exceeded packets.

IP header bad Number of IP header error packets.

Timestamp request Number of Timestamp Request packets.

Timestamp reply Number of Timestamp Reply packets.

Information request Number of Information Request packets.

Information reply Number of Information Reply packets.

Netmask request Number of Address Mask Request packets.

Netmask reply Number of Address Mask Reply packets.

Unknown type Number of unknown packets.

# Display brief IP information about VLANIF15.
<HUAWEI> display ip interface brief vlanif 15

*down: administratively down

Adown: standby

(1): loopback

(s): spoofing

(E): E-Trunk down

Interface IP Address/Mask Physical Protocol
Vlanif15 10.1.1.119/24 up up
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Table 6-2 Description of the display ip interface brief command output

Item Description

*down: Reason why an interface is physically Down.
Administratively down indicates that the
administrator has run the shutdown command on
the interface.

Adown Adown: indicates that the interface is a backup

interface.

(1): loopback

The letter "" refers to loopback.

(s): spoofing

The letter "s" refers to spoofing.

(E): E-Trunk down

Indicates that the Eth-Trunk is Down because of the
protocol negotiation on the E-Trunk.

Interface

Interface type and number.

IP Address/Mask

IP address and mask of an interface.

Physical

Physical status of an interface:

e Up: indicates that the interface is physically Up. (l)
indicates that the loopback function is configured
on the interface.

e Down: indicates that the interface becomes faulty.

e *down: indicates that the administrator has run
the shutdown (interface view) command on the
interface. (1) indicates that the loopback function
is configured on the interface.

e !down: indicates that the FIB module is suspended.
In this case, the link protocol status of the
interface is Down.

Protocol

Link protocol status of the interface:

e Up: indicates that the link protocol of the interface
is running properly. (s) indicates that the link
protocol status of the interface is Up when this
interface is created and has no IP address
configured. This is an inherent attribute of an
interface. When this interface is configured with
an IP address, (s) is still displayed.

e Down: indicates that the link protocol of the
interface fails or no IP address is configured on the
interface.

(1) indicates that the loopback function is configured
on the interface.

Related Topics
6.1.5 display interface
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6.1.5 display interface

Function

Format

Parameters

The display interface command displays the interface running status and

statistics.

display interface [ /interface-type [ interface-number [.subinterface-number] |

main ] | main ]

display interface slot s/ot-id [ main ]

Parameter

Description

Value

interface-type
[ interface-number ]

Displays the running
status of an interface.

e /nterface-type
specifies the interface
type.

e /nterface-number
specifies the interface
number.

If the interface type is
specified but no interface
number is specified, the
running status of all the
interfaces of this type is
displayed.

subinterface-number

Displays the running
status of a sub-interface.

The value is an integer
that ranges from 1 to
4096.
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Parameter

Description

Value

main

Displays running status
and traffic statistics
about an interface.

e |[f an interface has no
sub-interfaces, status
and traffic statistics
about the interface
are displayed whether
you specify the main
parameter or not.

e |f an interface has
sub-interfaces, status
and traffic statistics
about the interface
and sub-interfaces are
displayed if you do
not specify the main
parameter.

slot slot-id

Specifies the slot ID.

Views

All views

Default Level

1: Monitorin

Usage Guidelines

g level

Usage Scenario

The running status and statistics of an interface includes the physical status, basic
configuration, and packet forwarding of the interface. You can use the display
interface command to collect traffic statistics or locate faults on an interface.

Precautions

If no interface type is specified, the running status and statistics of all the
interfaces is displayed. If the interface type is specified but no interface number is
specified, the running status of all the interfaces of this type is displayed.

Only the S6720El, S6720S-El, S5720HI and S5720EI support sub-interfaces.

Example

# Display the running status, basic configuration, and packet forwarding statistics

on GEO0/0/1.

<HUAWEI> disp
GigabitEthernet

lay interface gigabitethernet 0/0/1
0/0/1 current state : UP
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Line protocol current state : UP

Description:

Switch Port,Link-type : access(negotiated),

PVID: 1, TPID : 8100(Hex), The Maximum Frame Length is 9216

IP Sending Frames' Format is PKTFMT_ETHNT_2, Hardware address is 0025-9ef4-abcd

Last physical up time : -

Last physical down time : 2015-12-21 16:12:29 UTC+08:00
Current system time: 2012-06-05 18:56:41

Port Mode: COMMON FIBER, Transceiver: 1000_BASE_SX_SFP
Speed : 1000, Loopback: NONE

Duplex: FULL, Negotiation: ENABLE

Mdi : -, Flow-control: DISABLE

Last 300 seconds input rate 0 bits/sec, 0 packets/sec

Last 300 seconds output rate 0 bits/sec, 0 packets/sec
Input peak rate 0 bits/sec, Record time: -

Output peak rate 0 bits/sec, Record time: -

Input: 0 packets, 0 bytes

Unicast: 0, Multicast: 0
Broadcast: 0, Jumbo: 0
Discard: 0, Pause: 0
Frames: 0

Total Error: 0

CRC: 0, Giants: 0
Jabbers: 0, Fragments: 0
Runts: 0, DropEvents: 0
Alignments: 0, Symbols: 0
Ignoreds: 0

Output: 0 packets, 0 bytes

Unicast: 0, Multicast: 0
Broadcast: 0, Jumbo: 0
Discard: 0, Pause: 0
Total Error: 0

Collisions: 0, ExcessiveCollisions: 0
Late Collisions: 0, Deferreds: 0

Buffers Purged: 0

Input bandwidth utilization threshold : 80.00%
Output bandwidth utilization threshold: 80.00%
Input bandwidth utilization : 0%

Output bandwidth utilization: 0%

# Display the running status, basic configuration, and packet forwarding on

GEO0/0/1 of the S5720HI.

<HUAWEI> display interface gigabitethernet 0/0/1
GigabitEthernet 0/0/1 current state : UP

Line protocol current state : UP

Description:

Switch Port, Link-type : access(negotiated),

PVID: 1, TPID : 8100(Hex), The Maximum Frame Length is 9216

IP Sending Frames' Format is PKTFMT_ETHNT_2, Hardware address is 000b-09a9-c9d7

Last physical up time : -

Last physical down time : 2015-12-21 16:12:29 UTC+08:00
Current system time: 2009-03-31 11:51:03

Port Mode: COMMON COPPER

Speed : 1000, Loopback: NONE

Duplex: FULL, Negotiation: ENABLE

Mdi : AUTO, Flow-control: DISABLE

Last 300 seconds input rate 176 bits/sec, 0 packets/sec

Last 300 seconds output rate 440 bits/sec, 0 packets/sec

Input peak rate 7032 bits/sec, Record time: 2009-03-30 19:12:09
Output peak rate 38624 bits/sec, Record time: 2009-03-30 20:41:44

Input: 7650 packets, 1327062 bytes
Unicast: 0, Multicast: 7650
Broadcast: 0, Jumbo: 0
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Discard: 0, Pause: 0
Total Error: 0
CRC: 0, Giants: 0
Runts: 0, Fragments: 0
Alignments: 0, Symbols: 0
Output: 38348 packets, 3683776 bytes
Unicast: 0, Multicast: 32314
Broadcast: 6034, Discard: 0
Pause: 0

Input bandwidth utilization threshold : 80.00%
Output bandwidth utilization threshold: 80.00%
Input bandwidth utilization : 0%

Output bandwidth utilization: 0%
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Table 6-3 Description of the display interface command output

Item Description

current state Current status of the interface:
e UP: indicates that the interface is physically Up.

e DOWN: indicates that the interface is physically
Down.

Protected port indicates that an interface is added to
an interface protection group and set to be a
protected interface. To add an interface to an
interface protection group and set the interface to be
a protected interface, run the port protect-group
and protect-group member commands.

e Administratively down: indicates that the
administrator has run the shutdown command on
the interface.

e TRIGGER DOWN (BFD): When BFD detects a fault,
the physical status of the interface becomes Down
according to the OAM association.

e TRIGGER DOWN (3AH): When 3AH detects a fault,
the physical status of the interface becomes Down
according to the OAM association.

e TRIGGER DOWN (1AG): When 1AG detects a fault,
the physical status of the interface becomes Down
according to the OAM association.

e ERROR DOWN/(auto-defend): When the interface
receives packets from an attack source, the physical
status of the interface becomes Down.

e ERROR DOWN (efm-threshold-event): When the
number of error frames, error codes, or error frame
seconds of EFM OAM detected by the interface
reaches or exceeds the threshold within a set period,
the physical status of the interface becomes Down
according to the OAM association.

e ERROR DOWN/(efm-remote-failure): When EFM
detects a remote failure, the physical status of the
interface becomes Down according to the OAM
association.

e ERROR DOWN (bpdu-protection): If an edge interface
receives RST BPDUs after BPDU protection is enabled,
the physical status of the edge interface becomes
Down.

e ERROR DOWN/(error-statistics): If the system detects
that the number of error packets received by the
interface exceeds the threshold, the physical status of
the interface becomes Down.

e ERROR DOWN(runts-error-statistics): When the
number of Runts error packets received by the
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Item

Description

interface reaches the alarm threshold, the physical
status of the interface becomes Down.

e ERROR DOWN(transceiver-power-low): If the system
detects that the optical power of the interface falls
below the configured lower alarm threshold, the
physical status of the interface becomes Down.

e ERROR DOWN (port-security): When the number of
learned MAC address entries reaches the threshold,
the interface goes Down.

e ERROR DOWN/(mac-address-flapping): When the
learned MAC address flaps, the interface goes Down.

e ERROR DOWN/(dhcp-packet-overspeed): When the
DHCP packet rate of the interface exceeds the
threshold, the physical status of the associated
interface becomes Down.

e ERROR DOWN(link-flap): When the link flaps, the
physical status of the associated interface becomes
Down.

e ERROR DOWN (data-integrity-error): The chip
memory identifier has a data integrity error and the
physical status of the interface becomes Down.

e LOOPBACK-DETECT DOWN: The interface goes Down
due to loopback detection.

e UP(E-TRUNK-DOWN): The Eth-Trunk interface goes
Down because of E-Trunk negotiation.

NOTE
There is a delay before the interface state is reported, so an
interface undergoes a short-time intermediate state before it
transitions to the ERROR DOWN state. The intermediate state
is ERROR DOWN (ERROR DOWN reason), up. This state does
not affect functioning of the interface.

When the physical status of the interface is ERROR
DOWN (data-integrity-error), perform the following operations:

1. Check whether the error-down auto-recovery cause data-
integrity-error interval /nterval-value command has been
configured on the switch. If the command has been
configured, go to step 2. Otherwise, go to step 3.

2. Check whether the interface restores to Up state after the
time specified by interval-value expires. If the interface does
not restore to Up state, go to step 3.

3. Run the undo shutdown command in the interface view to
enable the interface and check whether the interface
restores to Up state. If the interface does not restore to Up
state, go to step 4.

4. Run the reset slot command to restart the switch. After the
switch restarts, check whether the interface restores to Up
state. If the interface does not restore to Up state, go to
step 5.

5. Replace the switch.
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Item Description

Line protocol current | Link layer protocol status of the interface:

state e UP: indicates that the link layer protocol of the
interface is working properly.

e UP (BFD status down): indicates that BFD associated
with the interface is Down.

e UP (Main BFD status down): indicates that the BFD
session associated with the main interface becomes
Down and is associated with the sub-interface status.
This state is displayed only for sub-interfaces.

e UP (spoofing): indicates that the link layer protocol
of the interface is always Up with the spoofing
feature enabled.

e DOWN: indicates that the link-layer protocol status
of the interface is Down or no IP address is assigned
to the interface.

For example, if no IP address is assigned to an IP
service-capable interface, its protocol status is Down.

e DOWN (CFM down): indicates that CFM detects a
fault or receives a fault notification message from its
associated module. In this case, the link layer
protocol of the interface becomes CFM Down.

e DOWN (EFM down): indicates that EFM detects a
fault or receives a fault notification message from its
associated module. In this case, the link layer
protocol of the interface becomes EFM Down.

e DOWN (DLDP down): indicates that DLDP detects a
fault or receives a fault notification message from its
associated module. In this case, the link layer
protocol of the interface becomes DLDP Down.

e DOWN (MACsec down): indicates that MACsec is not
enabled on the peer interface. In this case, the link
layer protocol of the interface becomes MACsec
Down.

NOTE

DOWN (MACsec down) is displayed only after the MACsec
plug-in is installed.

Only the S5720SI, S5720S-SI, S6720SI, S5720El, and S5720HI
support MACsec.

Description Interface description.

To configure the description for an interface, run the
description command.
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Item Description

Switch Port A Layer 2 interface.
To switch an interface to the Layer 3 mode, run the
undo portswitch command.
If the interface is a Layer 3 interface, Route Port is
displayed here.

PVID Default VLAN ID of the interface.

Link-type Link type of an interface, which is displayed only when

the interface works in Layer 2 mode:

e access(configured): The interface is manually
configured as the access type.

e hybrid: The interface is manually configured as the
hybrid type.

e trunk(configured): The interface is manually
configured as the trunk type.

e dot1g-tunnel: The interface is manually configured as
the dot1g-tunnel type.

e access(negotiated): The interface is automatically
negotiated as the access type.

e trunk(negotiated): The interface is automatically
negotiated as the trunk type.

To set the link type for an interface, run the 5.3.34 port
link-type command.

The Maximum Frame

Maximum frame length allowed by the interface.

Length To set the maximum frame length, run the jumboframe
enable command.
TPID Type of frames that are supported on the interface.

By default, this field displays 0x8100, indicating an
802.1Q frame.

This field is displayed only for a Layer 2 interface.

IP Sending Frames'
Format

Format of frames sent by the IP protocol, including
PKTFMT_ETHNT_2, Ethernet_802.3, and Ethernet_SNAP.

Hardware address

MAC address of the interface.
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Item

Description

Port Mode

Working mode of the interface:
e COMMON COPPER: The interface works as an
electrical interface.

e COMMON FIBER: The interface works as an optical
interface.

If the interface is a combo interface:

e COMBO AUTO: The combo interface automatically
selects the working mode.

e FORCE FIBER: The combo interface is configured as
an optical interface.

e FORCE COPPER: The combo interface is configured as
an electrical interface.

To configure the working mode for an interface, run the
combo-port command.

Transceiver

Type of the optical module.
e This field is not displayed for electrical interfaces.

e If an optical or copper module is inserted into the
optical interface, the field indicates the model of the
optical or copper module.

e If an optical or copper module is not inserted into
the optical interface, the field is not displayed.

e |f the optical interface is connected to the high-speed
cable, the field indicates the type of the cable.

Last physical up time

Last time the interface went Up physically. If this field
displays "-", the physical status of the interface does not
change.

If the system is configured with a time zone and is in
the daylight saving time, the time is displayed in the
format of YYYY-MM-DD HH:MM:SS UTC+tHH:MM DST.

Last physical down
time

Last time the interface went Down physically. If this

field displays "-", the physical status of the interface
does not change.

If the system is configured with a time zone and is in
the summer daylight saving time, the time is displayed
in the format of YYYY-MM-DD HH:MM:SS UTC+HH:MM
DST.

Current system time

Current system time.

If the time zone is configured and the daylight saving
time is used, the time is in YYYY-MM-DD HH:MM:SS
+HH:MM format.
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Item

Description

Speed

Current rate of the interface.

e In auto-negotiation mode, the auto speed command
configures the rate of an interface.

e In non-auto negotiation mode, the speed command
configures the rate of an interface.

Loopback

Loopback configuration of the interface.

To configure loopback on an interface, run the
loopback command.

Duplex

Duplex mode of the interface:
e FULL: The interface works in full-duplex mode.
e HALF: The interface works in half-duplex mode.

e In auto-negotiation mode, the auto duplex
command configures the duplex mode of an
interface.

e In non-auto negotiation mode, the duplex command
configures the duplex mode of an interface.

Negotiation

Auto-negotiation mode of the interface:

e ENABLE: The interface works in auto-negotiation
mode.

e DISABLE: The interface works in non-auto
negotiation mode.

To configure the auto-negotiation mode for an
interface, run the negotiation auto command.

Mdi

Network cable type of the interface.

To configure the network cable type of an interface, run
the mdi command.

The Mdi field displays - for an optical interface.

Flow-control

Whether flow control is enabled:
e ENABLE: Flow control is enabled on the interface.

e DISABLE: Flow control is disabled on the interface.

NOTE
If the flow-control command has been executed to enable
flow control on an Ethernet interface, this field displays
DISABLE in the following situations:
e The interface is in Down state.

e The interface works in half-duplex mode.

Last 300 seconds
input rate

Incoming packet rate (bits per second and packets per
second) within the last 300 seconds.

Last 300 seconds
output rate

Outgoing packet rate (bits per second and packets per
second) within the last 300 seconds.
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Item

Description

Input peak rate 0
bits/sec,Record time

Maximum rate of incoming packets and time when the
maximum rate is reached.

Output peak rate 0
bits/sec,Record time

Maximum rate of outgoing packets and time when the
maximum rate is reached.

Input

Total number of received packets.

Output

Total number of sent packets.

Unicast

Number of unicast packets that are received or sent by
the interface.

Multicast

Number of multicast packets that are received or sent
by the interface.

For the S5720H], the value of this field contains the
number of pause frames.

Broadcast

Number of broadcast packets that are received or sent
by the interface.

Jumbo

Number of received packets with length ranging from
1518 bytes to the maximum jumbo frame length and
correct FCS values.

Number of sent packets with lengths of over 1518 bytes
and correct FCS.

For the S5720H], the value of this field contains the
number of received packets with length ranging from
1518 bytes to the jumbo frame length configured on the
interface and correct CRC values.

To set the maximum jumbo frame length, run the
jumboframe enable command.
NOTE

Only S6720El, S6720S-El, S5720HI and S5720EI support
statistics on Jumbo frames.

Discard

Number of packets discarded by the interface during
physical layer detection.

On the S1720GFR, S1720GW, S1720GWR, S1720X,
S1720GW-E, S1720GWR-E, S1720X-E, S2720EI, S2750E!I,
S5700LI, S5720LI, S5720S-LI, S5700S-LI, S5720SI,
S5720S-SI, S5710-X-LI, S5730SI, S5730S-El, S6720Sl,
S6720S-SI, S6720LI, and S6720S-LI, after you run the
reset qos queue statistics command, the number of
packets discarded by the interface is cleared.

Total Error

Number of error frames found during physical layer
detection.
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Item

Description

CRC

Number of packets shorter than 1519 bytes and with
incorrect FCS values.

For the S5720LI, S5720SI, S5720S-SI, S5710-X-Ll,
S5720HI, S5730SI, S5730S-El, S6720SI, and S6720S-SI,
the value of this field includes the number of received
packets longer than the maximum jumbo frame length
and with incorrect FCS values.

For switches excluding the S5720El, the value of this
field contains the number of received packets with
length ranging from 1518 bytes to the jumbo frame size
configured on the interface and incorrect FCS values.

Giants

Number of received frames with length exceeding the
maximum jumbo frame length.

Jabbers

Number of received packets with length ranging from
1518 bytes to the maximum jumbo frame length and
incorrect FCS values on the S5720El. The S2720El,
S5720LI, 720S-SI, S5710-X-LI, S5730SI, S5730S-El,
S6720SI, S6720S-SI, S6720S-El, and S6720El do not have
the Jabbers field. On the other product models, this field
indicates the number of received packets with length
exceeding the maximum jumbo frame length and
incorrect FCS values.

Fragments

Number of received fragmented packets. A fragmented
packet is a packet shorter than 64 bytes and with
incorrect CRC values.

For the S5720H], the value of this field contains the
number of undersized frames with the correct CRC
values received is displayed.

On the S2720El, S5720LI, S5720SI, S5720S-SI, S5710-X-
LI, S5730SI, S5730S-El, S6720SI, S6720S-SI, S6720S-El,
and S6720El, the command output does not contain the
Fragments field to display statistics about received
fragmented packets.

Runts

Number of received undersized frames with correct CRC
values.

For the S5720LI, S5720SI, S5720S-SI, S5710-X-LlI,
S5730SI, S5730S-El, S6720SI, S6720S-SI, S6720S-El, and
S6720El, the value of this field includes the number of
received fragmented packets shorter than 64 bytes and
with incorrect CRC values.

DropEvents

Number of received packets that are discarded due to
GBP full or back pressure.

Alignments

Number of received frames with alignment errors.

Symbols

Number of received frames with coding errors.
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Item Description

Ignoreds Number of received MAC control frames whose OpCode
is not PAUSE.

Frames Number of packets with incorrect 802.3 length.

Collisions Number of packets with 1 to 15 collisions during packet
forwarding.

For the S5720SI, S5720S-SlI, S5710-X-LI, S5730SI,
S5730S-El, S6720SI, and S6720S-SI, the value of this
field contains the number of frames that are not sent
due to 16 consecutive collisions.

ExcessiveCollisions Number of packets with 16 collisions and fail to be sent.

On the S2720El, S5720SI, S5720S-SI, S5710-X-LlI,
S5730SI, S5730S-El, S6720SI, and S6720S-SI, the
command output does not contain the
ExcessiveCollisions field to display statistics about
frames that are not sent due to 16 consecutive

collisions.
Late Collisions Number of packets with conflict and delayed.
Deferreds Number of delayed packets without conflict.
Buffers Purged Number of packets aged in the cache.

The S5720SI, S5720S-SI, S5710X-LI, S6720S-El, and
S6720El do not have the Buffers Purged field. On other
models, the value of this field is always 0.

Input bandwidth Threshold for inbound bandwidth usage.
utilization threshold

Output bandwidth Threshold for outbound bandwidth usage.
utilization threshold

Input bandwidth Inbound bandwidth usage.

utilization For the S1720GFR, S1720GW, S1720GWR, S1720X,
S1720GW-E, S1720GWR-E, S1720X-E, S2720El, S2750El,
S$5720SI, S5720S-SI, S5710-X-LI, S5700LI, S5720LI,
S$5720S-LI, S5700S-LI, S5730SI, S5730S-El, S6720Sl,
S6720S-SI, S6720LI, and S6720S-LI, the bandwidth
usage of Giants packets is calculated based on the
configured jumbo frame length.

To set the maximum jumbo frame length, run the
jumboframe enable command.
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Item

Description

Output bandwidth
utilization

Outbound bandwidth usage.

For the S1720GFR, S1720GW, S1720GWR, S1720X,
S1720GW-E, S1720GWR-E, S1720X-E, S2720El, S2750El,
S$5720SI, S5720S-SI, S5710-X-LI, S5700LI, S5720LI,
S5720S-LI, S5700S-LI, S5730SI, S5730S-El, S6720Sl,
S6720S-SI, S6720LI, and S6720S-LI, the bandwidth
usage of Giants packets is calculated based on the
configured jumbo frame length.

To set the maximum jumbo frame length, run the
jumboframe enable command.

Related Topics

4.1.4 description (interface view)
4.1.24 shutdown (interface view)

6.2 ARP Configuration Commands

6.2.1 Command Support

6.2.2 arp auto-scan enable

6.2.3 arp broadcast disable (VLANIF interface view)
6.2.4 arp detect-mode unicast

6.2.5 arp detect-times

6.2.6 arp direct-route enable

6.2.7 arp expire-time

6.2.8 arp fixup

6.2.9 arp ip-conflict-detect enable

6.2.10 arp learning double-tag disable

6.2.11 arp learning multicast disable

6.2.12 arp learning multicast enable (interface view)
6.2.13 arp learning multicast enable (system view)
6.2.14 arp purge slowly

6.2.15 arp scan

6.2.16 arp send-packet

6.2.17 arp static

6.2.18 arp topology-change disable

6.2.19 arp-miss message-cache disable
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6.2.20 arp-proxy enable

6.2.21 arp-proxy inner-sub-vlan-proxy enable
6.2.22 arp-proxy inter-sub-vlan-proxy enable
6.2.23 arp-suppress enable

6.2.24 dhcp snooping arp security enable

6.2.25 dhcp snooping arp security isolate-forwarding-trust
6.2.26 display arp

6.2.27 display arp dynamic

6.2.28 display arp error packet

6.2.29 display arp interface

6.2.30 display arp ip-conflict track

6.2.31 display arp network

6.2.32 display arp packet statistics

6.2.33 display arp static

6.2.34 display arp statistics

6.2.35 display arp status

6.2.36 display arp track

6.2.37 display arp vpn-instance

6.2.38 display mac-address multiport

6.2.39 display snmp-agent trap feature-name arp all
6.2.40 [2-topology detect enable

6.2.41 mac-address multiport

6.2.42 mac-address multiport interface

6.2.43 reset arp

6.2.44 reset arp packet statistics

6.2.45 snmp-agent trap enable feature-name arp

6.2.46 undo arp learning ip-network-cross enable

6.2.1 Command Support

Commands provided in this section and all the parameters in the commands are
supported by all switch models by default, unless otherwise specified. For details,
see specific commands.
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6.2.2 arp auto-scan enable

Function

The arp auto-scan enable command enables automatic ARP scanning on a sub-
interface.

The undo arp auto-scan enable command disables automatic ARP scanning on a
sub-interface.

By default, automatic ARP scanning is disabled on a sub-interface.

(11 NOTE

Only the S5720HI supports this command.

Format
arp auto-scan enable

undo arp auto-scan enable

Parameters

None

Views

GE sub-interface view, XGE sub-interface view, Eth-Trunk sub-interface view, VE
sub-interface view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

After automatic ARP scanning is enabled on a sub-interface of which the IP
address mask is larger than or equal to 24 bits and the protocol status is Up, the
switch scans IP addresses on the network segment where the sub-interface's
primary IP address belongs and learns ARP entries of the remote device
immediately.

Precautions

Automatic ARP scanning can be enabled on a maximum of 512 sub-interfaces of a
switch simultaneously. If automatic ARP scanning is enabled on multiple interfaces
simultaneously and the protocol status of the sub-interfaces are Up, the switch
sends detection packets to the sub-interfaces, causing a high CPU usage.

To prevent the delay of the interface Up event caused by loop detection, the
switch enabled with automatic ARP scanning sends detection packets after a delay
of 10s.
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Example

# Enable automatic ARP scanning.

<HUAWEI> system-view
[HUAWEI] interface gigabitethernet 0/0/1.10
[HUAWEI-GigabitEthernet0/0/1.10] arp auto-scan enable

6.2.3 arp broadcast disable (VLANIF interface view)

Function

The arp broadcast disable command disables a VLANIF interface from
broadcasting ARP packets.

The undo arp broadcast disable command enables a VLANIF interface to
broadcast ARP packets.

By default, VLANIF interfaces are enabled to broadcast ARP packets.

(11 NOTE

Only the S5720HI, S5720EIl, S6720El, and S6720S-El support this command.

Format
arp broadcast disable

undo arp broadcast disable

Parameters

None

Views

VLANIF interface view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

By default, a VLANIF interface broadcasts ARP packets in a VLAN. For example, on
the large Layer 2 aggregation network shown in Figure 6-1, user hosts connect to
CE1 through CE100 to access the aggregation device PE that has VLANIF10
configured as the user gateway. As VLANIF10 by default broadcasts ARP packets,
these ARP packets are flooded on the user network, consuming a large number of
network resources, which affects services and gateway performance.
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Figure 6-1 Layer 2 aggregation network
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To ensure user services and aggregation gateway performance, run the arp
broadcast disable command to disable the aggregation gateway's VLANIF
interface from broadcasting ARP packets.

Precautions

Exercise caution when disabling a VLANIF interface from broadcasting ARP
packets because this affects the following scenarios in the following ways:

Proxy ARP scenarios, including intra-VLAN proxy ARP and inter-VLAN proxy
ARP

After a VLANIF interface is disabled from broadcasting ARP packets, the proxy
does not forward ARP Request messages from a host to their destinations
even if all proxy conditions are met. As a result, proxy ARP fails.

Scenarios in which hosts send unicast packets

For example, in ping operations, ICMP Echo Request messages must be
encapsulated with MAC addresses mapped to the destination IP addresses. If
the host does not have ARP entries, it must send ARP Request messages to
learn the MAC address mapped to the destination IP address. However, the
VLANIF interface is disabled from broadcasting ARP packets, and therefore
cannot send ARP Request messages. Subsequently, the host cannot obtain the
MAC address mapped to the destination IP address, causing a ping operation
failure. This problem also occurs in other scenarios in which hosts send
unicast packets.

Strict ARP learning scenarios

In a strict ARP learning scenario, a device learns MAC addresses only of ARP
Reply messages in response to ARP request messages that it sends. If the
VLANIF interface is disabled from broadcasting ARP packets, it cannot actively
send ARP Request messages. As a result, strict ARP learning fails.

VLAN aggregation scenarios

If the VLANIF interface is disabled from broadcasting ARP packets, the super
VLAN will not broadcast ARP packets to all its sub-VLANSs.
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After a VLANIF interface is disabled from broadcasting ARP packets, gratuitous
ARP packets will still be sent normally.
Switching between enabling and disabling the ARP broadcasting function on a
VLANIF interface will cause the direct routes to flap temporarily.

Example

# Disable VLANIF 10 from broadcasting ARP packets.

<HUAWEI> system-view

[HUAWEI] interface vlanif 10

[HUAWEI-Vlanif10] arp broadcast disable

Warning: This operation will cause the device to fail to send ARP broadcast packets, continue?[Y/N]:y

6.2.4 arp detect-mode unicast

Function

Format

Parameters

Views

Default Level

The arp detect-mode unicast command configures an interface to send ARP
aging probe packets in unicast mode.

The undo arp detect-mode unicast command restores the default ARP aging
probe mode on an interface.

By default, an interface broadcasts only the last ARP aging probe packet, and
unicasts other ARP aging probe packets.

arp detect-mode unicast

undo arp detect-mode unicast

None

Ethernet interface view, GE interface view, XGE interface view, 40GE interface view,
MultiGE interface view, Eth-Trunk interface view, VLANIF interface view, VBDIF
interface view, VE interface view, port group view

2: Configuration level

Usage Guidelines

Usage Scenario

After the aging time of a dynamic ARP entry on an interface expires, the switch
sends an aging probe packet (ARP Request packet) from the interface. If the
switch receives an ARP Reply packet, it updates this dynamic ARP entry and the
aging probe ends. If the switch does not receive an ARP Reply packet after the
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Example

configured aging probe attempts, it deletes the dynamic ARP entry and the aging
probe ends. The aging probe packet can be a unicast or broadcast packet.

If a non-Huawei device receives an ARP aging probe packet with the destination
MAC address as the broadcast address from a switch, but the ARP entry of the
switch already exists in its ARP table, the non-Huawei device discards the ARP
aging probe packet. Failing to receive an ARP Reply to the ARP aging probe
packet, the switch deletes the corresponding ARP entry. As a result, the traffic
from the network side is interrupted. To resolve this problem, the switch must be
configured to send ARP aging probe packets in unicast mode, and the non-Huawei
device must be configured to respond to unicast ARP aging probe packets.

Precautions

If the IP address of the peer device remains the same but the MAC address
changes frequently, configuring an interface to send ARP aging probe packets in
broadcast mode is recommended.

If the MAC address of the peer device remains the same, the network bandwidth
is insufficient, and the aging time of ARP entries is set to a small value,
configuring an interface to send ARP aging probe packets in unicast mode is
recommended.

# Configure the interface VLANIF 100 to unicast ARP aging probe packets.

<HUAWEI> system-view
[HUAWEI] interface vlanif 100
[HUAWEI-Vlanif100] arp detect-mode unicast

Related Topics

6.2.5 arp detect-times
6.2.7 arp expire-time

6.2.5 arp detect-times

Function

Format

The arp detect-times command sets the number of aging probes for dynamic
ARP entries.

The undo arp detect-times command restores the default number of aging
probes for dynamic ARP entries.

The default number of aging probes for dynamic ARP entries is 3.

arp detect-times detect-times

undo arp detect-times
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Parameter |Description Value
detect-times| Specifies the number of aging |The value is an integer that ranges
probes for dynamic ARP from 0 to 10. The default value is
entries. 3.
Views

System view, Ethernet interface view, GE interface view, XGE interface view, 40GE
interface view, MultiGE interface view, Eth-Trunk interface view, VLANIF interface
view, VBDIF interface view, VE interface view, port group view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

In case that the mapping relationship between the IP address and the MAC
address of the peer device exists in the ARP table of the local device, the local
device will directly send data packets rather than ARP request packets to the peer
device because the MAC address of the peer device exists in the ARP entry of the
local device. If the peer device fails to work but the local device is not informed of
the fault or change, the local device will send data packets to its original
destination MAC address. This causes the traffic to be interrupted.

Therefore, to enhance the communication reliability, run the arp detect-times
command to set the aging probe times of a dynamic ARP entry to update the
dynamic ARP entry.

After the aging time of a dynamic ARP entry on an interface expires, the switch
sends an aging probe packet (ARP Request packet) from the interface. If the
switch receives an ARP Reply packet, it updates this dynamic ARP entry and the
aging probe ends. If the switch does not receive an ARP Reply packet after the
configured aging probe attempts, it deletes the dynamic ARP entry and the aging
probe ends.

Precautions

If the number of aging probes is set to 0, the device directly deletes expired
dynamic ARP entries.

The arp detect-times command can be configured globally or on the specified
interface. If the command is not configured on the interface, the aging detection
times of a dynamic ARP entry will be the one configured globally. If the command
is both configured globally and on the specified interface, the aging detection
times of a dynamic ARP entry will be the one configured on the interface.

Example

# Set the number of aging probes for dynamic ARP entries on VLANIF 100 to 5.
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<HUAWEI> system-view
[HUAWEI] interface vlanif 100
[HUAWEI-Vlanif100] arp detect-times 5

Related Topics

6.2.7 arp expire-time
6.2.4 arp detect-mode unicast

6.2.6 arp direct-route enable

Function

Format

Parameters

Views

Default Level

The arp direct-route enable command enables the ARP module to send ARP
Vlink direct routes to the Route Management Module(RM).

The undo arp direct-route enable command disables the ARP module from
sending ARP Vlink direct routes to the RM module.

By default, the ARP module is disabled from sending ARP Vlink direct routes to the
RM module.

(11 NOTE

Only the S5720El, S5720HI, S6720El, and S6720S-El support this command.

arp direct-route enable

undo arp direct-route enable

None

GE sub-interface view, XGE sub-interface view, 40GE sub-interface view, Eth-Trunk
sub-interface view, VE sub-interface view

2: Configuration level

Usage Guidelines

Usage Scenario

ARP Vlink direct routes are 32-bit host routes that are generated based on ARP
entries statically configured or dynamically learned.

In most cases, ARP Vlink direct routes are only used to guide local forwarding. To
control the scale and maintain the stability of the routing table, the ARP module
does not send ARP Vlink direct routes to the RM module.
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Example

In some scenarios, however, the device needs to perform operations based on
specific routes of users. For example, the device needs to directly send the network
traffic to specific user terminals, or route filtering is used to restrict inter-device
communication.

In these scenarios, run the arp direct-route enable command to enable the ARP
module to send ARP Vlink direct routes to the RM module. This configuration
allows the device to select ARP Vlink direct routes based on longest match first to
guide traffic forwarding, and accordingly accurately control downstream traffic,
which improves the forwarding efficiency.

Follow-up Procedure

If you want the device to advertise ARP Vlink direct routes to upstream devices
after you enable the ARP module to send ARP Vlink direct routes to the RM
module, perform the following operations in sequence:

1. Run the arp vlink-direct-route advertise command to configure the device
to advertise ARP VLlink direct routes.

2. Configure the device to import the ARP Vlink direct routes to the routing
tables of the routing protocols running on the device for the ARP Vlink direct
routes to be advertised.

Precautions

Currently, the ARP module can only send ARP Vlink direct routes of sub-interfaces
to the RM module.

# Enable the ARP module to send ARP Vlink direct routes to the RM module.

<HUAWEI> system-view
[HUAWEI] interface gigabitethernet 0/0/1.1
[HUAWEI-GigabitEthernet0/0/1.1] arp direct-route enable

6.2.7 arp expire-time

Function

Format

The arp expire-time command sets the aging time of dynamic ARP entries.

The undo arp expire-time command restores the default aging time of dynamic
ARP entries.

By default, the aging time of dynamic ARP entries is 1200 seconds, that is, 20
minutes.

arp expire-time expire-time

undo arp expire-time
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Parameters

Parameter | Description Value

expire-time | Specifies the aging time | The value is an integer that ranges from

of dynamic ARP entries. |30 to 62640, in seconds. The default
value is 1200 seconds, that is, 20 minutes.

Views

System view, Ethernet interface view, GE interface view, XGE interface view, 40GE
interface view, MultiGE interface view, Eth-Trunk interface view, VLANIF interface
view, VBDIF interface view, VE interface view, port group view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

To ensure communication reliability, you need to update ARP entries when they
are invalid. A dynamic ARP entry has a life cycle. If a dynamic ARP entry is not
updated before its life cycle ends, this dynamic ARP entry will be deleted from the
ARP table. The life cycle is called aging time. If the entry is updated before its life
cycle expires, the aging time of the entry is recalculated.

You can run the arp expire-time command to configure the aging time of
dynamic ARP entries, ensuring that dynamic ARP entries are updated in time.

After the aging time of a dynamic ARP entry on an interface expires, the switch
sends an aging probe packet (ARP Request packet) from the interface. If the
switch receives an ARP Reply packet, it updates this dynamic ARP entry and the
aging probe ends. If the switch does not receive an ARP Reply packet after the
configured aging probe attempts, it deletes the dynamic ARP entry and the aging
probe ends.

Precautions

e If the aging time set for a dynamic ARP entry is short, the refreshment for the
ARP entry will consume huge number of system resources, causing adverse
impacts on other services, a network flapping and even traffic forwarding.

e If the aging time set for a dynamic ARP entry is long, the ARP entry will not
be promptly updated when it is invalid. For example, if a device fails to work
or a network card is changed but the invalid ARP entry has not updated yet,
the device sends packets to the peer device based on the existing ARP entry.
As a result, the service will be interrupted.

To ensure system stability, use the default value of 20 minutes for a dynamic ARP
entry.

If a new aging time is set on an interface that has already learned ARP entries, the
new aging time will not take effect on the ARP entries that have been learned, but
will take effect on the ARP entries to be learned.
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After proxy ARP is enabled on the device, the aging time of ARP entries on user

hosts connected to the device should be shortened so that invalid ARP entries on

the hosts can be deleted as soon as possible. This decreases packet forwarding
failures on the device.

You can adjust the aging parameters of dynamic ARP entries in both the system

view and interface view.

e If you configure the parameters only in the system view, the configuration
takes effect for the dynamic ARP entries learned on all interfaces of the
device.

e If you configure the parameters in both the system and interface views, the
configuration in the interface view takes effect only for the dynamic ARP
entries learned on the interface specified.

e You cannot adjust the aging parameters of dynamic ARP entries on sub-
interfaces. If you configure the parameters on the master interface, the
configuration takes effect for the dynamic ARP entries learned on the sub-
interfaces. If you do not configure the parameters on the master interface, the
configuration in the system view takes effect for the dynamic ARP entries
learned on the sub-interfaces.

Example

# Set the aging time of dynamic ARP entries to 600 seconds on VLANIF 100.

<HUAWEI> system-view
[HUAWEI] interface vlanif 100
[HUAWEI-Vlanif100] arp expire-time 600

Related Topics

6.2.5 arp detect-times
6.2.4 arp detect-mode unicast

6.2.8 arp fixup

Function

Format

Parameters

Views

The arp fixup command configures fixed ARP and converts the dynamic ARP
entries learned by the device into static ARP entries.

arp fixup

None

VLANIF interface view, GE interface view, GE sub-interface view, 40GE interface
view, 40GE sub-interface view, XGE interface view, XGE sub-interface view, Eth-
Trunk interface view, or Eth-Trunk sub-interface view
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Default Level

2: Configuration level

Usage Guidelines

Example

Usage Scenario

To prevent attackers from forging ARP packets and modifying dynamic ARP entries
on the device, you can run the arp fixup command on interfaces to configure
fixed ARP and convert the dynamic ARP entries learned by the device into static
ARP entries.

Fixed ARP is used together with ARP automatic scanning. Run the arp scan
command to configure ARP automatic scanning so that the device can obtain the
dynamic ARP entries from the devices in the network. Then run the arp fixup
command to configure fixed ARP so that the device converts the obtained
dynamic ARP entries to static ARP entries to prevent network attacks.

Prerequisites

On an Ethernet interface works in Layer 2 mode. you need run undo portswitch,
switch the interface to Layer 3 mode.

(11 NOTE

Only the S5720El, S5720HI, S6720El, and S6720S-El support switching between Layer 2 and
Layer 3 modes.

Precautions

e The number of static ARP entries converted through fixed ARP depends on the
number of static ARP entries supported on the device. When the number of
dynamic ARP entries exceeds the maximum value supported on the device,
excess dynamic ARP entries will not be converted and the system displays an
error message.

e The static ARP entries converted through fixed ARP are the same as the
configured ARP entries. You can run the undo arp static command to delete
each entry or reset arp static to delete all the entries.

# Configure fixed ARP on VLANIF 100.

<HUAWEI> system-view

[HUAWEI] interface vlanif 100

[HUAWEI-Vlanif100] arp fixup

Warning: This operation may generate configuration of static ARP, and take a long time, press CTRL+C to
break. Continue?[Y/N]:y

Related Topics

6.2.15 arp scan
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6.2.9 arp ip-conflict-detect enable

Function

Format

Parameters

Views

Default Level

The arp ip-conflict-detect enable command enables the switch to log IP address
conflicts during IP address conflict detection.

The undo arp ip-conflict-detect enable command disables the switch from
logging IP address conflicts during IP address conflict detection.

By default, IP address conflicts during IP address conflict detection are not logged.

arp ip-conflict-detect enable

undo arp ip-conflict-detect enable

None

System view

2: Configuration level

Usage Guidelines

Example

When the IP addresses of devices on the network conflict, the CPU usage becomes
excessively high and routes on the devices flap frequently. This greatly affects user
services and even results in service interruption. You can run the arp ip-conflict-
detect enable command to enable the switch to log IP address conflicts during IP
address conflict detection. In this way, the device IP addresses can be properly
managed, reducing the impact of IP address conflicts on user services.

When a device enabled with IP address conflict detection receives a non-
gratuitous ARP packet from a user, the device compares the source IP address and
source MAC address of the packet with the ARP entries that the device has
learned. If the source IP address matches an ARP entry but the MAC address
matches no ARP entry, the IP address conflict occurs. The device then generates
log information to inform the user.

# Enable the switch to log IP address conflicts during IP address conflict detection.

<HUAWEI> system-view
[HUAWEI] arp ip-conflict-detect enable
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6.2.10 arp learning double-tag disable

Function

The arp learning double-tag disable command disables ARP learning for packets
with double VLAN tags.

The undo arp learning double-tag disable command enables ARP learning for
packets with double VLAN tags.

By default, ARP learning is enabled on a switch for packets with double VLAN
tags.

Format
arp learning double-tag disable

undo arp learning double-tag disable

Parameters

None

Views

VLANIF interface view

Default Level

2: Configuration level

Usage Guidelines

In Figure 6-2, users belong to different VLANs and are connected to the gateway
router through the switch. The switch is connected to the sub-interface for VLAN
termination on the router through VLANIF 100. GEO/0/1 on the switch is
configured as a hybrid interface, added to VLAN 10 in untagged mode, and added
to VLAN 20 and VLAN 30 in tagged mode. Static ARP binding is configured for
user 2 and user 3 on the router, and the inner and outer VLANSs are specified.
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Figure 6-2 Networking of disabling ARP learning for packets with double VLAN

tags
@ Router

Sub-interface
VLAN 100
192.168.1.20/24

GEO0/0/1
VLANIF 100
192.168.1.10/24

Access
switches

User 1 User 2 User 3
VLAN 10 VLAN 20 VLAN 30

When the router pings the IP address 192.168.1.10 of VLANIF 100 on the switch,
the switch learns an ARP entry containing the IP address 192.168.1.20 and VLAN
ID 100 of the router's sub-interface.

When the router sends ARP probe packets to a user (for example, user 2) who is
not directly connected to the switch, the source IP address in the probe packets is
the IP address 192.168.1.20 of the router's sub-interface, and the probe packets
contain double VLAN tags. The outer VLAN ID is 100 and the inner VLAN ID is 20.
When the probe packets pass through the switch, the switch updates the original
ARP entry, and records the outer VLAN ID 100 and inner VLAN ID 20.

By default, the fast ICMP reply function is enabled on the switch. When receiving
ICMP request packets, the receiving interface on the switch does not send the
packets to the CPU for processing, and directly replies with ICMP reply packets.
When the router pings the IP address 192.168.1.10 of VLANIF 100 on the switch,
ICMP reply packets match the ARP entry containing the IP address 192.168.1.20,
and the ARP entry corresponds to the outer VLAN ID 100 and inner VLAN ID 20.
Therefore, ICMP reply packets sent by the switch contain double VLAN tags. When
checking the VLAN in received packets, the router detects that the packets contain
double VLAN tags instead of one VLAN tag, and discards the packets. Therefore,
the router fails to ping the IP address 192.168.1.10 of VLANIF 100 on the switch.

You can run the arp learning double-tag disable command on the switch to
disable ARP learning for packets with double VLAN tags. After this function is
disabled, the switch does not learn ARP entries from ARP probe packets with
double VLAN tags sent from the router to a user, and does not update the learned
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ARP entry containing the IP address 192.168.1.20 and VLAN ID 100. The router can
always ping the IP address 192.168.1.10 of VLANIF 100 on the switch.

Example

# Disable ARP learning for packets with double VLAN tags on VLANIF 100.
<HUAWEI> system-view

[HUAWEI] interface vlanif 100
[HUAWEI-Vlanif100] arp learning double-tag disable

6.2.11 arp learning multicast disable

Function
The arp learning multicast disable command disables an interface from learning
ARP entries with multicast MAC addresses.
The undo arp learning multicast disable command enables an interface to learn
ARP entries with multicast MAC addresses.
By default, if a device is globally enabled to learn ARP entries with multicast MAC
addresses, this function is enabled on all the interfaces. If a device is globally
disabled from learning ARP entries with multicast MAC addresses, this function is
disabled on all the interfaces.

Format
arp learning multicast disable
undo arp learning multicast disable

Parameters
None

Views

Ethernet interface view, GE interface view, XGE interface view, 40GE interface view,
MultiGE interface view, Eth-Trunk interface view, VLANIF interface view, VBDIF
interface view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

An IP address may map a multicast MAC address. In this case, a network
administrator has to configure a static ARP entry. After a device is enabled to
learn ARP entries with multicast MAC addresses, the device can generate dynamic
ARP entries. This reduces a network administrator's workload and decreases
network operation and maintenance costs.
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Example

After a device is globally enabled to learn ARP entries with multicast MAC
addresses, all the interfaces will learn ARP entries when receiving ARP packets
with the multicast MAC addresses as source MAC addresses. This increases system
resource consumption and affects user service running. You can run the arp
learning multicast disable command on an interface to disable the interface
from learning ARP entries with multicast MAC addresses.

Precautions

After an interface is disabled from learning ARP entries with multicast MAC
addresses, the interface directly discards ARP packets with the multicast MAC
addresses as source MAC addresses, which may result in service interruption.

In the multicast service scenario, if the mapping between IP addresses and
multicast MAC addresses is not specified using the arp static command, do not
disable the specified interface from learning ARP entries with multicast MAC
addresses to ensure normal running of the multicast service.

After an interface is disabled from learning ARP entries with multicast MAC
addresses using the arp learning multicast disable command, you can run the
undo arp learning multicast disable or arp learning multicast enable
command on the interface to enable it to learn multicast MAC addresses. The
differences between the two commands are as follows:

e  After you run the arp learning multicast enable command, the
configuration on the interface takes effect.

e  After you run the undo arp learning multicast disable command, the global
configuration takes effect.

# Disable an interface from learning ARP entries with multicast MAC addresses.

<HUAWEI> system-view
[HUAWEI] interface gigabitethernet 0/0/1
[HUAWEI-GigabitEthernet0/0/1] arp learning multicast disable

Related Topics

6.2.12 arp learning multicast enable (interface view)
6.2.13 arp learning multicast enable (system view)

6.2.12 arp learning multicast enable (interface view)

Function

The arp learning multicast enable command enables an interface to learn ARP
entries with multicast MAC addresses.

The undo arp learning multicast enable command disables an interface from
learning ARP entries with multicast MAC addresses.

By default, if a device is globally enabled to learn ARP entries with multicast MAC
addresses, this function is enabled on all the interfaces. If a device is globally
disabled from learning ARP entries with multicast MAC addresses, this function is
disabled on all the interfaces.
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Format
arp learning multicast enable
undo arp learning multicast enable
Parameters
None
Views

Default Level

Ethernet interface view, GE interface view, XGE interface view, 40GE interface view,
MultiGE interface view, Eth-Trunk interface view, VLANIF interface view, VBDIF
interface view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

An IP address may map a multicast MAC address. In this case, a network
administrator has to configure a static ARP entry. After a device is enabled to
learn ARP entries with multicast MAC addresses, the device can generate dynamic
ARP entries. This reduces a network administrator's workload and decreases
network operation and maintenance costs.

Precautions

After a device is enabled to learn ARP entries with multicast MAC addresses, the
device may be attacked by ARP attack packets with multicast MAC addresses.

To prevent the device from being attacked, multicast MAC address learning adopts
the most precise matching rule:

e When the function is enabled globally and on an interface, the configuration
on the interface takes effect.

e When the function is disabled on an interface, the global configuration takes
effect.

e When the function is disabled globally, the configuration on the interface
takes effect.

If you run the undo arp learning multicast enable command on an interface
when the function is enabled globally and on the interface, the global
configuration takes effect and the function is still enabled. To completely disable
the interface from learning ARP entries with multicast MAC addresses, run the arp
learning multicast disable command on the interface.

# Enable GigabitEthernet0/0/1 to learn ARP entries with multicast MAC addresses.
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<HUAWEI> system-view
[HUAWEI] interface gigabitethernet 0/0/1
[HUAWEI-GigabitEthernet0/0/1] arp learning multicast enable

Related Topics
6.2.11 arp learning multicast disable
6.2.13 arp learning multicast enable (system view)

6.2.13 arp learning multicast enable (system view)

Function

The arp learning multicast enable command globally enables a device to learn
ARP entries with multicast MAC addresses.

The undo arp learning multicast enable command globally disables a device
from learning ARP entries with multicast MAC addresses.

By default, a device is globally disabled from learning ARP entries with multicast
MAC addresses.

Format
arp learning multicast enable

undo arp learning multicast enable

Parameters

None

Views

System view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

An IP address may map a multicast MAC address. In this case, a network
administrator has to configure a static ARP entry. After a device is enabled to
learn ARP entries with multicast MAC addresses, the device can generate dynamic
ARP entries. This reduces a network administrator's workload and decreases
network operation and maintenance costs.

Precautions

After a device is enabled to learn ARP entries with multicast MAC addresses, the
device may be attacked by ARP attack packets with multicast MAC addresses.
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The arp learning multicast enable and arp learning multicast disable
commands can be used together on an interface to precisely control the range of
ARP entries with multicast MAC addresses to be learned.

Example

# Globally enable a device to learn ARP entries with multicast MAC addresses.

<HUAWEI> system-view
[HUAWEI] arp learning multicast enable

Related Topics
6.2.11 arp learning multicast disable
6.2.12 arp learning multicast enable (interface view)

6.2.14 arp purge slowly

Function
The arp purge slowly command enables a device to delete dynamic ARP entries
after a delay when a VLANIF member interface goes Down.
The undo arp purge slowly command restores the default setting.
By default, a device deletes dynamic ARP entries immediately when a VLANIF
member interface goes Down.
Format
arp purge slowly
undo arp purge slowly
Parameters
None
Views

VLANIF interface view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

By default, when a VLANIF member interface goes Down, a device immediately
deletes the dynamic ARP entries learned by the member interface. At this time,
the VLANIF interface needs to relearn ARP entries to forward user traffic. However,
in some special networking scenarios, such as the ring or dual-homed networking,
a VLANIF member interface going Down does not necessarily mean that its
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Example

interconnected interface is deleted. The outbound interfaces of ARP entries may
change. In this situation, it will take a long time for the device to relearn ARP
entries, interrupting user service traffic.

To minimize the preceding impact and accelerate user traffic convergence, run the
arp purge slowly command to enable the device to delete dynamic ARP entries
after a delay when a VLANIF member interface goes Down.

After the arp purge slowly command is configured, the device does not
immediately delete dynamic ARP entries learned by a VLANIF member interface
after it goes Down. Instead, it sends ARP probe packets and then deletes or
updates ARP entries depending on whether it receives ARP Reply packets within
the ARP aging time:

e If the device does not receive ARP Reply packets, it deletes the dynamic ARP
entries.

e If the device receives ARP Reply packets, it updates ARP entries based on
information contained in the ARP Reply packets.

Precautions

To update ARP entries, a better alternative to ARP aging mechanism is enabling
the MAC address-triggered ARP entry update function, because the device learns
MAC address entries faster. Therefore, to accelerate user traffic convergence, you
are advised to enable ARP entry delayed deletion and the MAC address-triggered
ARP entry update function using the mac-address update arp command.

The arp purge slowly and arp detect-mode unicast commands are mutually
exclusive on the same VLANIF interface. If they are both run on the same VLANIF
interface, the arp purge slowly command fails to take effect.

# Enable a device to delete dynamic ARP entries after a delay when a member
interface of VLANIF 100 goes Down.

<HUAWEI> system-view
[HUAWEI] interface vlanif 100
[HUAWEI-Vlanif100] arp purge slowly

6.2.15 arp scan

Function

Format

The arp scan command configures ARP automatic scanning. This function enables
the device to learn ARP entries by sending ARP Request packets to the network
segment of the interface IP address.

arp scan [ start-jp-address to end-ijp-address ]
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Parameters
Parameter Description Value
start-ip-address Specifies the start IP address for ARP '(Ij'he Vdal::'l'e i‘s inl
automatic scanning. otte_ ecima
notation.
The start IP address must be smaller than
or equal to the end IP address.
end-ip-address | shecifies the end IP address for ARP Zhe vdalge Is inl
automatic scanning. otte' ecima
notation.
The end IP address must be larger than or
equal to the end IP address.
Views

Default Level

VLANIF interface view, GE interface view, GE sub-interface view, 40GE interface
view, 40GE sub-interface view, XGE interface view, XGE sub-interface view, Eth-
Trunk interface view, or Eth-Trunk sub-interface view

2: Configuration level

Usage Guidelines

Usage Scenario

You can run the arp scan command to configure ARP automatic scanning so that
the device can quickly learn ARP entries of the neighbors in the same network
segment.

ARP automatic scanning is used together with fixed ARP. Run the arp scan
command to enable the device to obtain dynamic ARP entries from all devices in
the network. Then run the arp fixup command to configure the device to convert
the obtained dynamic ARP entries to static ARP entries to prevent network attacks.

Prerequisites

On an Ethernet interface works in Layer 2 mode. you need run undo portswitch,
switch the interface to Layer 3 mode.

(11 NOTE

Only the S5720El, S5720HI, S6720El, and S6720S-El support switching between Layer 2 and
Layer 3 modes.

Precautions

e The start and end IP addresses for ARP automatic scanning must be in the
same network segment with the IP address of the interface, and the start IP
address must be smaller than or equal to the end IP address.
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e If the IP address range is not specified, the device scans only the neighbors
within the same network segment as the primary IP address of the interface.

e The device does not scan the IP addresses in ARP entries.

e ARP automatic scanning consumes a large number of system resources. You
are advised to perform scanning when the resource usage is low and avoid
other operations during scanning.

e A VLAN must be configured on a sub-interface, and only one VLAN can be
configured.

e Automatic ARP scanning takes a long time if there is a large number of
neighbors within the same network segment as the primary IP address of the
interface. You can press Ctrl+C to stop scanning. The device generates
dynamic ARP entries based on the ARP Reply packets received from neighbors
before you stop the scanning. You can run the display arp dynamic
command in any view to check all the dynamic ARP entries that the device
has learned.

Example

# Enable ARP automatic scanning.
<HUAWEI> system-view
[HUAWEI] interface vlanif 100

[HUAWEI-Vlanif100] arp scan
Warning: This operation may take a long time, press CTRL+C to break. Continue?[Y/N]:y

Related Topics
6.2.8 arp fixup

6.2.16 arp send-packet

Function
The arp send-packet command configures the ARP unicast probe function.
Format
arp send-packet jp-address mac-address interface interface-type interface-
number .subinterface-number] [ vid vid [ cevid cevid] ]
1O NOTE
Only S5720El, S5720HI, S6720El, and S6720S-El support the cevid and subinterface-number
parameter.
Parameters
Parameter Description Value
ip-address Specifies the destination IP | The value is in dotted

address of a unicast ARP decimal notation.
Request packet.
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Parameter Description Value
mac-address Specifies the destination The value is in the H-
MAC address of a unicast H-H format. An H
ARP Request packet. contains 1 to 4
hexadecimal digits.
The value cannot be
set to FFFF-FFFF-FFFF.
interface /nterface-type |Specifies the outbound -
interface- interface for a unicast ARP
number.subinterface- Request packet.
number ] e interface-type specifies
the interface type.
e /nterface-number specifies
the interface number.
e subinterface-number
specifies the sub-interface
number.
vid vid Specifies the outer VLAN tag |[The value is an
of a unicast ARP Request integer that ranges
packet. from 1 to 4094.
cevid cevid Specifies the inner VLAN tag |The value is an
of a unicast ARP Request integer that ranges
packet. from 1 to 4094.
Views

All views

Default Level

1: Monitoring level

Usage Guidelines

The arp send-packet command triggers the device to send a unicast ARP Request
packet to the user with the specified IP address and MAC address. You can
determine whether the peer exists by checking whether the device receives an ARP
Reply packet from the peer.

e If the device receives an ARP Reply packet from the peer, the peer exists. The
device then generates or updates the ARP entry based on the ARP Reply
packet.

e If the device does not receive an ARP Reply packet from the peer, the peer
does not exist. The device does not generate an ARP entry in this case.

Example

# Configure the device to send a unicast ARP Request packet with the destination
IP address 10.10.10.1 and destination MAC address 5489-98f4-786e from VLANIF
100.
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<HUAWEI> arp send-packet 10.10.10.1 5489-98f4-786e interface vlanif 100

6.2.17 arp static

Function
The arp static command configures a static ARP entry.
The undo arp static command deletes a static ARP entry.
By default, the ARP table is empty and address mappings are obtained using
dynamic ARP.
Format
arp static jp-address mac-address [ vpn-instance vpn-instance-name ]
arp static jp-address mac-address interface interface-type interface-
number .subinterface-number ]
arp static jp-address mac-address vid vian-id [ cevid ce-vid] interface /interface-
type interface-number.subinterface-number ]
undo arp static jp-address [ mac-address] [ vpn-instance vpn-instance-name ]
undo arp static /jp-address mac-address interface interface-type interface-
number.subinterface-number ]
undo arp static jp-address [ mac-address ] vid vian-id [ cevid ce-vid ] interface
interface-type interface-numberl.subinterface-number ]
LI NOTE
Only the S1720GW, S1720GWR, S1720X, S1720GW-E, S1720GWR-E, S1720X-E, S2720El, S5720LlI,
S5720S-LI, S5720SI, S5720S-SI, S5720El, S5720HI, S5730SI, S5730S-El, S6720LI, S6720S-LI,
S6720SI, S6720S-SI, S6720El, and S6720S-El support vpn-instance vpn-instance-name.
Only the S5720El, S5720HI, S6720El, and S6720S-El support cevid ce-vid and subinterface-
number.
Parameters
Parameter Description Value
ip-address Specifies the IP address in a The value is in
static ARP entry. dotted decimal
notation.
mac-address Specifies the MAC address in a | The value is in the
static ARP entry. H-H-H format. An H
contains 1 to 4
hexadecimal digits.
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Parameter Description Value

vpn-instance vpn- Specifies the name of a VPN

. : The value must be
instance-name instance.

an existing VPN

NOTE instance name.
After the name of a VPN instance
is specifed, the device can
automatically learn the outbound
interface, with no need for
specifying it.

interface /nterface-type |Specifies the outbound -
interface- interface in a static ARP entry.
number .subinterface-

e /nterface-type specifies the
number ]

interface type.

e /nterface-number specifies
the interface number.

e subinterface-number
specifies the sub-interface
number.

NOTE

If the IP address corresponding to
the specified ARP entry belongs to
the VPN, an outbound interface
cannot be specified.

vid vian-id Specifies the ID of the VLAN to |The value is an
which a static ARP entry integer that ranges
belongs. from 1 to 4094.

cevid ce-vid Specifies the inner VLAN ID. The value is an
integer that ranges
from 1 to 4094.

Views

System view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

Dynamic ARP can leave networks vulnerable to ARP spoofs or attacks (when
malicious devices send falsified ARP messages to link an attacker's MAC address
with the IP address of a legitimate device). As a result, ARP entries may be
incorrectly learned. However, if a static ARP entry is configured on a device, the
device can communicate with the peer device using only the specified MAC
address. Network attackers cannot modify the mapping between the IP and MAC
addresses using ARP packets, ensuring communication between the two devices.
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Static ARP entries are applicable when:

e Networks contain critical devices such as servers. Network attackers cannot
update the ARP entries containing IP addresses of the critical devices on the
switch using ARP attack packets, ensuring communication between users and
the critical devices.

e Networks contain user devices with multicast MAC addresses. By default, a
device does not learn ARP entries when the source MAC addresses of received
ARP packets are multicast MAC addresses.

e A network administrator wants to prevent an IP address from accessing
devices. The network administrator binds the IP address to an unavailable
MAC address.

An ARP entry includes the IP address, the MAC address, and the outbound

interface as well as the outer and inner VLAN tags. The switch can add two VLAN

tags to the packets according to the ARP entry during packet forwarding.

Precautions

When you configure a static ARP entry, note that:

e When the outbound interface is a Layer 2 Ethernet interface, run the arp
static /jp-address mac-address vid vian-id [ cevid ce-vid] interface /interface-
type interface-number [.subinterface-number] command.

When a static ARP entry is configured for a QinQ termination sub-interface,
vid specified in the this command must be the same as pe-vid in the qinq
termination pe-vid ce-vid command, and cevid in this command must be
within the value range of ce-vid in the qinq termination pe-vid ce-vid
command.

e When the outbound interface is a Layer 3 Ethernet interface, run the arp
static /p-address mac-address interface interface-type interface-number
command.

e When the VPN instance mapping the ARP entries needs to be specified, run
the arp static /p-address mac-address vpn-instance vpn-instance-name
command.

e  When short static ARP entries need to be configured (for example, if the
device is connected to an NLB cluster and multi-interface ARP is used), run
the arp static /p-address mac-address command.

The IP address specified by jp-address must be in the same network segment as

the IP address of the outbound interface specified by interface /interface-type

interface-number.

If a new static ARP entry is duplicate with an existing one, the system updates the

entry.

You can run the 6.2.17 arp static command multiple times to configure static ARP

entries one by one, or run the 6.2.15 arp scan and 6.2.8 arp fixup commands to

configure multiple static ARP entries at one time.
Example

# Configure a static ARP entry that maps the IP address 10.0.0.1 to the MAC
address aaaa-fccc-1212.
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<HUAWEI> system-view
[HUAWEI] arp static 10.0.0.1 aaaa-fccc-1212

# Configure a static ARP entry that maps the IP address 10.1.1.1 to the MAC
address Oefc-0505-86e3. This entry belongs to VLAN 10 and its outbound interface
is GEO/0/1.

<HUAWEI> system-view
[HUAWEI] arp static 10.1.1.1 0efc-0505-86e3 vid 10 interface gigabitethernet 0/0/1

# Configure a static ARP entry that maps the IP address 10.1.1.1 to the MAC
address Oefc-0505-86e3. This entry belongs to the VPN instance vpn1.

<HUAWEI> system-view

[HUAWEI] ip vpn-instance vpn1

[HUAWEI-vpn-instance-vpn1] ipv4-family
[HUAWEI-vpn-instance-vpn1-af-ipv4] quit
[HUAWEI-vpn-instance-vpn1] quit

[HUAWEI] arp static 10.1.1.1 Oefc-0505-86e3 vpn-instance vpn1

Related Topics

6.2.29 display arp interface
6.2.43 reset arp

6.2.18 arp topology-change disable

Function

Format

Parameters

Views

Default Level

The arp topology-change disable command disables the device from responding
to TC BPDUs. That is, the device does not age or delete ARP entries when receiving
TC BPDUs.

The undo arp topology-change disable command enables the device to respond
to TC BPDUs.

By default, the device is enabled to respond to TC BPDUs. The device ages or
deletes ARP entries when receiving TC BPDUs.

arp topology-change disable

undo arp topology-change disable

None

System view

2: Configuration level
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Usage Guidelines

Example

Usage Scenario

When STP detects network topology changes, the device sends TC BPDUs to
instruct the ARP module to age or delete ARP entries. The device then needs to
relearn ARP entries.

If the network topology changes frequently or there are many ARP entries on the
network, ARP entry relearning will cause excess ARP packets to be generated. As a
result, a large number of system resources are occupied and services are affected.
To address this issue, run the arp topology-change disable command to disable
the device from responding to TC BPDUs. The device does not age or delete ARP
entries even if the network topology changes.

Precautions

After the device is disabled from responding to TC BPDUs using the arp topology-
change disable command, it does not age or delete ARP entries when the
network topology changes. If the MAC address-triggered ARP entry update
function is not enabled, user services may be interrupted because the device does
not update the saved ARP entries in real time. In this case, you are advised to run
the 5.1.41 mac-address update arp command to enable the MAC address-
triggered ARP entry update function.

# Disable the device from aging or deleting ARP entries when the network
topology changes.

<HUAWEI> system-view
[HUAWEI] arp topology-change disable

6.2.19 arp-miss message-cache disable

Function

Format

The arp-miss message-cache disable command disables the device from
packetizing ARP Miss messages.

The undo arp-miss message-cache disable command enables the device to
packetize ARP Miss messages.

By default, the device is enabled to packetize ARP Miss messages.

(11 NOTE

Only the S5720HI supports this command.

arp-miss message-cache disable

undo arp-miss message-cache disable

Issue 14 (2021-10-20) Copyright © Huawei Technologies Co., Ltd. 2333



S1720, S2700, S5700, and S6720 Series Ethernet

Switches
Command Reference 6 IP Service Commands
Parameters
None
Views
System view

Default Level

2: Configuration level

Usage Guidelines

Example

If a host sends an IP packet with an irresolvable destination IP address to the
device (there is a routing entry matching the destination IP address but there is no
ARP entry matching the next hop of the routing entry), ARP Miss messages are
generated on the device. By default, the device packetizes ARP Miss messages and
sends them to the CPU, improving the efficiency in processing ARP Miss messages.

When the device is enabled to packetize ARP Miss messages, the device cannot
send ICMP Host Unreachable packets or ICMP Redirect packets. To enable these
cards to send ICMP Host Unreachable packets and ICMP Redirect packets, run the
arp-miss message-cache disable command to disable the device from
packetizing ARP Miss messages.

# Disable the device from packetizing ARP Miss messages.

<HUAWEI> system-view
[HUAWEI] arp-miss message-cache disable

6.2.20 arp-proxy enable

Function

Format

Parameters

The arp-proxy enable command enables routed proxy ARP on an interface.
The undo arp-proxy enable command disables routed proxy ARP on an interface.

By default, routed proxy ARP is disabled on an interface.

arp-proxy enable

undo arp-proxy enable

None
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Views

Default Level

Interface view

2: Configuration level

Usage Guidelines

Example

If the hosts not configured with the default gateways are located on the same
network segment but different physical networks (different broadcast domains),
you can run the arp-proxy enable command on the device connected to the hosts
to enable routed proxy ARP, implementing IP address resolution between the
hosts.

# Enable routed proxy ARP on VLANIF 100.

<HUAWEI> system-view
[HUAWEI] interface vlanif 100
[HUAWEI-Vlanif100] arp-proxy enable

# Enable routed proxy ARP on GE0/0/1.
<HUAWEI> system-view

[HUAWEI] interface gigabitethernet 0/0/1
[HUAWEI-Gigabitethernet0/0/1] undo portswitch
[HUAWEI-Gigabitethernet0/0/1] arp-proxy enable

Related Topics

6.2.21 arp-proxy inner-sub-vlan-proxy enable
6.2.22 arp-proxy inter-sub-vlan-proxy enable

6.2.21 arp-proxy inner-sub-vlan-proxy enable

Function

Format

Parameters

The arp-proxy inner-sub-vlan-proxy enable command enables intra-VLAN proxy
ARP.

The undo arp-proxy inner-sub-vlan-proxy enable command disables intra-VLAN
proxy ARP.

By default, intra-VLAN proxy ARP is disabled.

arp-proxy inner-sub-vlan-proxy enable

undo arp-proxy inner-sub-vlan-proxy enable

None
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Views
VLANIF interface view, GE sub-interface view, XGE sub-interface view, 40GE sub-
interface view, VE sub-interface view, Eth-Trunk sub-interface view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

When hosts are located on the same network segment and belong to the same
VLAN configured with port isolation, you can run the arp-proxy inner-sub-vlan-
proxy enable command on the device connected to the hosts to enable intra-
VLAN proxy ARP, implementing IP address resolution between the hosts.

Precautions
QinQ sub-interfaces, Dot1q sub-interfaces, QinQ Stacking sub-interfaces and QinQ
Mapping sub-interfaces do not support proxy ARP within a VLAN.
Example
# Enable intra-VLAN proxy ARP on VLANIF 100.

<HUAWEI> system-view
[HUAWEI] interface vlanif 100
[HUAWEI-Vlanif100] arp-proxy inner-sub-vlan-proxy enable

Related Topics
6.2.20 arp-proxy enable
6.2.22 arp-proxy inter-sub-vlan-proxy enable

6.2.22 arp-proxy inter-sub-vlan-proxy enable

Function

The arp-proxy inter-sub-vlan-proxy enable command enables inter-VLAN proxy
ARP or enables proxy ARP on a sub-interface.

The undo arp-proxy inter-sub-vlan-proxy enable command disables inter-VLAN
proxy ARP or disables proxy ARP on a sub-interface.

By default, inter-VLAN proxy ARP is disabled.
1O NOTE

Only the S5720SI, S5720S-SI, S5720El, S5720HI, S5730SI, S5730S-El, S6720SI, S6720S-SI,
S6720El, and S6720S-El support the inter-VLAN proxy ARP.

Only the S5720El, S5720HI, S6720El, and S6720S-El support sub-interface.

Format

arp-proxy inter-sub-vlan-proxy enable
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undo arp-proxy inter-sub-vlan-proxy enable

Parameters
None

Views

Default Level

VLANIF interface view, GE sub-interface view, XGE sub-interface view, 40GE sub-
interface view, Eth-Trunk sub-interface view, VE sub-interface view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

When hosts are located on the same network segment but belong to different
VLANS, you can run the arp-proxy inter-sub-vlan-proxy enable command on
interfaces to enable inter-VLAN proxy ARP, implementing IP address resolution
between the hosts.

When hosts are located on the same network segment but belong to different
sub-VLANSs, you can enable inter-VLAN proxy ARP on the VLANIF interface in a
super VLAN.

If inter-VLAN proxy ARP is enabled on a sub-interface, the users on the sub-
interface who belong to the same network segment but different VLANs can
communicate with each other.

Precautions

After inter-VLAN proxy ARP is enabled and packets are sent from different VLANs
but do not have the corresponding ARP entries, ARP packets are replicated in all
VLANSs on the involved sub-interface. If a lot of VLANs are configured, a large
number of ARP packets need to be replicated, causing heavy burden on the peer
device and abnormalities (such as high CPU usage and broadcast suppression) on
downstream devices. In addition, the local device may fail to send ARP packets in
time due to the replication of a large number of packets, which may lead to ARP
learning failures. Therefore, do not configure too many VLANs on an interface.

# Enable inter-VLAN proxy ARP on VLANIF 100.

<HUAWEI> system-view
[HUAWEI] interface vlanif 100
[HUAWEI-Vlanif100] arp-proxy inter-sub-vlan-proxy enable

Related Topics

6.2.20 arp-proxy enable
6.2.21 arp-proxy inner-sub-vlan-proxy enable
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6.2.23 arp-suppress enable

Function

Format

Parameters

Views

Default Level

The arp-suppress enable command enables ARP suppression.
The undo arp-suppress command disables ARP suppression.

By default, ARP suppression is disabled and applicable only to VLANIF interfaces.

arp-suppress enable

undo arp-suppress

None

System view

2: Configuration level

Usage Guidelines

Example

On a special network or in the case of ARP attacks, the system receives multiple
ARP packets with the same source IP address at a time. The system needs to
update ARP entries repeatedly. To ensure system performance, you can enable ARP
suppression. This function enables the system to only respond to ARP Request
packets but not update ARP entries when the system receives multiple ARP
packets with the same IP address in one second.

If ARP suppression is enabled for all interfaces, ARP entries on some interfaces
cannot be updated temporarily. ARP suppression is applicable only to VLANIF and
Eth-Trunk interfaces. By default, ARP suppression always takes effect on VLANIF
interfaces. It can be configured on other logical interfaces.

After you run the undo arp-suppress command, ARP suppression is enabled only
on VLANIF interfaces.

# Enable ARP suppression.

<HUAWEI> system-view
[HUAWEI] arp-suppress enable
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6.2.24 dhcp snooping arp security enable

Function

The dhcp snooping arp security enable command enables the egress ARP
inspection (EAI) function.

The undo dhcp snooping arp security enable command disables the EAI
function.

By default, EAI is disabled.

Format
dhcp snooping arp security enable

undo dhcp snooping arp security enable

Parameters

None

Views
VLAN view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

EAI applies to the following scenario: A device is deployed between an upstream
Layer 3 switch and user hosts. The user hosts belong to the same VLAN, connect
to the network through user-side interfaces of the device, and obtain IP addresses
through DHCP.

If the device broadcasts ARP Request packets in the VLAN, the traffic volume in
the VLAN increases. To reduce network loads in the VLAN, enable EAI in this VLAN
on the device. The EAI function must be used together with DHCP snooping.

After EAl is enabled, the device matches the destination IP address of a received
ARP Request packet with DHCP snooping binding entries to determine the
outbound interface for the packet.

e If the destination IP address matches an entry, the device directly sends the
packet to the mapping outbound interface. (However, if the outbound
interface is the same as the inbound interface of the packet, the device
discards the packet.)

e If the destination IP address does not match an entry, the device determines
whether the packet is sent from a trusted interface. (In DHCP snooping, the
interfaces connecting the device to the DHCP server are deployed as trusted
interfaces.)
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Example

- If the packet is sent from a trusted interface, the device forwards the
packet from other trusted interfaces. (If there is no other trusted
interface, the device discards the packet.)

- If the packet is not sent from a trusted interface, the device forwards the
packet from a trusted interface.

(11 NOTE

DHCP snooping allows a physical interface to be configured as a trusted or untrusted
interface. The interfaces connected to the authorized DHCP server are configured as trusted
interfaces, and other interfaces as untrusted interfaces. After DHCP snooping is enabled, all
interfaces are considered as untrusted interfaces by default.

Precautions

Because the EAI function must be used together with the DHCP snooping
function, run the dhcp snooping enable command to enable the DHCP snooping
function.

After EAl is enabled, the device sends all the received ARP packets to the CPU for
software forwarding, which degrades the ARP packet forwarding performance.

The MFF function is implemented based on ARP proxy, whereas the EAI function is
implemented based on ARP request packet forwarding. Therefore, the two
functions conflict with each other. If you have enabled both MFF and EAI in the
same VLAN, the MFF function takes effect.

EAl enabled in a super VLAN does not take effect.

If a VLANIF interface is created for a VLAN enabled with EAI, EAl does not take
effect on the VLAN.

# Enable EAI.

<HUAWEI> system-view

[HUAWEI] dhcp snooping enable

[HUAWEI] vlan 100

[HUAWEI-vlan100] dhcp snooping enable
[HUAWEI-vlan100] dhcp snooping arp security enable

Related Topics

14.8.20 dhcp snooping enable

6.2.25 dhcp snooping arp security isolate-forwarding-trust

Function

The dhcp snooping arp security isolate-forwarding-trust command enables the
device to forward ARP packets to trusted interfaces when port isolation is enabled
on both inbound and outbound interfaces of the device.

The undo dhcp snooping arp security isolate-forwarding-trust command
disables the device from forwarding packets to trusted interfaces.
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By default, the device is disabled from forwarding packets to trusted interfaces
when port isolation is enabled on both inbound and outbound interfaces of the
device.

Format
dhcp snooping arp security isolate-forwarding-trust
undo dhcp snooping arp security isolate-forwarding-trust

Parameters
None

Views
VLAN view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

This function applies to the following scenario: A device is deployed between an
upstream Layer 3 switch and user hosts. The user hosts belong to the same VLAN,
connect to the network through user-side interfaces of the device, and obtain IP
addresses through DHCP. Port isolation is configured on the interfaces of the user
hosts and intra-VLAN ARP proxy is configured on the Layer 3 switch. This
implements Layer 2 isolation and Layer 3 communication between isolated users
in the VLAN.

If EAl is also configured on the device, when receiving an ARP Request packet
from a user host requesting for another user host, the device matches the
destination IP address of the packet with dynamic DHCP snooping binding entries
to determine the outbound interface of the packet. If the destination IP address
matches an entry, the device directly sends the packet to the destination interface
(that is, the interface on the requested user host). If the destination interface is
isolated from the inbound interface of the packet, the device discards the packet
and the isolated users cannot communicate with each other.

To address this problem, run the dhcp snooping arp security isolate-forwarding-
trust command. The device then directly forwards the ARP packet to a trusted
interface (that is, the interface on the Layer 3 switch). In this case, the intra-VLAN
ARP proxy function on the Layer 3 switch allows the isolated users to
communicate with each other.

Prerequisites

EAIl has been enabled using the dhcp snooping arp security enable command.
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Example

# Enable the device to forward ARP packets to trusted interfaces in VLAN 100
when port isolation is enabled on both inbound and outbound interfaces of the
device.

<HUAWEI> system-view

[HUAWEI] dhcp snooping enable

[HUAWEI] vlan 100

[HUAWEI-vlan100] dhcp snooping enable

[HUAWEI-vlan100] dhcp snooping arp security enable
[HUAWEI-vlan100] dhcp snooping arp security isolate-forwarding-trust

Related Topics

6.2.24 dhcp snooping arp security enable

6.2.26 display arp

Function

Format

Parameters

Views

Default Level

The display arp command displays all ARP entries.

display arp [ all ]

Parameter Description Value
all Displays all ARP entries. | -
All views

1: Monitoring level

Usage Guidelines

Example

You can run this command to check ARP entries mapping a specified IP address.
For example, to check ARP entries mapping the IP address 10.1.1.1, run the
display arp all | include 70.7.7.7 command.

# Display all ARP entries.

<HUAWEI> display arp all

IP ADDRESS ~ MAC ADDRESS  EXPIRE(M) TYPE INTERFACE VPN-INSTANCE
VLAN/CEVLAN(SIP/DIP)
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192.168.50.166 0018-8201-0987 | - MEth0/0/1
192.168.50.1 5489-98f4-5aeb 20 D-0 MEth0/0/1
192.168.50.165 0000-1382-ca69 19 D-0 MEth0/0/1
192.168.50.171 5489-98d0-2114 19 D-0 MEth0/0/1

Total:4 Dynamic:3 Static:0  Interface:1

Table 6-4 Description of the display arp all command output

Item Description

IP ADDRESS IP address in the ARP entry.

MAC ADDRESS MAC address in the ARP entry.
NOTE

If the value of MAC ADDRESS is Incomplete,
the current ARP entry is a temporary one. When
IP packets trigger ARP Miss messages, the device
generates temporary ARP entries and sends ARP
Request packets to the destination network
segment.

e When a temporary ARP entry is not aged
out, before receiving an ARP Reply packet,
the device discards the IP packets matching
the temporary ARP entry, and no ARP Miss
message is triggered.

e When a temporary ARP entry is not aged
out, after receiving the ARP Reply packet, the
device generates a correct ARP entry to
replace the temporary entry.

e After the temporary ARP entry is aged out,
the device deletes this entry.

You can run the 14.6.27 arp-fake expire-time
command to adjust the aging time of the
temporary ARP entry.

EXPIRE(M) Remaining lifetime of the ARP entry, in
minutes.

If the remaining lifetime is 0, ARP entry
aging probe is to be started. The ARP entry
aging time depends on the number of
configured aging probe attempts and the
number of ARP entries that need to be
aged.
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Item Description

TYPE Entry type and ID of the slot that obtains
the entry. The entry type contains 3 bits.
The first bit can be any of the following:

e [: Interface, indicating the MAC address
of the interface

e D: Dynamic, indicating a dynamic ARP
entry

e S: Static, indicating a static ARP entry

The second bit can only be F, indicating
that the ARP entry has been reported to
the routing module, the route to this IP
address has been calculated, and the entry
in the FIB table has been updated. If the
entry is not reported to the routing module,
this field displays -. For the ARP entry with
the type as |, this flag bit does not exist.

NOTE
VLANIF interface and sub-interfaces for VLAN
tag termination ( including QinQ termination
sub-interfaces and Dolt1q termination sub-
interfaces) on devices report learned ARP entries
to the routing module to generate 32-bit host
routes (routes destined for complete host
addresses). The host routes are accurate and can
be used for packet forwarding. Because the
forwarding model of the two types of interfaces
requires accurate forwarding paths. However,
the outbound interfaces of VLANIF interface
routes are VLANIF interfaces. VLANIF interfaces
are virtual interfaces that may correspond to
multiple physical interfaces, and as a result, such
routes cannot be used for packet forwarding.
Therefore, the VLANIF interfaces report learned
ARP entries to the routing module to generate
host routes. As for sub-interfaces for VLAN tag
termination, they may correspond to multiple
VLANS, and the forwarding model requires that
packets be sent to a specified VLAN. Therefore,
the sub-interfaces for VLAN tag termination also
report learned ARP entries to the routing
module to generate host routes.

The third bit indicates the ID of the slot

that obtains the entry. For the ARP entry
with the type as | or S, this field displays -.

INTERFACE Type and number of the interface that has
learned ARP entries.
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Item

Description

VPN-INSTANCE

Name of the VPN instance to which the
ARP entry belongs.

To configure the VPN instance name, run
the ip vpn-instance command.

NOTE
Only the S1720GW, S1720GWR, S1720X,
S1720GW-E, S1720GWR-E, S1720X-E, S2720El,
S5720LI, S5720S-LI, S5720SI, S5720S-SI, S5720El,
S5720H]I, S5730SI, S5730S-El, S6720LI, S6720S-
LI, S6720SI, S6720S-SI, S6720El, and S6720S-El
support this parameter.

VLAN/CEVLAN ID of the VLAN/CEVLAN to which the ARP
entry belongs.
NOTE
Only the S5720El, S5720HI, S6720El, and
S6720S-El support the CEVLAN parameter.
In a VXLAN network, SIP and DIP indicate
the source and destination IP addresses of
a tunnel.
NOTE
Only the S5720HI, S6720EIl, and S6720S-El
support SIP/DIP.
Total Total number of ARP entries.
Dynamic Number of dynamic ARP entries.
Static Number of static ARP entries.
Interface Number of ARP entries for the interface.

Related Topics
6.2.17 arp static
6.2.29 display arp interface
6.2.43 reset arp
5.3.49 vlan

6.2.27 display arp dynamic

Function

The display arp dynamic command displays dynamic ARP entries.

Format

display arp dynamic [ vlan vian-id]
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Parameters

Parameter

Description

Value

vlan vian-id

Displays the dynamic ARP entries learned in
a specified VLAN.

If this parameter is not specified, all the
dynamic ARP entries learned by the device
are displayed.

The value is an

integer that ranges

from 1 to 4094.

Views

All views

Default Level

1: Monitoring level

Usage Guidelines

You can run the display arp dynamic command to check dynamic ARP entries.

Example

# Display all dynamic ARP entries.
<HUAWEI> display arp dynamic
IP ADDRESS MAC ADDRESS  EXPIRE(M) TYPE INTERFACE VPN-INSTANCE

VLAN/CEVLAN(SIP/DIP)

192.168.50.166 0018-8201-0987 | - MEth0/0/1

192.168.50.1 5489-98f4-5aeb 13 D-0 MEth0/0/1
192.168.50.165 0000-1382-ca69 19 D-0 MEth0/0/1
192.168.50.171 5489-98d0-2114 12 D-0 MEth0/0/1

Total:4 Dynamic:3 Staticc0  Interface:1

Table 6-5 Description of the display arp dynamic command output

Item

Description

IP ADDRESS

IP address in the ARP entry.
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Item

Description

MAC ADDRESS

MAC address in the ARP entry.

NOTE
If the value of MAC ADDRESS is Incomplete,
the current ARP entry is a temporary one. When
IP packets trigger ARP Miss messages, the device
generates temporary ARP entries and sends ARP
Request packets to the destination network
segment.

e When a temporary ARP entry is not aged
out, before receiving an ARP Reply packet,
the device discards the IP packets matching
the temporary ARP entry, and no ARP Miss
message is triggered.

e When a temporary ARP entry is not aged
out, after receiving the ARP Reply packet, the
device generates a correct ARP entry to
replace the temporary entry.

e After the temporary ARP entry is aged out,
the device deletes this entry.

You can run the 14.6.27 arp-fake expire-time
command to adjust the aging time of the
temporary ARP entry.

EXPIRE(M)

Remaining lifetime of the ARP entry, in
minutes.

If the remaining lifetime is 0, ARP entry
aging probe is to be started. The ARP entry
aging time depends on the number of
configured aging probe attempts and the
number of ARP entries that need to be
aged.
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Item Description

TYPE Entry type and ID of the slot that obtains
the entry. The entry type contains 3 bits.
The first bit can be any of the following:

e [: Interface, indicating the MAC address
of the interface

e D: Dynamic, indicating a dynamic ARP
entry

e S: Static, indicating a static ARP entry

The second bit can only be F, indicating
that the ARP entry has been reported to
the routing module, the route to this IP
address has been calculated, and the entry
in the FIB table has been updated. If the
entry is not reported to the routing module,
this field displays -. For the ARP entry with
the type as |, this flag bit does not exist.

NOTE
VLANIF interface and sub-interfaces for VLAN
tag termination ( including QinQ termination
sub-interfaces and Dolt1q termination sub-
interfaces) on devices report learned ARP entries
to the routing module to generate 32-bit host
routes (routes destined for complete host
addresses). The host routes are accurate and can
be used for packet forwarding. Because the
forwarding model of the two types of interfaces
requires accurate forwarding paths. However,
the outbound interfaces of VLANIF interface
routes are VLANIF interfaces. VLANIF interfaces
are virtual interfaces that may correspond to
multiple physical interfaces, and as a result, such
routes cannot be used for packet forwarding.
Therefore, the VLANIF interfaces report learned
ARP entries to the routing module to generate
host routes. As for sub-interfaces for VLAN tag
termination, they may correspond to multiple
VLANS, and the forwarding model requires that
packets be sent to a specified VLAN. Therefore,
the sub-interfaces for VLAN tag termination also
report learned ARP entries to the routing
module to generate host routes.

The third bit indicates the ID of the slot

that obtains the entry. For the ARP entry
with the type as | or S, this field displays -.

INTERFACE Type and number of the interface that has
learned ARP entries.
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Item

Description

VPN-INSTANCE

Name of the VPN instance to which the
ARP entry belongs.

To configure the VPN instance name, run
the ip vpn-instance command.

NOTE
Only the S1720GW, S1720GWR, S1720X,
S1720GW-E, S1720GWR-E, S1720X-E, S2720El,
S5720LI, S5720S-LI, S5720SI, S5720S-SI, S5720El,
S5720H]I, S5730SI, S5730S-El, S6720LI, S6720S-
LI, S6720SI, S6720S-SI, S6720El, and S6720S-El
support this parameter.

VLAN/CEVLAN ID of the VLAN/CEVLAN to which the ARP
entry belongs.
NOTE
Only the S5720El, S5720HI, S6720El, and
S6720S-El support the CEVLAN parameter.
In a VXLAN network, SIP and DIP indicate
the source and destination IP addresses of
a tunnel.
NOTE
Only the S5720HI, S6720EIl, and S6720S-El
support SIP/DIP.
Total Total number of ARP entries.
Dynamic Number of dynamic ARP entries.
Static Number of static ARP entries.
Interface Number of ARP entries for the interface.

Related Topics

6.2.28 display arp error packet

Function

6.2.29 display arp interface
6.2.31 display arp network
6.2.33 display arp static

6.2.34 display arp statistics

6.2.37 display arp vpn-instance

6.2.43 reset arp

The display arp error packet command displays the last received 10 ARP error

packets.
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Format

Parameters

Views

Default Level

display arp error packet

None

All views

1: Monitoring level

Usage Guidelines

Example

When the device cannot learn ARP entries, you can run this command to check
the last received ARP error packets. The ARP error packets help locate the fault.

# Display the last received 10 ARP error packets.

<HUAWEI> display arp error packet

[interface = Vlanif10, time = 2010-05-24 20:34:53]:

00 01 08 00 06 04 00 01 00 25 SE 4B 1F 75 OA 8A
4E 02 00 00 00 00 00 00 OA 8A 4E FF 00 00 00 00
00 00 00 00 00 00 FF FF FF FF FF FF 00 25

[interface = Vlanif10, time = 2010-05-24 20:34:54]:

00 01 08 00 06 04 00 01 00 13 72 FD E7 1C OA 8A
4E 98 00 00 00 00 00 00 OA 8A 4E 30 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

[interface = Vlanif10, time = 2010-05-24 20:34:55]:

00 01 08 00 06 04 00 01 00 13 72 9B 21 A7 OA 8A
4E 82 00 00 00 00 00 00 OA 8A 4E 01 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00

[interface = Vlanif10, time = 2010-05-24 20:35:05]:

00 01 08 00 06 04 00 01 00 13 72 9B 21 A7 OA 8A
4E 82 00 00 00 00 00 00 OA 8A 4E 01 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00

[interface = Vlanif10, time = 2010-05-24 20:35:05]:

00 01 08 00 06 04 00 01 00 EO FC 8F B2 DD OA 8A
4E 01 00 00 00 00 00 00 OA 8A 4F FA 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00

[interface = Vlanif10, time = 2010-05-24 20:35:08]:

00 01 08 00 06 04 00 01 00 OF E2 5C 8C EA AC 12
3E FE 00 00 00 00 00 00 AC 12 3E FE 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00

[interface = Vlanif10, time = 2010-05-24 20:35:11]:
00 071 08 00 06 04 00 01 00 1B B9 78 25 2E OA 8A
4E A5 00 00 00 00 00 00 OA 8A 4E 2D 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00
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[interface = VIanif10, time = 2010-05-24 20:35:15]:
00 01 08 00 06 04 00 01 00 13 72 9B 21 A7 0A 8A
4E 82 00 00 00 00 00 00 OA 8A 4E 01 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00

[interface = VIanif10, time = 2010-05-24 20:35:19]:
00 01 08 00 06 04 00 01 00 13 72 9B 21 A7 0A 8A
4E 82 00 00 00 00 00 00 OA 8A 4E 01 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00

[interface = VIanif10, time = 2010-05-24 20:35:22]:
00 01 08 00 06 04 00 01 00 EO FC 8F B2 DD 0OA 8A
4E 01 00 00 00 00 00 00 OA 8A 4F FA 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00

Table 6-6 Description of the display arp error packet command output

Item Description
interface Interface name.
time Time when an ARP error packet is received.

Related Topics
6.2.29 display arp interface
6.2.26 display arp
6.2.43 reset arp

6.2.29 display arp interface

Function

The display arp interface command displays ARP entries for a specified interface.

Format

display arp interface interface-type interface-number{.subinterface-number ]
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Parameters
Parameter Description Value
interface-type interface- Specifies the type and number of an -
number.subinterface- interface.
number ] e interface-type specifies the interface type.
e interface-number specifies the interface
number.
e subinterface-number specifies the sub-
interface number.
NOTE
Only the S5720El, S5720HI, S6720El, and S6720S-
El support the subinterface-number parameter.
Views
All views

Default Level

1: Monitoring level

Usage Guidelines

You can run the display arp interface command to view contents of ARP entries

when you need to monitor dynamic ARP entries or locate the faults in ARP.

Example

# Display all ARP entries for VLANIF 10.

<HUAWEI> display arp interface Vlanif 10
IP ADDRESS MAC ADDRESS  EXPIRE(M) TYPE INTERFACE VPN-INSTANCE
VLAN/CEVLAN(SIP/DIP)

10.1.0.1 00e0-0987-7890

| - Vlanif10

Total:1 Dynamic:0 Static:0

Interface:1

Table 6-7 Description of the display arp interface command output

Item

Description

IP ADDRESS

IP address in the ARP entry.

Issue 14 (2021-10-20) Copyright © Huawei Technologies Co., Ltd.

2352



S1720, S2700, S5700, and S6720 Series Ethernet
Switches
Command Reference

6 IP Service Commands

Item

Description

MAC ADDRESS

MAC address in the ARP entry.

NOTE
If the value of MAC ADDRESS is Incomplete,
the current ARP entry is a temporary one. When
IP packets trigger ARP Miss messages, the device
generates temporary ARP entries and sends ARP
Request packets to the destination network
segment.

e When a temporary ARP entry is not aged
out, before receiving an ARP Reply packet,
the device discards the IP packets matching
the temporary ARP entry, and no ARP Miss
message is triggered.

e When a temporary ARP entry is not aged
out, after receiving the ARP Reply packet, the
device generates a correct ARP entry to
replace the temporary entry.

e After the temporary ARP entry is aged out,
the device deletes this entry.

You can run the 14.6.27 arp-fake expire-time
command to adjust the aging time of the
temporary ARP entry.

EXPIRE(M)

Remaining lifetime of the ARP entry, in
minutes.

If the remaining lifetime is 0, ARP entry
aging probe is to be started. The ARP entry
aging time depends on the number of
configured aging probe attempts and the
number of ARP entries that need to be
aged.
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Item Description

TYPE Entry type and ID of the slot that obtains
the entry. The entry type contains 3 bits.
The first bit can be any of the following:

e [: Interface, indicating the MAC address
of the interface

e D: Dynamic, indicating a dynamic ARP
entry

e S: Static, indicating a static ARP entry

The second bit can only be F, indicating
that the ARP entry has been reported to
the routing module, the route to this IP
address has been calculated, and the entry
in the FIB table has been updated. If the
entry is not reported to the routing module,
this field displays -. For the ARP entry with
the type as |, this flag bit does not exist.

NOTE
VLANIF interface and sub-interfaces for VLAN
tag termination ( including QinQ termination
sub-interfaces and Dolt1q termination sub-
interfaces) on devices report learned ARP entries
to the routing module to generate 32-bit host
routes (routes destined for complete host
addresses). The host routes are accurate and can
be used for packet forwarding. Because the
forwarding model of the two types of interfaces
requires accurate forwarding paths. However,
the outbound interfaces of VLANIF interface
routes are VLANIF interfaces. VLANIF interfaces
are virtual interfaces that may correspond to
multiple physical interfaces, and as a result, such
routes cannot be used for packet forwarding.
Therefore, the VLANIF interfaces report learned
ARP entries to the routing module to generate
host routes. As for sub-interfaces for VLAN tag
termination, they may correspond to multiple
VLANS, and the forwarding model requires that
packets be sent to a specified VLAN. Therefore,
the sub-interfaces for VLAN tag termination also
report learned ARP entries to the routing
module to generate host routes.

The third bit indicates the ID of the slot

that obtains the entry. For the ARP entry
with the type as | or S, this field displays -.

INTERFACE Type and number of the interface that has
learned ARP entries.
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Item Description

VPN-INSTANCE Name of the VPN instance to which the
ARP entry belongs.

To configure the VPN instance name, run
the ip vpn-instance command.

NOTE
Only the S1720GW, S1720GWR, S1720X,
S1720GW-E, S1720GWR-E, S1720X-E, S2720El,
S5720LI, S5720S-LI, S5720SI, S5720S-SI, S5720El,
S5720H]I, S5730SI, S5730S-El, S6720LI, S6720S-
LI, S6720SI, S6720S-SI, S6720El, and S6720S-El
support this parameter.

VLAN/CEVLAN ID of the VLAN/CEVLAN to which the ARP
entry belongs.
NOTE
Only the S5720El, S5720HI, S6720El, and
S6720S-El support the CEVLAN parameter.
In a VXLAN network, SIP and DIP indicate
the source and destination IP addresses of
a tunnel.
NOTE

Only the S5720H]I, S6720El, and S6720S-El
support SIP/DIP.

Total Total number of ARP entries.

Dynamic Number of dynamic ARP entries.

Static Number of static ARP entries.

Interface Number of ARP entries for the interface.

Related Topics
6.2.17 arp static
6.2.43 reset arp
5.3.49 vlan

6.2.30 display arp ip-conflict track

Function

The display arp ip-conflict track command displays records about IP address
conflicts detected.

Format

display arp ip-conflict track
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Parameters

None

Views

All views

Default Level

1: Monitoring level

Usage Guidelines

Usage Scenario

IP address conflicts on a network will result in frequent route flapping on the

device and greatly affect user services.

To quickly locate the conflicting IP addresses and better manage device IP
addresses, you can run the display arp ip-conflict track command to check

records about IP address conflicts detected.

Precautions

To make the display arp ip-conflict track command take effect, you must first
run the arp ip-conflict-detect enable command in the system view to enable IP

address conflict detection.

Example

# Display records about IP address conflicts detected.

<HUAWEI> display arp ip-conflict track

Conflict type : Remote IP Confilct

IP address :10.1.1.1

System time :2013-04-07 11:22:29
Conflict count  : 1

Suppress count :0

Old interface : GE0/0/1
Receive interface : GE0/0/2
Old VLAN/CEVLAN :100/0
Receive VLAN/CEVLAN : 100/0

Old MAC : 00e0-ca63-8141
Receive MAC : 00e0-ca63-8142
Conflict type : Local IP confilct

IP address :192.168.10.1

System time :2013-04-07 11:21:10
Conflict count  :1

Suppress count :0

Local interface  : Vlanif10

Receive interface : GE0/0/3

Receive VLAN/CEVLAN : 10/0
Receive MAC : 00e0-0000-0002
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Table 6-8 Description of the display arp ip-conflict track command output

Item

Description

Conflict type

IP address conflict type:

e Local IP conflict occurs between a local
device and another device.

e Remote IP conflict occurs between
devices and users attached to a local
access device.

IP address

Conflicting IP address.

System time

System time when an IP address conflict
occurs.

Conflict count

Number of IP address conflicts.

NOTE
If the ARP entry mapping the IP address is aged
or deleted, this field is set to zero.

Suppress count

Number of IP address conflict suppressions.

NOTE
If the ARP entry mapping the IP address is aged
or deleted, this field is set to zero.

Old interface

Interface recorded in the ARP entry
mapping the IP address before a conflict.

Local interface

Interface in the ARP entry of the conflicting
IP address.

Receive interface

Interface that receives ARP packet during a
conflict.

Old VLAN/CEVLAN

VLAN and CE VLAN recorded in the ARP
entry mapping the IP address before a
conflict.

Receive VLAN/CEVLAN

VLAN and CE VLAN that receive ARP
packets during a conflict.

Old MAC MAC address recorded in the ARP entry
mapping the IP address before a conflict.
Receive MAC Source MAC address in the ARP packet

received during a conflict.

Related Topics
6.2.9 arp ip-conflict-detect enable
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6.2.31 display arp network

Function
The display arp network command displays ARP entries of a specified network
segment.
Format
display arp network net-number [ net-mask | mask-length] [ dynamic | static ]
Parameters
Parameter Description Value
net-number Specifies the network ID. | The value is in dotted
decimal notation.
net-mask Specifies the subnet This value is in dotted
mask. decimal notation.
mask-length Specifies the mask The value is an integer
length. that ranges from 1 to 32.
dynamic Displays dynamic ARP -
entries of a specified
network segment.
static Displays static ARP -
entries of a specified
network segment.
Views

All views

Default Level

1: Monitoring level

Usage Guidelines

You can run the display arp network command to check ARP entries of a
specified network segment.

Example

# Display all ARP entries of the network segment with network ID 10.10.0.0 and
subnet mask 255.255.0.0.

<HUAWEI> display arp network 10.10.0.0 255.255.0.0
IP ADDRESS MAC ADDRESS  EXPIRE(M) TYPE INTERFACE VPN-INSTANCE
VLAN/CEVLAN(SIP/DIP)
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10.10.20.9  0018-2000-0083 I - Vlanif10
10.10.10.6  0018-2000-0083 I - Vlanif20
Total:2 Dynamic:0 Static:0  Interface:2

Table 6-9 Description of the display arp network command output

Item

Description

IP ADDRESS

IP address in the ARP entry.

MAC ADDRESS

MAC address in the ARP entry.

NOTE
If the value of MAC ADDRESS is Incomplete,
the current ARP entry is a temporary one. When
IP packets trigger ARP Miss messages, the device
generates temporary ARP entries and sends ARP
Request packets to the destination network
segment.

e When a temporary ARP entry is not aged
out, before receiving an ARP Reply packet,
the device discards the IP packets matching
the temporary ARP entry, and no ARP Miss
message is triggered.

e When a temporary ARP entry is not aged
out, after receiving the ARP Reply packet, the
device generates a correct ARP entry to
replace the temporary entry.

e After the temporary ARP entry is aged out,
the device deletes this entry.

You can run the 14.6.27 arp-fake expire-time
command to adjust the aging time of the
temporary ARP entry.

EXPIRE(M)

Remaining lifetime of the ARP entry, in
minutes.

If the remaining lifetime is 0, ARP entry
aging probe is to be started. The ARP entry
aging time depends on the number of
configured aging probe attempts and the
number of ARP entries that need to be
aged.
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Item Description

TYPE Entry type and ID of the slot that obtains
the entry. The entry type contains 3 bits.
The first bit can be any of the following:

e [: Interface, indicating the MAC address
of the interface

e D: Dynamic, indicating a dynamic ARP
entry

e S: Static, indicating a static ARP entry

The second bit can only be F, indicating
that the ARP entry has been reported to
the routing module, the route to this IP
address has been calculated, and the entry
in the FIB table has been updated. If the
entry is not reported to the routing module,
this field displays -. For the ARP entry with
the type as |, this flag bit does not exist.

NOTE
VLANIF interface and sub-interfaces for VLAN
tag termination ( including QinQ termination
sub-interfaces and Dolt1q termination sub-
interfaces) on devices report learned ARP entries
to the routing module to generate 32-bit host
routes (routes destined for complete host
addresses). The host routes are accurate and can
be used for packet forwarding. Because the
forwarding model of the two types of interfaces
requires accurate forwarding paths. However,
the outbound interfaces of VLANIF interface
routes are VLANIF interfaces. VLANIF interfaces
are virtual interfaces that may correspond to
multiple physical interfaces, and as a result, such
routes cannot be used for packet forwarding.
Therefore, the VLANIF interfaces report learned
ARP entries to the routing module to generate
host routes. As for sub-interfaces for VLAN tag
termination, they may correspond to multiple
VLANS, and the forwarding model requires that
packets be sent to a specified VLAN. Therefore,
the sub-interfaces for VLAN tag termination also
report learned ARP entries to the routing
module to generate host routes.

The third bit indicates the ID of the slot

that obtains the entry. For the ARP entry
with the type as | or S, this field displays -.

INTERFACE Type and number of the interface that has
learned ARP entries.

Issue 14 (2021-10-20) Copyright © Huawei Technologies Co., Ltd. 2360



S1720, S2700, S5700, and S6720 Series Ethernet

Switches

Command Reference

6 IP Service Commands

Item

Description

VPN-INSTANCE

Name of the VPN instance to which the
ARP entry belongs.

To configure the VPN instance name, run
the ip vpn-instance command.

NOTE
Only the S1720GW, S1720GWR, S1720X,
S1720GW-E, S1720GWR-E, S1720X-E, S2720El,
S5720LI, S5720S-LI, S5720SI, S5720S-SI, S5720El,
S5720H]I, S5730SI, S5730S-El, S6720LI, S6720S-
LI, S6720SI, S6720S-SI, S6720El, and S6720S-El
support this parameter.

VLAN/CEVLAN ID of the VLAN/CEVLAN to which the ARP
entry belongs.
NOTE
Only the S5720El, S5720HI, S6720El, and
S6720S-El support the CEVLAN parameter.
In a VXLAN network, SIP and DIP indicate
the source and destination IP addresses of
a tunnel.
NOTE
Only the S5720HI, S6720EIl, and S6720S-El
support SIP/DIP.
Total Total number of ARP entries.
Dynamic Number of dynamic ARP entries.
Static Number of static ARP entries.
Interface Number of ARP entries for the interface.

Related Topics

6.2.32 display arp packet statistics

Function

6.2.17 arp static

6.2.27 display arp dynamic
6.2.29 display arp interface
6.2.33 display arp static
6.2.34 display arp statistics

6.2.37 display arp vpn-instance

6.2.43 reset arp

The display arp packet statistics command displays the statistics on ARP packets.
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Format
display arp packet statistics
Parameters
None
Views
All views

Default Level

1: Monitoring level

Usage Guidelines

Example

To locate and rectify ARP faults, you can run this command to view the statistics
on ARP packets.

This command displays the ARP packet statistics on the active switch in a stack
system.

# Display the statistics on ARP packets.

<HUAWEI> display arp packet statistics

ARP Pkt Received: sum 420066

ARP Received In Message-cache: sum 0
ARP-Miss Msg Received: sum 0

ARP Learnt Count: sum 5

ARP Pkt Discard For Limit: sum 0

ARP Pkt Discard For SpeedLimit: sum 0

ARP Pkt Discard For Proxy Suppress: sum 179578
ARP Pkt Discard For Other: sum 90347

ARP-Miss Msg Discard For SpeedLimit: sum 0
ARP Discard In Message-cache For SpeedLimit: sum 0
ARP-Miss Msg Discard For Other: sum 0

Table 6-10 Description of the display arp packet statistics command output

Item Description
ARP Pkt Received Number of the received ARP packets.
ARP Received In Message-cache Number of ARP packets received within

each second when a switch encapsulates
multiple ARP request packets into one

packet.

ARP-Miss Msg Received Total number of ARP Miss messages
triggered by ARP Miss packets sent to the
CPU.

ARP Learnt Count Times of ARP learning.
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Item

Description

ARP Pkt Discard For Limit

Number of ARP packets discarded due to
the ARP entry limit.

To configure the maximum number of
dynamic ARP entries that an interface can
learn, run the arp-limit command.

ARP Pkt Discard For SpeedLimit

Number of ARP packets discarded when
the number of ARP packets from a
specified source IP address exceeds the
limit.

To configure a rate limit for ARP packets
based on the source IP address, run the
arp speed-limit source-ip command.

ARP Pkt Discard For Proxy Suppress

Number of packets discarded for the
speed limit.

ARP Pkt Discard For Other

Number of the packets discarded due to
other causes.

ARP-Miss Msg Discard For
SpeedLimit

Number of ARP Miss messages discarded
when the number of ARP Miss messages
triggered by IP packets from a specified
source IP address exceeds the limit.

ARP Discard In Message-cache For
SpeedLimit

Number of ARP packets discarded due to
software rate limit when a switch
encapsulates multiple ARP request packets
into one packet.

To configure a rate limit for ARP Miss
messages based on the source IP address,
run the arp-miss speed-limit source-ip
command.

ARP-Miss Msg Discard For Other

Number of the ARP Miss messages
discarded due to other causes.

6.2.33 display arp static

Function

The display arp static command displays all static ARP entries.

Format

display arp static

Parameters

None
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Views

All views

Default Level

1: Monitoring level

Usage Guidelines

You can run the display arp static command to check static ARP entries.

You can run the 6.2.17 arp static command multiple times to configure static ARP
entries one by one, or run the 6.2.15 arp scan and 6.2.8 arp fixup commands to
configure multiple static ARP entries at one time.

Example

# Display all static ARP entries.
<HUAWEI> display arp static

IP ADDRESS ~ MAC ADDRESS  EXPIRE(M) TYPE INTERFACE VPN-INSTANCE
VLAN/CEVLAN(SIP/DIP)

10.1.2.1 0023-0045-0067 S--

Total:1 Dynamic:0 Static:1  Interface:0

Table 6-11 Description of the display

arp static command output

Item Description
IP ADDRESS IP address in the ARP entry.
MAC ADDRESS MAC address in the ARP entry.

NOTE
If the value of MAC ADDRESS is Incomplete,
the current ARP entry is a temporary one. When
IP packets trigger ARP Miss messages, the device
generates temporary ARP entries and sends ARP
Request packets to the destination network
segment.

e When a temporary ARP entry is not aged
out, before receiving an ARP Reply packet,
the device discards the IP packets matching
the temporary ARP entry, and no ARP Miss
message is triggered.

e When a temporary ARP entry is not aged
out, after receiving the ARP Reply packet, the
device generates a correct ARP entry to
replace the temporary entry.

e After the temporary ARP entry is aged out,
the device deletes this entry.

You can run the 14.6.27 arp-fake expire-time
command to adjust the aging time of the
temporary ARP entry.
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Item Description
EXPIRE(M) Remaining lifetime of the ARP entry, in
minutes.

If the remaining lifetime is 0, ARP entry
aging probe is to be started. The ARP entry
aging time depends on the number of
configured aging probe attempts and the
number of ARP entries that need to be
aged.

Issue 14 (2021-10-20) Copyright © Huawei Technologies Co., Ltd. 2365



S1720, S2700, S5700, and S6720 Series Ethernet
Switches
Command Reference 6 IP Service Commands

Item Description

TYPE Entry type and ID of the slot that obtains
the entry. The entry type contains 3 bits.
The first bit can be any of the following:

e [: Interface, indicating the MAC address
of the interface

e D: Dynamic, indicating a dynamic ARP
entry

e S: Static, indicating a static ARP entry

The second bit can only be F, indicating
that the ARP entry has been reported to
the routing module, the route to this IP
address has been calculated, and the entry
in the FIB table has been updated. If the
entry is not reported to the routing module,
this field displays -. For the ARP entry with
the type as |, this flag bit does not exist.

NOTE
VLANIF interface and sub-interfaces for VLAN
tag termination ( including QinQ termination
sub-interfaces and Dolt1q termination sub-
interfaces) on devices report learned ARP entries
to the routing module to generate 32-bit host
routes (routes destined for complete host
addresses). The host routes are accurate and can
be used for packet forwarding. Because the
forwarding model of the two types of interfaces
requires accurate forwarding paths. However,
the outbound interfaces of VLANIF interface
routes are VLANIF interfaces. VLANIF interfaces
are virtual interfaces that may correspond to
multiple physical interfaces, and as a result, such
routes cannot be used for packet forwarding.
Therefore, the VLANIF interfaces report learned
ARP entries to the routing module to generate
host routes. As for sub-interfaces for VLAN tag
termination, they may correspond to multiple
VLANS, and the forwarding model requires that
packets be sent to a specified VLAN. Therefore,
the sub-interfaces for VLAN tag termination also
report learned ARP entries to the routing
module to generate host routes.

The third bit indicates the ID of the slot

that obtains the entry. For the ARP entry
with the type as | or S, this field displays -.

INTERFACE Type and number of the interface that has
learned ARP entries.

Issue 14 (2021-10-20) Copyright © Huawei Technologies Co., Ltd. 2366



S1720, S2700, S5700, and S6720 Series Ethernet

Switches
Command Reference

6 IP Service Commands

Item

Description

VPN-INSTANCE

Name of the VPN instance to which the
ARP entry belongs.

To configure the VPN instance name, run
the ip vpn-instance command.

NOTE
Only the S1720GW, S1720GWR, S1720X,
S1720GW-E, S1720GWR-E, S1720X-E, S2720El,
S5720LI, S5720S-LI, S5720SI, S5720S-SI, S5720El,
S5720H]I, S5730SI, S5730S-El, S6720LI, S6720S-
LI, S6720SI, S6720S-SI, S6720El, and S6720S-El
support this parameter.

VLAN/CEVLAN ID of the VLAN/CEVLAN to which the ARP
entry belongs.
NOTE
Only the S5720El, S5720HI, S6720El, and
S6720S-El support the CEVLAN parameter.
In a VXLAN network, SIP and DIP indicate
the source and destination IP addresses of
a tunnel.
NOTE
Only the S5720HI, S6720EIl, and S6720S-El
support SIP/DIP.
Total Total number of ARP entries.
Dynamic Number of dynamic ARP entries.
Static Number of static ARP entries.
Interface Number of ARP entries for the interface.

Related Topics
6.2.17 arp static

6.2.27 display arp dynamic
6.2.29 display arp interface
6.2.31 display arp network
6.2.34 display arp statistics
6.2.37 display arp vpn-instance
6.2.43 reset arp

6.2.34 display arp statistics

Function

The display arp statistics command displays ARP entry statistics.
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display arp statistics { all | interface /nterface-type interface-number}
Parameters

Parameter Description Value

all Displays ARP entry statistics of the device. -

interface /nterface- |Displays ARP entry statistics of a specified -

type interface- interface.

number e interface-type specifies the interface type.

e /nterface-number specifies the interface
number.

Views

All views

Default Level

1: Monitoring level

Usage Guidelines

To monitor ARP entries or locate the faults in ARP, you can run the display arp
statistics command to check ARP entry statistics.

Example

# Display ARP entry statistics.

<HUAWEI> display arp statistics all
Dynamic:1 Static:0

Table 6-12 Description of the display arp statistics all command output

Item Description
Dynamic Number of dynamic ARP entries.
Static Number of static ARP entries.

6.2.35 display arp status

Function

The display arp status command displays the delivery status of ARP entries on a
device.
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Format

Parameters

Views

Default Level

display arp status /p-address [ vpn-instance vpn-instance-name] slot slot-id

(11 NOTE

Only the S1720GW, S1720GWR, S1720X, S1720GW-E, S1720GWR-E, S1720X-E, S2720EI,
S5720LI, S5720S-LI, S5720SI, S5720S-SI, S5720El, S5720HI, S5730SI, S5730S-El, S6720LlI,
S6720S-LI, S6720SI, S6720S-SI, S6720EIl, and S6720S-El support vpn-instance vpn-instance-

name.
Parameter Description Value
ip-address Specifies an IP address. | The value is in dotted decimal

notation.

vpn-instance vpn- | Specifies the name of a

The value must be an existing

instance-name VPN instance. VPN instance name.

slot slot-id Specifies a slot ID. Set the value according to the
device configuration.

All views

1: Monitoring level

Usage Guidelines

Example

You can run the display arp status command to check the delivery status of ARP

entries with a specified IP address on a device.

# Display the delivery status of ARP entries on card 0.
<HUAWEI> display arp status 10.137.216.1 slot 0
TYPE : D - Dynamic, | - Interface, S - Static
IP ADDRESS MAC ADDRESS  EXPIRE(M) TYPE INTERFACE VPN-
INSTANCE

VLAN/CEVLAN STATE

10.137.216.1  0000-5e00-0149 20 D-0 GEO0/0/1
4094/- Available

Table 6-13 Description of the display arp status command output

Item Description

IP ADDRESS IP address in the ARP entry.
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Item

Description

MAC ADDRESS

MAC address in the ARP entry.

NOTE
If the value of MAC ADDRESS is Incomplete,
the current ARP entry is a temporary one. When
IP packets trigger ARP Miss messages, the device
generates temporary ARP entries and sends ARP
Request packets to the destination network
segment.

e When a temporary ARP entry is not aged
out, before receiving an ARP Reply packet,
the device discards the IP packets matching
the temporary ARP entry, and no ARP Miss
message is triggered.

e When a temporary ARP entry is not aged
out, after receiving the ARP Reply packet, the
device generates a correct ARP entry to
replace the temporary entry.

e After the temporary ARP entry is aged out,
the device deletes this entry.

You can run the 14.6.27 arp-fake expire-time
command to adjust the aging time of the
temporary ARP entry.

EXPIRE(M)

Remaining lifetime of the ARP entry, in
minutes.

If the remaining lifetime is 0, ARP entry
aging probe is to be started. The ARP entry
aging time depends on the number of
configured aging probe attempts and the
number of ARP entries that need to be
aged.
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Item Description

TYPE Entry type and ID of the slot that obtains
the entry. The entry type contains 3 bits.
The first bit can be any of the following:

e [: Interface, indicating the MAC address
of the interface

e D: Dynamic, indicating a dynamic ARP
entry

e S: Static, indicating a static ARP entry

The second bit can only be F, indicating
that the ARP entry has been reported to
the routing module, the route to this IP
address has been calculated, and the entry
in the FIB table has been updated. If the
entry is not reported to the routing module,
this field displays -. For the ARP entry with
the type as |, this flag bit does not exist.

NOTE
VLANIF interface and sub-interfaces for VLAN
tag termination ( including QinQ termination
sub-interfaces and Dolt1q termination sub-
interfaces) on devices report learned ARP entries
to the routing module to generate 32-bit host
routes (routes destined for complete host
addresses). The host routes are accurate and can
be used for packet forwarding. Because the
forwarding model of the two types of interfaces
requires accurate forwarding paths. However,
the outbound interfaces of VLANIF interface
routes are VLANIF interfaces. VLANIF interfaces
are virtual interfaces that may correspond to
multiple physical interfaces, and as a result, such
routes cannot be used for packet forwarding.
Therefore, the VLANIF interfaces report learned
ARP entries to the routing module to generate
host routes. As for sub-interfaces for VLAN tag
termination, they may correspond to multiple
VLANS, and the forwarding model requires that
packets be sent to a specified VLAN. Therefore,
the sub-interfaces for VLAN tag termination also
report learned ARP entries to the routing
module to generate host routes.

The third bit indicates the ID of the slot

that obtains the entry. For the ARP entry
with the type as | or S, this field displays -.

INTERFACE Type and number of the interface that has
learned ARP entries.
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Item Description

VPN-INSTANCE Name of the VPN instance to which the
ARP entry belongs.

To configure the VPN instance name, run
the ip vpn-instance command.

NOTE
Only the S1720GW, S1720GWR, S1720X,
S1720GW-E, S1720GWR-E, S1720X-E, S2720El,
S5720LI, S5720S-LI, S5720SI, S5720S-SI, S5720El,
S5720H]I, S5730SI, S5730S-El, S6720LI, S6720S-
LI, S6720SI, S6720S-SI, S6720El, and S6720S-El
support this parameter.

VLAN/CEVLAN ID of the VLAN/CEVLAN to which the ARP
entry belongs.
NOTE

Only the S5720El, S5720HI, S6720El, and
S6720S-El support the CEVLAN parameter.

STATE Whether the ARP entry has been delivered
to the chip.

e Available: The ARP entry has been
delivered to the chip.

e Unavailable: The ARP entry has not been
delivered to the chip.

Related Topics
6.2.17 arp static
6.2.29 display arp interface
6.2.43 reset arp

6.2.36 display arp track

Function
The display arp track command displays changes of outbound interfaces in ARP
entries learned by a VLANIF interface.
Format
display arp track
Parameters
None
Views
All views
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Default Level

1: Monitoring level

Usage Guidelines

Example

Usage Scenario

If the outbound interfaces change in ARP entries learned by a VLANIF interface,
traffic may be interrupted. In this case, run the display arp track command to
check changes of outbound interfaces and the change time.

Precautions
After the display arp track command is executed, changes of ARP entries are

displayed in the following situations:

e Outbound interfaces in dynamic ARP entries learned by the VLANIF interface
change to other interfaces.

e No outbound interface is specified in the static ARP entries. The outbound
interfaces change to other interfaces.

e Dynamic ARP entries or static ARP entries in which no VLAN ID and outbound
interface are specified are deleted.

Changes of ARP entries cannot be displayed in the following situations:

e ARP entries change on a non-VLANIF interface.

e New ARP entries are learned.

e The VLAN ID and outbound interface are manually specified in static ARP
entries.

# Display changes of outbound interfaces in ARP entries.

<HUAWEI> display arp track
Operate Flags: M - Modify, D - Delete

Op IP-Address MAC-Address VLAN Old-Port New-Port System-Time

M 10.1.1.1  0001-0001-0001 1000 GEO/0/1 GEO/0/2 08-19 12:10:12
D 10.2.1.100 0003-0003-0003 300 GE0/0/3  08-19 12:12:12

Table 6-14 Description of the display arp track command output

Item Description

Op Operation code.

e M: Modify, indicating that the outbound
interface changes.

e D: Delete, indicating that the ARP entry

is deleted.
IP-Address IP address in the ARP entry
MAC-Address MAC address in the ARP entry

Issue 14 (2021-10-20) Copyright © Huawei Technologies Co., Ltd. 2373



S1720, S2700, S5700, and S6720 Series Ethernet
Switches
Command Reference

6 IP Service Commands

Item Description

VLAN ID of the VLAN to which the VLANIF
interface belongs.

Old-Port Original outbound interface in the ARP
entry.

New-Port New outbound interface in the ARP entry.

System-Time System time when the outbound interface
changes.

6.2.37 display arp vpn-instance

Function

The display arp vpn-instance command displays ARP entries of a specified VPN

instance.

(11 NOTE

Only the S1720GW, S1720GWR, S1720X, S1720GW-E, S1720GWR-E, S1720X-E, S2720El,
S5720LI, S5720S-LI, S5720SI, S5720S-SI, S5720El, S5720HI, S5730SI, S5730S-El, S6720Ll,
S6720S-LI, S6720SI, S6720S-SI, S6720El, and S6720S-El support this command.

Format

display arp vpn-instance vpn-instance-name [ dynamic | static ]

Parameters

Parameter

Description

Value

name.

vpn-instance-name | Specifies the VPN instance

The value must be an
existing VPN instance
name.

dynamic Displays dynamic ARP entries. |-

static Displays static ARP entries. -

Views

All views

Default Level

1: Monitoring level
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Usage Guidelines

Example

You can run the display arp vpn-instance command to check ARP entries of a
specified VPN instance.

# Check all ARP entries learned by the VPN instance r1.

<HUAWEI> display arp vpn-instance r1
IP ADDRESS MAC ADDRESS  EXPIRE(M) TYPE INTERFACE VPN-INSTANCE
VLAN/CEVLAN(SIP/DIP)

192.168.1.11 0000-0a41-0201 I - Vlanif10 r
192.168.1.1  0000-0a41-0200 12 D-0 Vlanif10 r

Total:2 Dynamic:1 Static:0 Interface:1

Table 6-15 Description of the display arp vpn-instance command output

Item Description

IP ADDRESS IP address in the ARP entry.

MAC ADDRESS MAC address in the ARP entry.
NOTE

If the value of MAC ADDRESS is Incomplete,
the current ARP entry is a temporary one. When
IP packets trigger ARP Miss messages, the device
generates temporary ARP entries and sends ARP
Request packets to the destination network
segment.

e When a temporary ARP entry is not aged
out, before receiving an ARP Reply packet,
the device discards the IP packets matching
the temporary ARP entry, and no ARP Miss
message is triggered.

e When a temporary ARP entry is not aged
out, after receiving the ARP Reply packet, the
device generates a correct ARP entry to
replace the temporary entry.

e After the temporary ARP entry is aged out,
the device deletes this entry.

You can run the 14.6.27 arp-fake expire-time
command to adjust the aging time of the
temporary ARP entry.

EXPIRE(M) Remaining lifetime of the ARP entry, in
minutes.

If the remaining lifetime is 0, ARP entry
aging probe is to be started. The ARP entry
aging time depends on the number of
configured aging probe attempts and the
number of ARP entries that need to be
aged.
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Item Description

TYPE Entry type and ID of the slot that obtains
the entry. The entry type contains 3 bits.
The first bit can be any of the following:

e [: Interface, indicating the MAC address
of the interface

e D: Dynamic, indicating a dynamic ARP
entry

e S: Static, indicating a static ARP entry

The second bit can only be F, indicating
that the ARP entry has been reported to
the routing module, the route to this IP
address has been calculated, and the entry
in the FIB table has been updated. If the
entry is not reported to the routing module,
this field displays -. For the ARP entry with
the type as |, this flag bit does not exist.

NOTE
VLANIF interface and sub-interfaces for VLAN
tag termination ( including QinQ termination
sub-interfaces and Dolt1q termination sub-
interfaces) on devices report learned ARP entries
to the routing module to generate 32-bit host
routes (routes destined for complete host
addresses). The host routes are accurate and can
be used for packet forwarding. Because the
forwarding model of the two types of interfaces
requires accurate forwarding paths. However,
the outbound interfaces of VLANIF interface
routes are VLANIF interfaces. VLANIF interfaces
are virtual interfaces that may correspond to
multiple physical interfaces, and as a result, such
routes cannot be used for packet forwarding.
Therefore, the VLANIF interfaces report learned
ARP entries to the routing module to generate
host routes. As for sub-interfaces for VLAN tag
termination, they may correspond to multiple
VLANS, and the forwarding model requires that
packets be sent to a specified VLAN. Therefore,
the sub-interfaces for VLAN tag termination also
report learned ARP entries to the routing
module to generate host routes.

The third bit indicates the ID of the slot

that obtains the entry. For the ARP entry
with the type as | or S, this field displays -.

INTERFACE Type and number of the interface that has
learned ARP entries.
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Item Description

VPN-INSTANCE Name of the VPN instance to which the
ARP entry belongs.

To configure the VPN instance name, run
the ip vpn-instance command.

NOTE
Only the S1720GW, S1720GWR, S1720X,
S1720GW-E, S1720GWR-E, S1720X-E, S2720El,
S5720LI, S5720S-LI, S5720SI, S5720S-SI, S5720El,
S5720H]I, S5730SI, S5730S-El, S6720LI, S6720S-
LI, S6720SI, S6720S-SI, S6720El, and S6720S-El
support this parameter.

VLAN/CEVLAN ID of the VLAN/CEVLAN to which the ARP
entry belongs.
NOTE
Only the S5720El, S5720HI, S6720El, and
S6720S-El support the CEVLAN parameter.
In a VXLAN network, SIP and DIP indicate
the source and destination IP addresses of
a tunnel.
NOTE

Only the S5720H]I, S6720El, and S6720S-El
support SIP/DIP.

Total Total number of ARP entries.

Dynamic Number of dynamic ARP entries.

Static Number of static ARP entries.

Interface Number of ARP entries for the interface.

Related Topics
6.2.17 arp static
6.2.29 display arp interface
6.2.43 reset arp

6.2.38 display mac-address multiport

Function

The display mac-address multiport command displays MAC address entries
configured for multiple outbound interfaces.

Format
display mac-address multiport mac-address vlan vian-id

display mac-address multiport [ vlan v/an-id] [ total-number ]
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{0 NOTE
Only the S5720SI, S5720S-SI, S5720EI, S5720HI, S5730SI, S5730S-El, S6720SI, S6720S-SI,
S6720El, and S6720S-El support this command.
Parameters
Parameter Description Value
mac-address | Specifies a MAC address. The value is in the H-H-H format.
An H contains 1 to 4 hexadecimal
digits.
vlan vian-id |Specifies a VLAN. The value is an integer that ranges
from 1 to 4094.
total-number | Specifies the number of -
MAC address entries
mapping multiple
outbound interfaces.
Views

Default Level

All views

1: Monitoring level

Usage Guidelines

Example

You can run the display mac-address multiport command to check MAC address
entries configured for multiple outbound interfaces. If no parameter is specified,
all MAC address entries configured for multiple outbound interfaces are displayed.
To configure MAC address entries mapping multiple outbound interfaces, run the
6.2.42 mac-address multiport interface or 6.2.41 mac-address multiport
command.

# Display MAC address entries configured for multiple outbound interfaces in
VLAN 10.

<HUAWEI> display mac-address multiport vlan 10

MAC Address VLANID Out-Interface Status

0023-0045-0078 10 GigabitEthernet0/0/1 Active
1 port(s)

Total Group(s) : 1
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Table 6-16 Description of the display mac-address multiport command output

Item Description
MAC Address -
VLANID VLAN that the outbound interface mapping the

destination MAC address belongs to.

Out-Interface

Outbound interface mapping the destination
MAC address.

Status

Current VLAN status, including:

e InActive: indicates that no VLAN is created or
a VLAN is created but no physical interface is
added to the VLAN.

e Active: indicates that a VLAN has been
created and physical interfaces are added to
the VLAN.

Total Group(s)

Total number of MAC address entries mapping
multiple outbound interfaces.

Related Topics

6.2.41 mac-address multiport

6.2.42 mac-address multiport interface

6.2.39 display snmp-agent trap feature-name arp all

The display snmp-agent trap feature-name arp all command displays all traps

display snmp-agent trap feature-name arp all

Function
of the ARP module.
Format
Parameters
None
Views
All views

Default Level

1: Monitoring level
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Usage Guidelines

Example

The Simple Network Management Protocol (SNMP) is a network management
standard protocol widely used on TCP/IP networks. It uses a central computer (a
network management station) that runs network management software to
manage network elements. The management agent running on a network
element can proactively report traps to the management station. In this case, the
management station can obtain the network status in real time, helping the
network administrator take immediate measures.

After running the snmp-agent trap enable feature-name arp command to
enable or disable the trap function of the ARP module, you can run the display
snmp-agent trap feature-name arp all command to check all traps of the ARP
module.

# Display all traps of the ARP module.

<HUAWEI> display snmp-agent trap feature-name arp all

Feature name: ARP
Trap number : 4

Trap name Default switch status Current switch status
hwEthernetARPSpeedLimitAlarm  on on
hwEthernetARPThresholdExceedAlarm

on on
hwEthernetARPThresholdResumeAlarm

on on
hwEthernetARPIPConflictEvent on on

Table 6-17 Description of the display snmp-agent trap feature-name arp all
command output

Item Description

Feature name Name of the module that a trap belongs to.

Trap number Number of traps.

Trap name Name of a trap. Traps of the ARP module include:

e hwEthernetARPSpeedLimitAlarm: indicates that
the rate of ARP packets exceeds the upper limit
(non-excessive trap).

e hwEthernetARPThresholdExceedAlarm: indicates
that the number of ARP entries exceeds threshold.

e hwEthernetARPThresholdResumeAlarm: indicates
that the hwEthernetARPThresholdExceedAlarm
trap is cleared.

e hwEthernetARPIPConflictEvent: indicates that IP
addresses conflict.

Default switch status Default status of a trap. The value can be:
e on: The trap is enabled.

e off: The trap is disabled.

Issue 14 (2021-10-20) Copyright © Huawei Technologies Co., Ltd. 2380



S1720, S2700, S5700, and S6720 Series Ethernet
Switches
Command Reference 6 IP Service Commands

Item Description

Current switch status Current status of a trap. The value can be:
e on: The trap is enabled.
e off: The trap is disabled.

Related Topics

6.2.45 snmp-agent trap enable feature-name arp

6.2.40 [2-topology detect enable

Function
The 12-topology detect enable command enables Layer 2 topology detection.
The undo [2-topology detect enable command disables Layer 2 topology
detection.
By default, Layer 2 topology detection is disabled.
Format
12-topology detect enable
undo [2-topology detect enable
Parameters
None
Views
System view

Default Level

2: Configuration level

Usage Guidelines

After the [2-topology detect enable command is executed, all ARP entries
mapping the VLAN to which the Layer 2 interface belongs are updated if the Layer
2 interface turns Up.

(11 NOTE

When an active/standby switchover is performed in a stack, all ARP entries mapping the
VLAN to which the Layer 2 interface belongs are updated.
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Example

# Enable Layer 2 topology detection.

<HUAWEI> system-view
[HUAWEI] 12-topology detect enable

6.2.41 mac-address multiport

Function
The mac-address multiport command configures MAC address entries mapping
multiple outbound interfaces in the interface view.
The undo mac-address multiport command deletes the MAC address entries
mapping multiple outbound interfaces in the interface view.
By default, no MAC address entries on the device map multiple outbound
interfaces.
Format
mac-address multiport mac-address vlan vian-id
undo mac-address multiport mac-address vlan vian-id
{1 NOTE
Only the S5720SI, S5720S-SI, S5720El, S5720HI, S5730SI, S5730S-El, S6720SI, S6720S-SI,
S6720El, and S6720S-El support this command.
Parameters
Parameter |Description Value
mac-address | Specifies a MAC address. | The value is in the H-H-H format. An H
contains 1 to 4 hexadecimal digits.
vlan vlan-id | Specifies a VLAN that The value is an integer that ranges from
interfaces belong to. 1 to 4094.
Views

GE interface view, XGE interface view, 40GE interface view, Eth-Trunk interface
view, port group view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

The servers in an NLB server cluster use the same IP address (cluster IP address)
and MAC address (cluster MAC address). When a device functioning as the access
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gateway connects to the NLB server cluster, the device needs to send the packet
destined to the cluster IP address to each server in the cluster. In this case, run the
mac-address multiport or 6.2.42 mac-address multiport interface command to
configure MAC address entries mapping multiple outbound interfaces, and run the
6.2.17 arp static command to configure short static ARP entries. By configuring
short static ARP entries, you can determine the MAC address and VLAN mapping
the cluster IP address. Query the MAC address table based on the MAC address
and VLAN to determine multiple outbound interfaces, and then connect the
interfaces to the NLB server cluster.

Precautions

The VLAN specified in the mac-address multiport command cannot be a MAC
VLAN, super VLAN, leased line VLAN, or control VLAN of Smart Ethernet
Protection (SEP) and Rapid Ring Protection Protocol (RRPP).

On the S5720El, S5720HI, S6720El, and S6720S-El, when the outbound interfaces
are Eth-Trunk interfaces, you must run the unknown-unicast load-balance
enhanced command to configure the load balancing mode for unknown unicast
traffic on the interfaces. Otherwise, the configuration is invalid.

# Configure entries of the destination MAC address 03bf-2100-2200 mapping

multiple outbound interfaces in VLAN 100 on GEQ/0/1.
<HUAWEI> system-view

[HUAWEI] interface gigabitethernet 0/0/1

[HUAWEI-GigabitEthernet0/0/1] mac-address multiport 03bf-2100-2200 vlan 100

# Configure entries of the destination MAC address 03bf-2100-2200 mapping

multiple outbound interfaces in VLAN 100 on Eth-Trunk 6.
<HUAWEI> system-view

[HUAWEI] unknown-unicast load-balance enhanced

[HUAWEI] interface eth-trunk 6

[HUAWEI-Eth-Trunk6] mac-address multiport 03bf-2100-2200 vlan 100

Related Topics

6.2.42 mac-address multiport interface
6.2.38 display mac-address multiport

6.2.42 mac-address multiport interface

Function

The mac-address multiport interface command configures MAC address entries
mapping multiple outbound interfaces in the system view.

The undo mac-address multiport interface command deletes the MAC address
entries mapping multiple outbound interfaces in the system view.

By default, no MAC address entries on the device map multiple outbound
interfaces.
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Format

mac-address multiport mac-address interface { interface-type interface-numberi
[ to /nterface-type interface-number2] } &<1-10> vlan vian-id

undo mac-address multiport mac-address interface { /interface-type interface-
numberl [ to interface-type interface-number2] } &<1-10> vlan vian-id

undo mac-address multiport { all | [ mac-address] vlan vian-id'}

(11 NOTE

Only the S5720SI, S5720S-SI, S5720El, S5720HI, S5730SI, S5730S-El, S6720SI, S6720S-SI,
S6720El, and S6720S-El support this command.

Parameters

Parameter

Description

Value

mac-address

Specifies a MAC address.

The value is in the H-
H-H format. An H
contains 1 to 4
hexadecimal digits.

interface-type
interface-
numberl [ to
interface-type
interface-
number2 ]

Specifies the interface type and
number.

e /nterface-type specifies the
interface type.

e /nterface-numberT specifies the
first interface number mapping a
MAC address entry.

e /nterface-number?2 specifies the
last interface number mapping a
MAC address entry. The value of
interface-number2 must be greater
than that of /interface-numberi,
and interface-number1 and
interface-number2 determine an
interface range.

vlan vian-id

Specifies a VLAN that interfaces
belong to.

The value is an
integer that ranges
from 1 to 4094.

all

Specifies all MAC address entries
mapping multiple outbound
interfaces.

Views

System view
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Default Level

2: Configuration level

Usage Guidelines

Example

Usage Scenario

The servers in an NLB server cluster use the same IP address (cluster IP address)
and MAC address (cluster MAC address). When a device functioning as the access
gateway connects to the NLB server cluster, the device needs to send the packet
destined to the cluster IP address to each server in the cluster. In this case, run the
mac-address multiport interface or 6.2.41 mac-address multiport command to
configure MAC address entries mapping multiple outbound interfaces, and run the
6.2.17 arp static command to configure short static ARP entries. By configuring
short static ARP entries, you can determine the MAC address and VLAN mapping
the cluster IP address. Query the MAC address table based on the MAC address
and VLAN to determine multiple outbound interfaces, and then connect the
interfaces to the NLB server cluster.

Precautions

The VLAN specified in the mac-address multiport interface command cannot be
a MAC VLAN, super VLAN, leased line VLAN, or control VLAN of Smart Ethernet
Protection (SEP) and Rapid Ring Protection Protocol (RRPP).

On the S5720EI, S5720HI, S6720El, and S6720S-El, when the outbound interfaces
are Eth-Trunk interfaces, you must run the unknown-unicast load-balance
enhanced command to configure the load balancing mode for unknown unicast
traffic on the interfaces. Otherwise, the configuration is invalid.

On the S5720SI, S5720S-SI, S5730SI, S5730S-El, S6720SI, and S6720S-SI, when the
outbound interfaces are Eth-Trunk interfaces, you must run the load-balance
command to configure load balancing based on IP addresses. Otherwise, the
configuration is invalid.

# Configure entries of the destination MAC address 02bf-2100-2200 mapping the

outbound interfaces GEO/0/1-GEO0/0/4 in VLAN 100.

<HUAWEI> system-view

[HUAWEI] mac-address multiport 02bf-2100-2200 interface gigabitethernet 0/0/1 to gigabitethernet
0/0/4 vlan 100

# Configure entries of the destination MAC address 02bf-2100-2200 mapping the

outbound interfaces Eth-Trunk 4-Eth-Trunk 6 in VLAN 10.

<HUAWEI> system-view

[HUAWEI] unknown-unicast load-balance enhanced

[HUAWEI] mac-address multiport 02bf-2100-2200 interface eth-trunk 4 to eth-trunk 6 vlan 10

Related Topics

6.2.41 mac-address multiport
6.2.38 display mac-address multiport
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6.2.43 reset arp

Function

The reset arp command clears ARP entries and related packet statistics.

Format

reset arp { dynamic [ ip /jp-address [ vpn-instance vpn-instance-name] ] |
interface /nterface-type interface-number.subinterface-number] [ ip ip-address ]

| static }

(10 NOTE

Only the S1720GW, S1720GWR, S1720X, S1720GW-E, S1720GWR-E, S1720X-E, S2720EI,
S5720LI, S5720S-LI, S5720SI, S5720S-SI, S5720El, S5720HI, S5730SI, S5730S-El, S6720LI,
S6720S-LI, S6720SI, S6720S-SI, S6720El, and S6720S-El support vpn-instance vpn-instance-

name.

Parameters

Parameter

Description

Value

dynamic

Clears dynamic ARP entries

type interface-
number

interface /nterface-

Specifies the interface type and
number.

e /nterface-type specifies the type
of the interface.

e /nterface-number specifies the
number of the interface.

subinterface-number

Specifies the number of a sub-
interface.

The value is an
integer that ranges
from 1 to 4096.

ip /p-address

Clears dynamic ARP entries with a
specified IP address.

The value is in
dotted decimal
notation.

instance-name

vpn-instance vpn-

Specifies the VPN instance name.

The value must be
an existing VPN
instance name.

static

Static ARP entries cannot be
restored after being cleared.
Exercise caution when you clear
static ARP entries.

Views

User view

Issue 14 (2021-10-20)

Copyright © Huawei Technologies Co., Ltd.

2386



S1720, S2700, S5700, and S6720 Series Ethernet
Switches
Command Reference 6 IP Service Commands

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

When an attacked device learns a large number of invalid ARP entries, ARP entries
of valid users may fail to be saved and these users may fail to access the network.
The reset arp command can be used to delete ARP entries. After that, the device
relearns ARP entries to ensure that users can access the network.

To delete ARP entries based on a certain IP address, you can run the reset arp
dynamic ip /jp-address [ vpn-instance vpn-instance-name ] or reset arp interface
interface-type interface-number.subinterface-number] ip ip-address command.

Precautions

e The reset arp command deletes mappings between IP addresses and MAC
addresses. As a result, users may fail to access some network devices and
services may be interrupted.

e  The minimum interval for running the command (only the reset arp
command in which ip ip-address is not specified) to clear ARP entries is 20
seconds.

Example

# Clear dynamic ARP entries.

<HUAWEI> reset arp dynamic

# Clear dynamic ARP entries of VLANIF 100.

<HUAWEI> reset arp interface vlanif 100

# Clear the dynamic ARP entry corresponding to the IP address of 10.1.1.1 in VPN
1.

<HUAWEI> reset arp ip 10.1.1.1 vpn-instance vpn1

Related Topics
6.2.26 display arp
6.2.29 display arp interface

6.2.44 reset arp packet statistics

Function

The reset arp packet statistics command clears the statistics on ARP packets.

Format

reset arp packet statistics
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None
Views
User view

Default Level

2: Configuration level

Usage Guidelines

Example

You can run the display arp packet statistics command to display the statistics
on ARP packets. To obtain correct statistics, run the reset arp packet statistics
command to clear existing statistics first.

The reset arp packet statistics command clears the ARP packet statistics on the
active switch in a stack system.

# Clear the statistics on all ARP packets.

<HUAWEI> reset arp packet statistics

6.2.45 snmp-agent trap enable feature-name arp

Function

Format

The snmp-agent trap enable feature-name arp command enables the trap
function for the ARP module.

The undo snmp-agent trap enable feature-name arp command disables the
trap function for the ARP module.

By default, the trap function is enabled for the ARP module.

snmp-agent trap enable feature-name arp [ trap-name trap-name ]

undo snmp-agent trap enable feature-name arp [ trap-name trap-name]
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Parameters

Views

Default Level

Parameter |Description Value

trap-name |Specifies the |e hwethernetarpspeedlimitalarm: indicates that
trap-name |trap for an the rate of ARP packets exceeds the upper
event of the limit.

ARP module. | pyethernetarpthresholdexceedalarm: indicates

that the number of ARP entries exceeds
threshold.

e hwethernetarpthresholdresumealarm: indicates
that the hwethernetarpthresholdexceedalarm
trap is cleared.

e hwethernetarpipconflictevent: indicates that IP
addresses conflict.

System view

2: Configuration level

Usage Guidelines

Example

If trap-name is not specified when you run the snmp-agent trap enable feature-
name arp command, all the trap functions of the ARP module are enabled.

# Enable the function of the trap indicating that the rate of ARP packets exceeds
the upper limit.

<HUAWEI> system-view
[HUAWEI] snmp-agent trap enable feature-name arp trap-name hwethernetarpspeedlimitalarm

6.2.46 undo arp learning ip-network-cross enable

Function

Format

The undo arp learning ip-network-cross enable command disables inter-
network segment ARP learning on interfaces.

By default, inter-network segment ARP learning is disabled on interfaces.

(11 NOTE

Only the S5720El, S5720HI, S6720El, and S6720S-El support this command.

undo arp learning ip-network-cross enable
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Parameters

None

Views

System view

Default Level

2: Configuration level

Usage Guidelines

If the system software of a switch is upgraded from V200R005C00 or a later
version to V200R010CO0SPC600 or a later version, inter-network segment ARP

Example

learning is enabled on interfaces by default. If you run the display this include-
default command in the system view after the configuration is restored, the
command output includes arp learning ip-network-cross enable.

In Figure 6-3, loop prevention protocols have been configured on the switches.
Switch can learn the ARP entry containing the IP address 172.16.2.20 of interface
IF6 on SwitchB through interface IF2. After proxy ARP is enabled on SwitchA,
Switch can learn ARP entries on another network segment, and interface IF1 on
Switch can learn the ARP entry containing the IP address 172.16.2.20 of interface
IF6 on SwitchB. As a result, the ARP entry learned through interface IF2 is
overwritten by that learned through interface IF1, and Switch cannot
communicate with SwitchB. In this case, you can run the undo arp learning ip-
network-cross enable command to disable inter-network segment ARP learning
on interface IF1 of Switch.

Figure 6-3 Networking for disabling inter-network segment ARP learning

SwitchA
ARP proxy

IF3
172.16.1.20/24

IF4
172.16.3.10/24

IF5
172.16.3.20/24

IF1
172.16.1.10/24

IF2
172.16.2.10/24

IF6
172.16.2.20/24

Switch SwitchB

# Disable inter-network segment ARP learning on interfaces.
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<HUAWEI> system-view
[HUAWEI] undo arp learning ip-network-cross enable

6.3 DHCP Configuration Commands

6.3.1 Command Support

6.3.2 alarm ip-used percentage

6.3.3 bootfile

6.3.4 conflict auto-recycle interval

6.3.5 dhcp anti-attack check duplicate option
6.3.6 dhcp anti-attack check udp-checksum
6.3.7 dhcp anti-attack check magic-cookie
6.3.8 dhcp client class-id (interface view)
6.3.9 dhcp client class-id (system view)
6.3.10 dhcp client client-id

6.3.11 dhcp client default-route preference
6.3.12 dhcp client expected-lease

6.3.13 dhcp client gateway-detect

6.3.14 dhcp client hostname

6.3.15 dhcp client renew

6.3.16 dhcp client request option-list exclude
6.3.17 dhcp enable

6.3.18 dhcp option template

6.3.19 dhcp relay gateway-switch enable
6.3.20 dhcp relay information enable

6.3.21 dhcp relay information strategy
6.3.22 dhcp relay release

6.3.23 dhcp relay server-ip

6.3.24 dhcp relay server-select

6.3.25 dhcp relay trust option82

6.3.26 dhcp select global

6.3.27 dhcp select interface

6.3.28 dhcp select relay

6.3.29 dhcp server alarm ip-used percentage
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6.3.30 dhcp server bootfile

6.3.31 dhcp server bootp

6.3.32 dhcp server bootp automatic
6.3.33 dhcp server conflict auto-recycle interval
6.3.34 dhcp server database

6.3.35 dhcp server dns-list

6.3.36 dhcp server domain-name (interface view)
6.3.37 dhcp server excluded-ip-address
6.3.38 dhcp server force insert option
6.3.39 dhcp server gateway-list
6.3.40 dhcp server group

6.3.41 dhcp server ip-range

6.3.42 dhcp server lease

6.3.43 dhcp server logging

6.3.44 dhcp server mask

6.3.45 dhcp server nbns-list

6.3.46 dhcp server netbios-type
6.3.47 dhcp server next-server

6.3.48 dhcp server option

6.3.49 dhcp server option121

6.3.50 dhcp server option184

6.3.51 dhcp server ping

6.3.52 dhcp server sip-server

6.3.53 dhcp server sname

6.3.54 dhcp server static-bind

6.3.55 dhcp server trust option82
6.3.56 dhcp-server

6.3.57 dhcp set ttl

6.3.58 dhcp speed-limit auto

6.3.59 display dhcp client

6.3.60 display dhcp client statistics
6.3.61 display dhcp option template
6.3.62 display dhcp relay
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6.3.63 display dhcp relay statistics
6.3.64 display dhcp server database
6.3.65 display dhcp server group
6.3.66 display dhcp server statistics
6.3.67 display dhcp statistics

6.3.68 display ip pool

6.3.69 display snmp-agent trap feature-name dhcp all

6.3.70 dns-list
6.3.71 domain-name
6.3.72 excluded-ip-address

6.3.73 force insert option

6.3.74 gateway (DHCP server group view)

6.3.75 gateway-list

6.3.76 ip address bootp-alloc
6.3.77 ip address dhcp-alloc
6.3.78 ip pool (system view)
6.3.79 ip relay address cycle
6.3.80 ip route dhcp

6.3.81 lease

6.3.82 lock (IP address pool view)

6.3.83 logging (IP address pool view)

6.3.84 nbns-list
6.3.85 netbios-type

6.3.86 network (IP address pool view)

6.3.87 next-server

6.3.88 option

6.3.89 option121

6.3.90 option184

6.3.91 reset dhcp client statistics
6.3.92 reset dhcp relay statistics

6.3.93 reset dhcp server statistics
6.3.94 reset dhcp statistics

6.3.95 reset ip pool
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6.3.96 section (IP address pool view)

6.3.97 sip-server (IP address pool view)

6.3.98 sname

6.3.99 snmp-agent trap enable feature-name dhcp
6.3.100 static-bind

6.3.101 vpn-instance (DHCP server group view)

6.3.102 vpn-instance (global address pool view)

6.3.1 Command Support

Layer 3 ethernet interface, VLANIF interface, and sub-interface all support the
DHCP function.

Only the S5720El, S5720HI, S6720El, and S6720S-El support the Layer 3 ethernet
interface and sub-interface.

6.3.2 alarm ip-used percentage

Function
The alarm ip-used percentage command configures the percentage of the alarms
indicating that the addresses in an address pool are used up, and the percentage
of the clear alarms.
The undo alarm ip-used percentage command restores the default percentages
of the alarms and clear alarms.
By default, the percentage of the alarms indicating that the addresses in an IP
address pool are used up is 100%, and the percentage of the clear alarms is 50%.
Format
alarm ip-used percentage alarm-resume-percentage alarm-percentage
undo alarm ip-used percentage
Parameters
Parameter Description Value
alarm-resume- Specifies the percentage | The value is an integer
percentage of the clear alarms. that ranges from 1 to
100. The default value is
50.
NOTE
The percentage of the
clear alarms cannot exceed
that of the alarms.
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Parameter Description Value
alarm-percentage Specifies the percentage | The value is an integer
of the alarms indicating | that ranges from 1 to
that the addresses in an | 100. The default value is
address pool are used 100.
up.
Views

Default Level

IP address pool view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

When the addresses in an IP address pool are used up, alarms are sent to notify
the administrator.

Precautions

The percentage of the clear alarms cannot exceed that of the alarms.

# Configure the percentage of the alarms indicating that the addresses in an
address pool are used up, and the percentage of the clear alarms in the IP address
pool view.

<HUAWEI> system-view
[HUAWEI] ip pool p1
[HUAWEI-ip-pool-p1] alarm ip-used percentage 80 90

6.3.3 bootfile

Function

Format

The bootfile command configures the name of the startup configuration file for a
DHCP client.

The undo bootfile command deletes the configured name of the startup
configuration file for a DHCP client.

By default, the startup configuration file name is not configured for a DHCP client.

bootfile bootfile

undo bootfile
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Parameters
Parameter Description Value
bootfile Specifies the name of The value is a string of 1
the startup configuration | to 127 case-sensitive
file for a DHCP client. characters without
spaces.
Views

Default Level

IP address pool view, DHCP Option template view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

This command is used on a DHCP server. Besides assigning IP addresses, a DHCP
server can also provide the required network configuration parameters, such as
the startup configuration file name for the DHCP clients. After the startup
configuration file name is configured using the bootfile command, the Offer and
ACK packets sent from the DHCP server carry this file name. The DHCP client can
acquire the startup configuration file from the specified server based on the file
name.

Precautions

Usually, the startup configuration file is saved on a specified file server. Therefore,
the route between the DHCP client and the file server must be reachable and the
ip address or name of the file server must be specified.

# In the IP address pool view, configure the name of the startup configuration file
as start.ini for the DHCP client.

<HUAWEI> system-view

[HUAWEI] ip pool p1

[HUAWEI-ip-pool-p1] bootfile start.ini

# In the DHCP Option template view, configure the name of the startup
configuration file as start.ini for the DHCP client.

<HUAWEI> system-view

[HUAWEI] dhcp option template template1

[HUAWEI-dhcp-option-template-template1] bootfile start.ini

Related Topics

6.3.78 ip pool (system view)
6.3.18 dhcp option template
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6.3.4 conflict auto-recycle interval

Function
The conflict auto-recycle interval command enables automatic reclaim of
conflicting IP addresses in the global address pool and configures the interval for
the automatic reclaim.
The undo conflict auto-recycle interval command disables automatic reclaim of
conflicting IP addresses in the global address pool and deletes the configured
interval for the automatic reclaim.
By default, automatic reclaim of conflicting IP addresses in the global address pool
is disabled.
Format
conflict auto-recycle interval day day [ hour Aour [ minute minute] ]
undo conflict auto-recycle interval
Parameters
Parameter Description Value
day day Specifies the interval for | The value is an integer
the automatic reclaim, in | that ranges from 0 to
days. 999, in days. The default
value is 0.
hour hour Specifies the interval for | The value is an integer
the automatic reclaim, in | that ranges from 0 to 23,
hours. in hours. The default
value is 0.
minute minute Specifies the interval for | The value is an integer
the automatic reclaim, in | that ranges from 0 to 59,
minutes. in minutes. The default
value is 0.
Views

IP address pool view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

This command is used on a DHCP server. When a DHCP server allocates IP
addresses to clients, IP address conflict may occur because IP addresses of some
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Example

hosts have been manually configured. In this case, the DHCP server considers
these IP addresses as conflicting IP addresses, and allocates available IP addresses
from the conflicting IP addresses to clients only after available IP addresses in the
address pool are used up. To reclaim conflicting IP addresses promptly, the
administrator can run the conflict auto-recycle interval command to enable
automatic reclaim and specify the reclaim interval.

Prerequisites

The global address pool has been created using the 6.3.78 ip pool (system view)
command.

# Enable automatic reclaim for conflicting IP addresses in the global address pool
globall, and set the interval for automatic reclaim to one day.

<HUAWEI> system-view
[HUAWEI] ip pool global1l
[HUAWEI-ip-pool-global1] conflict auto-recycle interval day 1

6.3.5 dhcp anti-attack check duplicate option

Function

Format

Parameters

The dhcp anti-attack check duplicate option command enables the device to
check and discard DHCP messages with duplicate options.

The undo dhcp anti-attack check duplicate option command disables the device
from checking and discarding DHCP messages with duplicate options.

By default, the device is disabled from checking and discarding DHCP messages
with duplicate options.

dhcp anti-attack check duplicate option [ option-start [ to option-end] ]
&<1-254>

undo dhcp anti-attack check duplicate option [ option-start [ to option-end] ]
&<1-254>

Parameter Description Value

option-start [ to | Specifies the option value. The value is an integer

option-end ] e option-start. Specifies the start |in the range 1 to 254.
value of an option in a DHCp | For an option, the end

value must be larger

packet.
than the start value.

e option-end Specifies the end
value of an option in a DHCP
packet.
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Views

Default Level

System view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

To discard DHCP messages with duplicate options 1 to 254, run the dhcp anti-
attack check duplicate option command.

Prerequisites

DHCP has been enabled using the dhcp enable command.

# Configure the device to discard DHCP messages with duplicate options.

<HUAWEI> system-view
[HUAWEI] dhcp enable
[HUAWEI] dhcp anti-attack check duplicate option

Related Topics

6.3.17 dhcp enable

6.3.6 dhcp anti-attack check udp-checksum

Function

Format

Parameters

The dhcp anti-attack check udp-checksum command enables the function of
checking the UDP header checksum in a DHCP packet and discarding a DHCP
packet with an incorrect checksum.

The undo dhcp anti-attack check udp-checksum command disables the function
of checking the UDP header checksum in a DHCP packet.

By default, a device checks the UDP header checksum in a DHCP packet and
discards a DHCP packet with an incorrect checksum.

dhcp anti-attack check udp-checksum

undo dhcp anti-attack check udp-checksum

None
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Views

System view, VLAN view, Ethernet interface view, GE interface view, XGE interface
view, MultiGE interface view, 40GE interface view, Eth-Trunk interface view, port
group view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

The dhcp anti-attack check udp-checksum command applies to DHCP servers,
DHCP relay agents, DHCP clients, and DHCP snooping-enabled devices. Devices
from different vendors may use different DHCP implementation mechanisms.
After checking the UDP header checksum in a received DHCP packet, a device may
not allow the DHCP packet to pass through and discards the packet. As a result,
DHCP becomes unavailable. To solve this problem, you can run the undo dhcp
anti-attack check udp-checksum command to disable the function of checking
the UDP header checksum in a DHCP packet, so that a DHCP packet with an
incorrect UDP header checksum can be properly forwarded.

Prerequisites

DHCP has been enabled on the device using the dhcp enable command.

Example
# Disable the function of checking the UDP header checksum in a DHCP packet.

<HUAWEI> system-view
[HUAWEI] dhcp enable
[HUAWEI] undo dhcp anti-attack check udp-checksum

6.3.7 dhcp anti-attack check magic-cookie

Function

The dhcp anti-attack check magic-cookie command enables the function of
checking the magic-cookie field in a DHCP packet and discarding a DHCP packet
with an incorrect value in the magic-cookie field.

The undo dhcp anti-attack check magic-cookie command disables the function
of checking the magic-cookie field in a DHCP packet.

By default, a device does not check the magic-cookie field in a DHCP packet but

directly forwards a DHCP packet with an incorrect value in the magic-cookie field.
Format

dhcp anti-attack check magic-cookie

undo dhcp anti-attack check magic-cookie
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Parameters
None
Views

System view, VLAN view, Ethernet interface view, GE interface view, XGE interface
view, MultiGE interface view, 40GE interface view, Eth-Trunk interface view, port
group view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

The dhcp anti-attack check magic-cookie command applies to DHCP servers,
DHCP relay agents, DHCP clients, and DHCP snooping-enabled devices. Devices
from different vendors may use different DHCP implementation mechanisms.
After checking the magic-cookie field in a received DHCP packet, a device may not
allow the DHCP packet to pass through and discards the packet. As a result, DHCP
becomes unavailable. To solve this problem, you can run the undo dhcp anti-
attack check magic-cookie command to disable the function of checking the
magic-cookie field in a DHCP packet, so that a DHCP packet with an incorrect
value in the magic-cookie field can be properly forwarded.

Prerequisites

DHCP has been enabled on the device using the dhcp enable command.

Example

# Disable the function of checking the magic-cookie field in a DHCP packet.
<HUAWEI> system-view

[HUAWEI] dhcp enable
[HUAWEI] undo dhcp anti-attack check magic-cookie

6.3.8 dhcp client class-id (interface view)

Function
The dhcp client class-id command sets the Option60 field in the DHCP request
packet sent by the DHCP client.
The undo dhcp client class-id command deletes the configured Option60 field in
the DHCP request packet sent by the DHCP client.
By default, no Option60 field is configured.

Format

dhcp client class-id class-id
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undo dhcp client class-id

Parameters
Parameter | Description Value
class-id Indicates the value of the The value is a string of 1 to 64 case-

Option60 field. sensitive characters.
Views

Interface view

Default Level

2: Configuration level

Usage Guidelines

The DHCP server identifies the devices according to the Option60 field in the
DHCP request packet. You can run the dhcp client class-id c/ass-id command to
customize the Option60 field in the DHCP request packet sent from the DHCP
client.

After you run the dhcp client class-id c/ass-id command in the VLANIF interface
view, the device that functions as the DHCP client fills the set Option60 in the
DHCP request packet on the VLANIF interface.

Example

# Set the class-id of a DHCP client to huawei on VLANIF100.
<HUAWEI> system-view

[HUAWEI] interface vlanif 100
[HUAWEI-VIanif100] dhcp client class-id huawei

# Set the class-id of a DHCP client to huawei on GE0/0/1.

<HUAWEI> system-view

[HUAWEI] interface gigabitethernet 0/0/1
[HUAWEI-GigabitEthernet0/0/1] undo portswitch
[HUAWEI-GigabitEthernet0/0/1] dhcp client class-id huawei

6.3.9 dhcp client class-id (system view)

Function

The dhcp client class-id command is used to set the Option60 field in the DHCP
request packet sent by the DHCP client.

The undo dhcp client class-id command is used to restore the default value of
the Option60 field.

By default, the default value of the Option60 field depends on the device type,
which is " huawei Device Model".
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Format
dhcp client class-id class-id
undo dhcp client class-id
Parameters
Parameter | Description Value
class-id Indicates the value of the The value is a string of 1 to 64 case-
Option60 field. sensitive characters.
Views

System view

Default Level

2: Configuration level

Usage Guidelines

The DHCP server identifies the devices according to the Option60 field in the
DHCP request packet. You can run the dhcp client class-id class-id command to
customize the Option60 field in the DHCP request packet sent from the DHCP
client.

Configuration information of the Option60 field is saved in the storage device:/
dhcp-client.options file. By default, the storage device needs to provide more than
80-byte storage space. You can run the more dhcp-client.options command in
the user view to check configuration information of the Option60 field.

After you run the dhcp client class-id c/ass-id command in the system view, the
device that functions as the DHCP client fills the set Option60 in the DHCP request
packet sent from all of the interfaces.

Example

# Set the class-ID of a DHCP client to huawei.

<HUAWEI> system-view
[HUAWEI] dhcp client class-id huawei

6.3.10 dhcp client client-id

Function

The dhcp client client-id command configures an identifier for a DHCP client.

The undo dhcp client client-id command restores the default identifier of a
DHCP client.

By default, the identifier of a DHCP client is the client's MAC address.

Issue 14 (2021-10-20) Copyright © Huawei Technologies Co., Ltd. 2403



S1720, S2700, S5700, and S6720 Series Ethernet

Switches
Command Reference 6 IP Service Commands
Format
dhcp client client-id client-id
undo dhcp client client-id
Parameters
Parameter Description Value
client-id Specifies the identifier of | The value is a string of 2
a DHCP client. to 64 case-sensitive
characters without
spaces.
Views

Interface view

Default Level

2: Configuration level

Usage Guidelines

The dhcp client client-id command configures an identifier for a DHCP client. The
identifier is encapsulated into a DHCP Request message. When a DHCP client
requests an IP address from a DHCP server, the DHCP server obtains the identifier
of the DHCP client and assigns an IP address to the DHCP client with the specified
identifier.

Example

# Set the identifier of the DHCP client to huawei_client on VLANIF100.

<HUAWEI> system-view
[HUAWEI] interface vlanif 100
[HUAWEI-VIanif100] dhcp client client-id huawei_client

# Set the identifier of the DHCP client to huawei_client on GE0/0/1.
<HUAWEI> system-view

[HUAWEI] interface gigabitethernet 0/0/1

[HUAWEI-GigabitEthernet0/0/1] undo portswitch

[HUAWEI-GigabitEthernet0/0/1] dhcp client client-id huawei_client

6.3.11 dhcp client default-route preference

Function

The dhcp client default-route preference command configures the default route
preference that a DHCP server delivers to a DHCP client.

The undo dhcp client default-route preference command restores the default
value of the default route preference that a DHCP server delivers to a DHCP client.
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By default, the default route preference that a DHCP server delivers to a DHCP
client is 60.
Format
dhcp client default-route preference preference-value
undo dhcp client default-route preference
Parameters
Parameter Description Value
preference-value Specifies the default The value is an integer
route preference. that ranges from 1 to
255. A smaller value
indicates a higher
preference.
Views

Interface view

Default Level

2: Configuration level

Usage Guidelines

A DHCP client can obtain the default route through the DHCP server to
dynamically update the routing table. The next-hop address of the default route is
the DHCP client's gateway address carried in Option3.

The default route that a DHCP server delivers is the user network router (UNR)
route with the default preference 60. You can run the dhcp client default-route
preference command to change the default route preference.

Example

# In the view of VLANIF100, set the default route preference that a DHCP server
delivers to a DHCP client to 30.

<HUAWEI> system-view
[HUAWEI] interface vlanif 100
[HUAWEI-VIanif100] dhcp client default-route preference 30

# In the view of GEQ/0/1, set the default route preference that a DHCP server
delivers to a DHCP client to 30.

<HUAWEI> system-view

[HUAWEI] interface gigabitethernet 0/0/1
[HUAWEI-GigabitEthernet0/0/1] undo portswitch
[HUAWEI-GigabitEthernet0/0/1] dhcp client default-route preference 30
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6.3.12 dhcp client expected-lease

Function
The dhcp client expected-lease command enables expected lease on a DHCP
client.
The undo dhcp client expected-lease command disables expected lease on a
DHCP client.
By default, expected lease is disabled on the DHCP client.
Format
dhcp client expected-lease time
undo dhcp client expected-lease
Parameters
Parameter Description Value
time Specifies an expected The value is an integer
lease for a DHCP client. that ranges from 60 to
864000, in seconds.
Views

Interface view

Default Level

2: Configuration level

Usage Guidelines

The dhcp client expected-lease command applies to DHCP clients. An expected
lease can be contained in Option 51 of a DHCP Request message sent to the

server. The server compares the expected lease with the lease in the address pool
and assigns a shorter lease to the client.

Example

# Set the expected lease to 7200s on VLANIF100.

<HUAWEI> system-view
[HUAWEI] interface vlanif 100

[HUAWEI-Vlanif100] dhcp client expected-lease 7200

# Set the expected lease to 7200s on GEO/0/1.

<HUAWEI> system-view
[HUAWEI] interface gigabitethernet

0/0/1

[HUAWEI-GigabitEthernet0/0/1] undo portswitch
[HUAWEI-GigabitEthernet0/0/1] dhcp client expected-lease 7200
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6.3.13 dhcp client gateway-detect

Function
The dhcp client gateway-detect command enables gateway detection on a
DHCP client.
The undo dhcp client gateway-detect command disables gateway detection on a
DHCP client.
By default, gateway detection is disabled on a DHCP client.
Format
dhcp client gateway-detect period period retransmit retransmit timeout time
undo dhcp client gateway-detect
Parameters
Parameter Description Value
period period Specifies an interval for | The value is an integer
gateway detection on a | that ranges from 1 to
DHCP client. 86400, in seconds.
retransmit retransmit Specifies the The value is an integer
retransmission count of | that ranges from 1 to 10.
gateway detection on a
DHCP client.
timeout time Specifies the timeout It is an integer that
period of gateway ranges from 300 to 2000,
detection on a DHCP in milliseconds.
client.
Views

Interface view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

The dhcp client gateway-detect command applies to DHCP clients. After a DHCP
client obtains an IP address, the dhcp client gateway-detect command enables
the DHCP client to detect the status of the gateway being used. If the gateway
has an incorrect address or the gateway device fails, the DHCP client requests a
new IP address from the DHCP server.
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Precautions
Gateway detection applies to dual-homed scenarios.

Example

# Enable gateway detection on VLANIF100 of the DHCP client. Set the detection
interval to 3600s, retransmission count to 3, and timeout period to 500 ms.

<HUAWEI> system-view
[HUAWEI] interface vlanif 100
[HUAWEI-VIanif100] dhcp client gateway-detect period 3600 retransmit 3 timeout 500

# Enable gateway detection on GEO/0/1 of the DHCP client. Set the detection

interval to 3600s, retransmission count to 3, and timeout period to 500 ms.
<HUAWEI> system-view

[HUAWEI] interface gigabitethernet 0/0/1

[HUAWEI-GigabitEthernet0/0/1] undo portswitch

[HUAWEI-GigabitEthernet0/0/1] dhcp client gateway-detect period 3600 retransmit 3 timeout 500

6.3.14 dhcp client hostname

Function

Format

Parameters

Views

Default Level

The dhcp client hostname command configures a host name for a DHCP/BOOTP
client.

The undo dhcp client hosthame command deletes the configured host name of a
DHCP/BOOTP client.

By default, no host name is configured for a DHCP/BOOQOTP client.

dhcp client hosthame Aostname

undo dhcp client hosthame

Parameter Description Value
hostname Specifies the name of a | The value is a string of 1
DHCP/BOOTP client. to 64 case-sensitive
characters.

Interface view

2: Configuration level
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Usage Guidelines
Usage Scenario

A DHCP server must obtain the host name of a client before assigning an IP
address to the client. To configure a host name for a DHCP/BOOTP client, run the
dhcp client hosthame command. The host name is used to match the local
domain name of the DHCP/BOOTP client.

Follow-up Procedure

After DHCP/BOOTP client is enabled, the device can use DHCP to obtain an IP
address.

Example

# Set the host name of a DHCP/BOOTP client to huawei gateway on VLANIF100.

<HUAWEI> system-view
[HUAWEI] interface vlanif 100
[HUAWEI-VIanif100] dhcp client hostname huawei gateway

# Set the host name of a DHCP/BOOTP client to huawei gateway on GEQ/0/1.
<HUAWEI> system-view

[HUAWEI] interface gigabitethernet 0/0/1

[HUAWEI-GigabitEthernet0/0/1] undo portswitch

[HUAWEI-GigabitEthernet0/0/1] dhcp client hostname huawei gateway

6.3.15 dhcp client renew

Function
The dhcp client renew command renews the lease of the IP address obtained by
a DHCP client.
Format
dhcp client renew
Parameters
None
Views

Interface view

Default Level

2: Configuration level

Usage Guidelines
This command applies to the following scenarios:

e Manually renewing the lease
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If a DHCP server assigns the original IP address to the client, only the lease is
renewed. If another DHCP server assigns an IP address to the client, the client
obtains a new IP address and related network parameters.

e Updating the IP address
When the DHCP client is migrated from a network segment to another
network segment and the original IP address lease does not expire, the client
needs to update the IP address.

After the dhcp client renew command is run, the DHCP client sends a lease

renewal request to the DHCP server.

e If the DHCP client receives a positive reply from the server, the client updates
the parameters such as the lease duration.

e |f the DHCP client receives a negative reply from the server, the client releases
the applied parameters and re-applies to the DHCP server for an IP address
and other network parameters.

e If noreply is received, the client does not perform any operation.

The dhcp client renew command can be normally run only after the DHCP client

function is enabled on the interface and an IP address is obtained.

Example

# Renew the IP address lease on VLANIF100.

<HUAWEI> system-view
[HUAWEI] interface vlanif 100
[HUAWEI-Vlanif100] dhcp client renew

# Renew the IP address lease on GE0O/0/1.
<HUAWEI> system-view
[HUAWEI] interface gigabitethernet 0/0/1

[HUAWEI-GigabitEthernet0/0/1] undo portswitch
[HUAWEI-GigabitEthernet0/0/1] dhcp client renew

6.3.16 dhcp client request option-list exclude

Function

The dhcp client request option-list exclude command configures a list of default
request options that are not carried in the Option55 field of DHCP Request
messages.

The undo dhcp client request option-list exclude command deletes the list of
default request options that are not carried in the Option55 field of DHCP Request
messages.

By default, the device does not configure the option to be excluded from the
DHCP client request list.

Format
dhcp client request option-list exclude option-code &<1-3>

undo dhcp client request option-list exclude option-code &<1-3>
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Parameters
Parameter Description Value
option-code Specifies a list of default | The value is of
request options that are | enumerated type and
excluded from the can be 3, 33, and 121.
Option55 field.
Views

Interface view

Default Level

2: Configuration level

Usage Guidelines

The Option55 field in DHCP Request messages is used to set the request option
list. DHCP clients use this option to specify network configuration parameters that
need to be obtained from the DHCP server. By default, the Option55 field carries
request options 3, 33, and 121 by default. You can run the dhcp client request
option-list exclude command to configure a list of default options that are
excluded from the Option55 field based on network requirements.

For option meanings, see DHCP Options in Configuration- IP Service Configuration
Guide - DHCP Configuration.

Example

# Configure the default request option 3 to be excluded from the Option55 field
in DHCP Request messages on VLANIF100.

<HUAWEI> system-view
[HUAWEI] interface vlanif 100
[HUAWEI-Vlanif100] dhcp client request option-list exclude 3

6.3.17 dhcp enable

Function
The dhcp enable command enables the DHCP function.
The undo dhcp enable command disables the DHCP function.
By default, the DHCP function is disabled.

(11 NOTE

When the S1720GFR, S1720GW, S1720GW-E, S1720GWR, S1720GWR-E, S1720X, S1720X-E,
S2720El, S2750El, S5700LI, S5700S-LI, S5710-X-LI, S5720LI, S5720S-LI, S5720S-SI, S5720Sl,
S5730S-El, S5730SI, S6720LI, S6720S-LI, S6720S-SI, and S6720SI do not work as a DHCP
server or DHCP relay, do not configure this command; otherwise, users may go online
slowly.
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Format
dhcp enable
undo dhcp enable
Parameters
None
Views
System view

Default Level

2: Configuration level

Usage Guidelines

Example

Usage Scenario

Network scale and complexity increase makes network configurations complex.
For example, computers frequently change their locations, and IP addresses are
insufficient for these computers. The DHCP protocol is developed to address these
problems. The dhcp enable command enables the DHCP function on the device.

Precautions

The dhcp enable command is the prerequisite for configuring DHCP-related
functions, including DHCP relay, DHCP snooping, and DHCP server. These
functions take effect only after the dhcp enable command is run. After the undo
dhcp enable command is run, all DHCP-related configurations of the device are
deleted. After DHCP is enabled again using the dhcp enable command, all DHCP-
related configurations of the device are restored to the default configurations.

# Enable the DHCP function on the device.

<HUAWEI> system-view
[HUAWEI] dhcp enable

Related Topics

6.3.27 dhcp select interface
6.3.70 dns-list

6.3.18 dhcp option template

Function

The dhcp option template command creates a DHCP Option template and enters
the DHCP Option template view.
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The undo dhcp option template command deletes a configured DHCP Option
template.
By default, no DHCP Option template is created on the device.
Format
dhcp option template template-name
undo dhcp option template template-name
Parameters
Parameter Description Value
template-name Specifies the name of The value is a string of 1
the DHCP Option to 31 case-sensitive
template. characters without
spaces. The value can
contain digits, letters,
underscores (_), hyphens
(-), and dots (.), but
cannot be set to - or --.
Views

System view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

This command is used on a DHCP server. During network deployment, a DHCP
server dynamically allocates IP addresses with leases to clients or allocates fixed IP
addresses to some clients. For example, laptops or terminals are often moved to
different places in enterprises, and they can obtain IP addresses using the dynamic
allocation mode. However, IP addresses obtained dynamically are randomly
allocated, and cannot be set to specified IP addresses. To allocate fixed IP
addresses to some fixed terminals (such as IP phones), run the 6.3.100 static-bind
command in the global address view to bind IP addresses to MAC addresses of the
clients so that the clients are allocated fixed IP addresses.

In some cases, you need to allocate other network configuration parameters
except IP addresses to fixed static terminals. For example, besides obtaining an IP
address, an IP phone needs information such as the startup configuration file to
register normally. In this case, you can configure a DHCP Option template and
configure network configuration parameters except the IP address required by the
client in the DHCP Option template. Then bind the DHCP Option template to the
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fixed terminal in the global address pool. The DHCP server then allocates the IP
address and other parameters to the terminal.
Precautions
Network parameters configured in the DHCP Option template view take effect
only for static clients. A DHCP Option template can be bound to multiple clients.
Run the static-bind ip-address jp-address mac-address mac-address [ option-
template template-name ] command to configure a DHCP Option template that
is bound to static clients.

Example

# Create a DHCP Option template named test.

<HUAWEI> system-view
[HUAWEI] dhcp option template test

Related Topics

6.3.61 display dhcp option template
6.3.100 static-bind

6.3.19 dhcp relay gateway-switch enable

Function
Using the dhcp relay gateway-switch enable command, you can enable DHCP
relay gateway switching.
Using the undo dhcp relay gateway-switch enable command, you can disable
DHCP relay gateway switching.
By default, DHCP relay gateway switching is disabled.
Format
dhcp relay gateway-switch enable
undo dhcp relay gateway-switch enable
Parameters
None
Views

Interface view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario
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The dhcp relay gateway-switch enable command is used on DHCP relay agents.

This command allows a DHCP relay agent to use a secondary IP address as the

gateway address to apply for IP addresses for users when it fails to use the

primary IP address to apply for IP addresses.

Prerequisites

e Global DHCP has been enabled by using the dhcp enable command in the
system view.

e DHCP relay has been enabled on an interface by using the dhcp select relay
command.

Precautions

e After VRRP is configured, the gateway address for the DHCP relay agent
switches among IP addresses of the VRRP groups.

e The gateway address switches from the primary IP address to a secondary IP
address only when a user fails to obtain an IP address by using the primary IP
address for at least three times and the interval between the last failure and
first failure exceeds 24 seconds.

e Before running this command on an interface, ensure that the interface has a
primary IP address and at least one secondary IP address.

e If a primary IP address and multiple secondary IP addresses are configured on
an interface, the system tries the secondary IP addresses one by one until
users successfully obtain IP addresses.

Example

# Enable DHCP relay gateway switching on VLANIF10.
<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface vlanif 10

[HUAWEI-Vlanif10] ip address 192.168.30.1 255.255.255.0
[HUAWEI-Vlanif10] ip address 192.168.31.1 255.255.255.0 sub
[HUAWEI-Vlanif10] dhcp select relay

[HUAWEI-Vlanif10] dhcp relay server-ip 192.168.20.1
[HUAWEI-Vlanif10] dhcp relay gateway-switch enable

—_

# Enable DHCP relay gateway switching on GE0/0/1.
<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface gigabitethernet 0/0/1

[HUAWEI-GigabitEthernet0/0/1] undo portswitch
[HUAWEI-GigabitEthernet0/0/1] ip address 192.168.30.1 255.255.255.0
[HUAWEI-GigabitEthernet0/0/1] ip address 192.168.31.1 255.255.255.0 sub
[HUAWEI-GigabitEthernet0/0/1] dhcp select relay
[HUAWEI-GigabitEthernet0/0/1] dhcp relay server-ip 192.168.20.1
[HUAWEI-GigabitEthernet0/0/1] dhcp relay gateway-switch enable

Related Topics
6.3.17 dhcp enable
6.3.28 dhcp select relay

6.3.20 dhcp relay information enable
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Function
The dhcp relay information enable command enables the Option 82 function for
the DHCP relay agent.
The undo dhcp relay information enable command disables the Option 82
function for the DHCP relay agent.
By default, the Option 82 function is disabled for the DHCP relay agent.
Format
dhcp relay information enable
undo dhcp relay information enable
Parameters
None
Views

Default Level

Interface view

2: Configuration level

Usage Guidelines

Usage Scenario

This command applies to the DHCP relay agent. When DHCP Request messages
carry Option 82 information, the DHCP server can locate user positions accurately
and assign IP addresses to users using different policies. After the Option 82
function is enabled on the DHCP relay agent, the device checks the Option 82 field
contained in the packets and processes the packets using corresponding policies.

Prerequisites

DHCP has been enabled by running the dhcp enable command in the system
view.

DHCP relay has been enabled by running the dhcp select relay command in the
interface view.

Precautions

If you run the dhcp relay information enable command on an interface and the
dhcp option82 { insert | rebuild } enable command in the VLAN view or on a
physical interface in the VLAN simultaneously, only the dhcp relay information
enable command takes effect.

Follow-up Tasks

Run the dhcp relay information strategy { drop | keep | replace } command in
the interface view to configure strategies for the DHCP relay agent to process
Option 82 information.
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Example

# Enable the Option 82 function for the DHCP relay agent on the VLANIF100
interface.

<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] vlan 100

[HUAWEI-vlan100] quit

[HUAWEI] interface vlanif 100

[HUAWEI-Vlanif100] dhcp select relay
[HUAWEI-Vlanif100] dhcp relay information enable

# Enable the Option 82 function for the DHCP relay agent on GE0/0/1.
<HUAWEI> system-view

[HUAWEI] interface gigabitethernet 0/0/1

[HUAWEI-GigabitEthernet0/0/1] undo portswitch

[HUAWEI-GigabitEthernet0/0/1] dhcp select relay

[HUAWEI-GigabitEthernet0/0/1] dhcp relay information enable

Related Topics
6.3.21 dhcp relay information strategy
6.3.17 dhcp enable
6.3.28 dhcp select relay

6.3.21 dhcp relay information strategy

Function
The dhcp relay information strategy command configures the strategies used by
a DHCP relay agent to process Option 82 information.
The undo dhcp relay information strategy command restores the default setting.
By default, the strategy used by a DHCP relay agent to process Option 82
information is replace.
Format
dhcp relay information strategy { drop | keep | replace }
undo dhcp relay information strategy
Parameters
Parameters Description Value
drop Configures the DHCP -

relay agent to drop
Option 82 information.

keep Configures the DHCP -
relay agent to keep
Option 82 information.
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Parameters Description Value
replace Configures the DHCP -
relay agent to replace
Option 82 information.
Views

Interface view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

This command applies to the DHCP relay agent. When DHCP Request messages
carry Option 82 information, the DHCP server can locate user positions accurately
and assign IP addresses to users using different policies. When a DHCP relay agent
receives DHCP Request messages, it uses one of the following strategies to process
Option 82 information:

e Drop:

- If the received DHCP message does not carry an Option 82 field, the
DHCP relay agent forwards the message directly without processing it.

- If the received DHCP message carries an Option 82 field, the DHCP relay
agent drops the Option 82 field and forwards the message.

e Keep:

- If the received DHCP message does not carry an Option 82 field, the
DHCP relay agent forwards the message directly without processing it.

- If the received DHCP message carries an Option 82 field, the DHCP relay
agent keeps the Option 82 field and forwards the message.

e Replace:

- If the received DHCP message does not carry an Option 82 field, the
DHCP relay agent inserts an Option 82 field configured by the
administrator into the received message and forwards the message.

- If the received DHCP message carries an Option 82 field, the DHCP relay
agent replaces it with the Option 82 field configured by the administrator
and forwards the message.

Prerequisites

DHCP has been enabled by running the dhcp enable command in the system
view.

DHCP relay has been enabled by running the dhcp select relay command in the
interface view.
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The Option 82 function has been enabled for the DHCP relay agent by using the
dhcp relay information enable command.

Example

# Configure the DHCP relay agent to drop Option 82 information on VLANIF 100.

<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] vlan 100

[HUAWEI-vlan100] quit

[HUAWEI] interface vlanif 100

[HUAWEI-Vlanif100] dhcp select relay

[HUAWEI-Vlanif100] dhcp relay information enable
[HUAWEI-Vlanif100] dhcp relay information strategy drop

# Configure the DHCP relay agent to drop Option 82 information on the GEQ/0/1

interface.

<HUAWEI> system-view

[HUAWEI] interface gigabitethernet 0/0/1
[HUAWEI-GigabitEthernet0/0/1] undo portswitch
[HUAWEI-GigabitEthernet0/0/1] dhcp select relay
[HUAWEI-GigabitEthernet0/0/1] dhcp relay information enable
[HUAWEI-GigabitEthernet0/0/1] dhcp relay information strategy drop

Related Topics
6.3.20 dhcp relay information enable
6.3.17 dhcp enable
6.3.28 dhcp select relay

6.3.22 dhcp relay release

Function
The dhcp relay release command configures a DHCP relay agent to send a
release message to a DHCP server for releasing the IP address assigned to a DHCP
client.

Format

In the system view:

dhcp relay release client-ip-address mac-address [ vpn-instance vpn-instance-
name] [ server-jp-address ]

L] NOTE
Only the S1720GW, S1720GW-E, S1720GWR, S1720GWR-E, S1720X, S1720X-E, S2720El,
S5720El, S5720H]I, S5720LI, S5720S-LI, S5720S-SI, S5720SI, S5730S-El, S5730SI, S6720El,
S6720LI, S6720S-El, S6720S-LI, S6720SI, and S6720S-S| support vpn-instance vpn-instance-
name.

In the interface view:

dhcp relay release client-jp-address mac-address [ server-ip-address ]
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Parameters
Parameter Description Value
client-jp-address Specifies the IP address | The value is in dotted
of a DHCP client. decimal notation.
mac-address Specifies the MAC The value is in H-H-H
address of a DHCP client. | format. H is a
hexadecimal number of
1 to 4 digits.
server-ip-address Specifies the IP address The value is in dotted
of a DHCP server. If this | decimal notation.
parameter is specified, a
DHCP relay agent sends
a release message to the
specified DHCP server for
releasing the IP address
assigned to a DHCP
client.
vpn-instance vpn- Specifies the name of The value must be an
instance-name the VPN instance to existing VPN instance
which the specified name.
DHCP server releasing IP
addresses belongs.
Views

Interface view, system view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

This command applies to DHCP relay agents. In some situations, for example, a
user is forced to go offline, the user's IP address is no longer used. However, the
user cannot access the network, and will not send a DHCP release message to the
DHCP server to release the IP address assigned by the DHCP server. Before the IP
address lease expires, the DHCP server will not assign the user's IP address to
another client, wasting IP addresses. In this case, you can run the dhcp relay
release command to configure a DHCP relay agent to send a DHCP release
message to the DHCP server. After receiving the message, the DHCP server sets
the status of the IP address to idle. The DHCP server then can assign the released

IP address to another client.

If a DHCP server address is specified, the DHCP relay agent sends an address
release request only to the specified DHCP server. If no DHCP server address is

specified, the following situations occur:
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e When the dhcp relay release command is run in the system view, the DHCP
relay agent sends an address release request to DHCP servers on all the
interfaces working in DHCP relay mode.

e  When the dhcp relay release command is run in the interface view, the DHCP
relay agent sends an address release request to all DHCP servers on the
VLANIF interface.

Precautions

The dhcp relay release command only releases the IP addresses dynamically
assigned by DHCP servers.

When multiple DHCP relay agents are connected between the DHCP client and
server, this command must be executed on the first DHCP relay agent.
Example

# Configure a DHCP relay agent to send a release message to the DHCP server at
10.1.1.1 for releasing the IP address 192.168.1.1 assigned to the DHCP client
whose MAC address is 0050-ba34-2000.

<HUAWEI> system-view
[HUAWEI] dhcp relay release 192.168.1.1 0050-ba34-2000 10.1.1.1

6.3.23 dhcp relay server-ip

Function
The dhcp relay server-ip command configures a DHCP server address on an
interface enabled with DHCP relay.
The undo dhcp relay server-ip command deletes the configured DHCP server
addresses on an interface enabled with DHCP relay.
By default, no DHCP server address on an interface enabled with DHCP relay is
configured.
Format
dhcp relay server-ip jp-address
undo dhcp relay server-ip { jp-address| all }
Parameters
Parameter Description Value
ip-address Specifies the IP address The value is in dotted
of a DHCP server. decimal notation.
all Deletes all the DHCP -

server addresses
configured on an
interface.

Issue 14 (2021-10-20) Copyright © Huawei Technologies Co., Ltd. 2421



S1720, S2700, S5700, and S6720 Series Ethernet

Switches

Command Reference 6 IP Service Commands

Views

Default Level

Interface view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

This command applies to DHCP relay agents. When a DHCP client needs to send a
DHCP Discover message to a DHCP server on a different network segment
through a DHCP relay agent, you must configure the DHCP server address on the
DHCP relay agent.

When a DHCP relay agent forwards a DHCP Discover message, it does not check
whether the DHCP server status is Down. If multiple DHCP server addresses are
configured on an interface, multiple DHCP servers respond with DHCP Offer
messages to the DHCP client. However, the DHCP client uses the first received
DHCP Offer message. As a result, IP addresses in the IP address pool on the first
DHCP server are insufficient, but available IP addresses in the IP address pools on
the other DHCP servers are not allocated. To make each DHCP server allocate the
same number of IP addresses, a DHCP relay agent changes the forwarding order
each time it forwards a DHCP Discover message, so that load balancing is
implemented among DHCP servers. A DHCP relay agent forwards a DHCP
Discover message as follows:

e The DHCP relay agent forwards the message to all DHCP servers by default,
and changes the forwarding order each time it forwards a DHCP Discover
message.

e You can configure the 6.3.79 ip relay address cycle command to reduce the
number of packets received by a DHCP server and lessen the load of a DHCP
server. After this command is configured, the DHCP relay agent forwards a
received DHCP Discover message to one DHCP server at a time, and forwards
the DHCP Discover message to a different DHCP server each time it receives
the message.

Prerequisites

DHCP relay has been enabled on the interface using the dhcp select relay
command.

Precautions

If you run the dhcp relay server-ip command for multiple times, multiple DHCP
server addresses are configured.

Each interface that is enabled with DHCP relay can be configured with a
maximum of 20 DHCP server addresses.

# Configure DHCP relay and two DHCP server addresses on VLANIF 10.
<HUAWEI> system-view
[HUAWEI] dhcp enable
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[HUAWEI] vlan 10

[HUAWEI-vlan10] quit

[HUAWEI] interface vlanif 10
[HUAWEI-Vlanif10] dhcp select relay
[HUAWEI-Vlanif10] dhcp relay server-ip 10.1.1.2
[HUAWEI-Vlanif10] dhcp relay server-ip 10.1.1.3

# Configure DHCP relay and two DHCP server addresses on GEQ/0/1.
<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface gigabitethernet 0/0/1

[HUAWEI-GigabitEthernet0/0/1] undo portswitch

[HUAWEI-GigabitEthernet0/0/1] dhcp select relay

[HUAWEI-GigabitEthernet0/0/1] dhcp relay server-ip 10.1.1.2
[HUAWEI-GigabitEthernet0/0/1] dhcp relay server-ip 10.1.1.3

Related Topics

6.3.28 dhcp select relay

6.3.24 dhcp relay server-select

Function

Format

Parameters

Views

Default Level

The dhcp relay server-select command configures a DHCP server group for a
DHCP relay agent.

The undo dhcp relay server-select command deletes the configured DHCP server
group of a DHCP relay agent.

By default, no DHCP server group is configured.

dhcp relay server-select group-name

undo dhcp relay server-select

Parameter Description Value
group-name Specifies the name of a The value is a string of 1
DHCP server group. to 32 case-sensitive
characters without
spaces.

Interface view

2: Configuration level
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Usage Guidelines

Example

Usage Scenario

The dhcp relay server-select command applies to DHCP relay agents. When a
DHCP client needs to send DHCP requests to a DHCP server using a DHCP relay
agent, you can run the dhcp relay server-select command to specify a DHCP
server group for the DHCP relay agent and configure the DHCP server address.

Prerequisites

1. A DHCP server group has been created using the dhcp server group
command.

2. The DHCP relay function has been enabled using the dhcp select relay
command so that the system can forward DHCP packets to the specified
DHCP server.

Precautions

e  Multiple interfaces can be configured with the same DHCP server group, and
one interface can be configured with only one DHCP server group.

e If you run the dhcp relay server-select command in the same interface view
for multiple times, only the latest configuration takes effect. If a specified
DHCP server group does not exist, the configuration fails; however, the latest
configured DHCP server group still takes effect.

# Configure the DHCP server group of a DHCP relay agent as group1 on
VLANIF100.

<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] dhcp server group group1
[HUAWEI-dhcp-server-group-group1] dhcp-server 10.10.10.10
[HUAWEI-dhcp-server-group-group1] quit

[HUAWEI] interface vlanif 100

[HUAWEI-VIanif100] dhcp select relay

[HUAWEI-Vlanif100] dhcp relay server-select group1

# Configure the DHCP server group of a DHCP relay agent as group1 on GE0/0/1.
<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] dhcp server group group1

[HUAWEI-dhcp-server-group-group1] dhcp-server 10.10.10.10

[HUAWEI-dhcp-server-group-group1] quit

[HUAWEI] interface gigabitethernet 0/0/1

[HUAWEI-GigabitEthernet0/0/1] undo portswitch

[HUAWEI-GigabitEthernet0/0/1] dhcp select relay

[HUAWEI-GigabitEthernet0/0/1] dhcp relay server-select group1

Related Topics

6.3.40 dhcp server group
6.3.56 dhcp-server
6.3.62 display dhcp relay
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6.3.25 dhcp relay trust option82

Function
The dhcp relay trust option82 command enables Option 82 on the DHCP relay
agent.
The undo dhcp relay trust option82 command disables Option 82 on the DHCP
relay agent.
By default, Option 82 is enabled on the DHCP relay agent.
Format
dhcp relay trust option82
undo dhcp relay trust option82
Parameters
None
Views

System view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

This command is used on the DHCP relay agent to enable the Option 82 function.
After receiving a DHCP packet that carries the Option 82 field but the giaddr field
of the packet is 0, the DHCP relay agent processes the packet by default. Using
the undo dhcp relay trust option82 command, the DHCP relay agent discards the
packet.

Prerequisites

DHCP has been enabled globally by using the dhcp enable command.

Example

# Enable Option 82 trusted of the DHCP relay agent.

<HUAWEI> system-view
[HUAWEI] dhcp enable
[HUAWEI] dhcp relay trust option82
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6.3.26 dhcp select global

Function

Format

Parameters

Views

Default Level

The dhcp select global command enables an interface to use the global address
pool.

The undo dhcp select global command disables an interface from using the
global address pool.

By default, an interface is disabled from using the global address pool.

dhcp select global
undo dhcp select global

None

Interface view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

The dhcp select global command applies to DHCP servers. After receiving a DHCP
Request message from a DHCP client, a DHCP server assigns an IP address from
the local address pool to the client. Run the dhcp select global command to
configure the device to assign IP addresses from the global address pool. When no
interface address pool is created for the DHCP server, the DHCP server assigns an
IP address from the global address pool to an online user.

The device can also assign IP addresses from an interface address pool using the
dhcp select interface command in the interface view.

Prerequisites
e DHCP has been enabled using the dhcp enable command in the system view.

# Enable VLANIF100 to use the global address pool.
<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface vlanif 100

[HUAWEI-VIanif100] ip address 10.1.1.1 24

[HUAWEI-VIanif100] dhcp select global
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# Enable GEO/O/1 to use the global address pool.

<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface gigabitethernet 0/0/1
[HUAWEI-GigabitEthernet0/0/1] undo portswitch
[HUAWEI-GigabitEthernet0/0/1] ip address 10.1.1.1 24
[HUAWEI-GigabitEthernet0/0/1] dhcp select global

Related Topics
6.3.17 dhcp enable
6.3.78 ip pool (system view)
6.3.27 dhcp select interface

6.3.27 dhcp select interface

Function

The dhcp select interface command enables an interface to use the interface
address pool.

The undo dhcp select interface command disables an interface from using the
interface address pool.

By default, the DHCP server function using the interface address pool is disabled
on an interface.

Format
dhcp select interface

undo dhcp select interface

Parameters

None

Views

Interface view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

The dhcp select interface command applies to DHCP servers. After receiving a
DHCP Request message from a DHCP client, a DHCP server assigns an IP address
from the local address pool to the client. Run the dhcp select interface command
to configure a DHCP server to assign IP addresses from the interface address pool
to clients.
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The device can also assign IP addresses from a global address pool using the dhcp
select global command.
Prerequisites
DHCP has been enabled globally using the dhcp enable command in the system
view.
An IP address has been configured for an interface using the ip address
command. The IP addresses assigned by the address pool and configured on the
interface are on the same network segment.

Example

# Enable VLANIF100 to use the interface address pool.
<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface vlanif 100

[HUAWEI-VIanif100] ip address 10.1.1.2 24

[HUAWEI-VIanif100] dhcp select interface

# Enable GEO/0/1 to use the interface address pool.
<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface gigabitethernet 0/0/1
[HUAWEI-GigabitEthernet0/0/1] undo portswitch
[HUAWEI-GigabitEthernet0/0/1] ip address 10.1.1.2 24
[HUAWEI-GigabitEthernet0/0/1] dhcp select interface

6.3.28 dhcp select relay

Function
The dhcp select relay command enables the DHCP relay function.
The undo dhcp select relay command disables the DHCP relay function.
By default, the DHCP relay function is disabled.
Format
dhcp select relay
undo dhcp select relay
Parameters
None
Views

Interface view

Default Level

2: Configuration level
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Usage Guidelines
Usage Scenario

The dhcp select relay command applies to DHCP relay agents. If the DHCP server
and client are on the same network segment, they can directly communicate with
each other using DHCP. In this case, no DHCP relay agent is needed. If the DHCP
server and client are on different network segments, the DHCP relay function
must be enabled to forward DHCP messages.

Prerequisites

The DHCP function has been enabled using the 6.3.17 dhcp enable command in
the system view.

Follow-up Tasks

e To ensure that a DHCP relay agent can forward DHCP packets to a DHCP
server, run the 6.3.24 dhcp relay server-select or dhcp relay server-ip
command on the DHCP relay-enabled interface to configure the correct IP
address of the DHCP server.

e To ensure that a DHCP server can forward DHCP packets to a DHCP relay
agent, you must configure a route to the DHCP relay agent on the DHCP
server.

Precautions

e The DHCP server must select an IP address in the same network segment with
the DHCP relay agent from the global address pool to ensure that the DHCP
client obtains an IP address on the local network segment. No interface
address pool can be configured on the interface that connects the DHCP
server and relay agent.

Example
# Enable the DHCP relay function on VLANIF100.

<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface vlanif 100
[HUAWEI-VIanif100] dhcp select relay

# Enable the DHCP relay function on GE0O/0/1.

<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface gigabitethernet 0/0/1
[HUAWEI-GigabitEthernet0/0/1] undo portswitch
[HUAWEI-GigabitEthernet0/0/1] dhcp select relay

Related Topics
6.3.24 dhcp relay server-select
6.3.23 dhcp relay server-ip
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6.3.29 dhcp server alarm ip-used percentage

Function
The dhcp server alarm ip-used percentage command configures the percentage
of the alarms indicating that the addresses in an interface address pool are used
up, and the percentage of the clear alarms.
The undo dhcp server alarm ip-used percentage command restores the default
percentages of the alarms and clear alarms.
By default, the percentage of the alarms indicating that the addresses in an
interface address pool are used up is 100%, and the percentage of the clear
alarms is 50%.
Format
dhcp server alarm ip-used percentage alarm-resume-percentage alarm-
percentage
undo dhcp server alarm ip-used percentage
Parameters
Parameter Description Value
alarm-resume- Specifies the percentage | The value is an integer
percentage of the clear alarms. that ranges from 1 to
100. The default value is
50.
NOTE
The percentage of the
clear alarms cannot exceed
that of the alarms.
alarm-percentage Specifies the percentage | The value is an integer
of the alarms indicating | that ranges from 1 to
that the addresses in an | 100. The default value is
address pool are used 100.
up.
Views

Interface view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario
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When the addresses in an interface address pool are used up, alarms are sent to
notify the administrator.
Precautions
The percentage of the clear alarms cannot exceed that of the alarms.

Example

# Configure the percentage of the alarms indicating that the addresses in an
interface address pool are used up, and the percentage of the clear alarms in the
interface address pool of the VLANIF100.

<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface vlanif 100

[HUAWEI-Vlanif100] ip address 10.10.10.10 24
[HUAWEI-Vlanif100] dhcp select interface

[HUAWEI-Vlanif100] dhcp server alarm ip-used percentage 80 90

# Configure the percentage of the alarms indicating that the addresses in an
interface address pool are used up, and the percentage of the clear alarms in the

interface address pool of the GE0O/0/1.

<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface gigabitethernet 0/0/1

[HUAWEI-GigabitEthernet0/0/1] undo portswitch
[HUAWEI-GigabitEthernet0/0/1] ip address 10.10.10.10 24
[HUAWEI-GigabitEthernet0/0/1] dhcp select interface
[HUAWEI-GigabitEthernet0/0/1] dhcp server alarm ip-used percentage 80 90

Related Topics

6.3.17 dhcp enable
6.3.27 dhcp select interface

6.3.30 dhcp server bootfile

Function

Format

The dhcp server bootfile command configures the name of the startup
configuration file for a DHCP client.

The undo dhcp server bootfile command deletes the configured name of the
startup configuration file for a DHCP client.

By default, the startup configuration file name is not configured for a DHCP client.

dhcp server bootfile bootfile

undo dhcp server bootfile
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Parameters
Parameter Description Value
bootfile Specifies the name of The value is a string of 1
the startup configuration | to 127 case-sensitive
file for a DHCP client. characters without
spaces.
Views

Interface view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

Besides assigning IP addresses, a DHCP server can also provide the required
network configuration parameters, such as the startup configuration file name for
the DHCP clients. After the name of the startup configuration file is configured
using the dhcp server bootfile command, the Offer and ACK packets sent from
the DHCP server carry this file name. The DHCP client can acquire the startup
configuration file from the specified server based on the file name.

Prerequisites

1. The DHCP function has been enabled using the 6.3.17 dhcp enable command

in the system view.

2. The DHCP server has been enabled on the interface using the 6.3.27 dhcp
select interface command.

Example

# Configure the name of the startup configuration file as start.ini for the DHCP

client on the Vlanif100.

<HUAWEI> system-view
[HUAWEI] dhcp enable
[HUAWEI] interface vlanif 100

[HUAWEI-VIanif100] ip address 192.168.1.1 255.255.255.0
[HUAWEI-Vlanif100] dhcp select interface
[HUAWEI-VIanif100] dhcp server bootfile start.ini

# Configure the name of the startup configuration file as start.ini for the DHCP

client on the GEO/0/1.
<HUAWEI> system-view
[HUAWEI] dhcp enable

[HUAWEI] interface gigabitethernet 0/0/1
[HUAWEI-GigabitEthernet0/0/1] undo portswitch

[HUAWEI-GigabitEthernet0/0/1] ip address 192.168.1.1 255.255.255.0

[HUAWEI-GigabitEthernet0/0/1] dhcp select interface
[HUAWEI-GigabitEthernet0/0/1] dhcp server bootfile start.ini
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Related Topics
6.3.17 dhcp enable
6.3.27 dhcp select interface

6.3.31 dhcp server bootp

Function
Using the dhcp server bootp command, you can enable a DHCP server to respond
to a Bootstrap Protocol (BOOTP) request.
Using the undo dhcp server bootp command, you can disable a DHCP server
from responding to a BOOTP request.
By default, a DHCP server does not respond to a BOOTP request.
Format
dhcp server bootp
undo dhcp server bootp
Parameters
None
Views

System view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

A DHCP server and a BOOTP server may reside on the same network segment.
The BOOTP server assigns static IP addresses to BOOTP clients. As defined in the
DHCP protocol, a DHCP server can also respond to BOOTP requests to assign IP
addresses to BOOTP clients. BOOTP clients may obtain IP addresses from the
DHCP server but not the BOOTP server.

Prerequisites

DHCP has been enabled globally using the dhcp enable command in the system
view.

Follow-up Procedure

Using the dhcp server bootp automatic command in the system view, you can
enable the DHCP server to allocate IP addresses to BOOTP clients.
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Example

# Enable a DHCP server to respond to a BOOTP request.

<HUAWEI> system-view
[HUAWEI] dhcp enable
[HUAWEI] dhcp server bootp

Related Topics
6.3.17 dhcp enable

6.3.32 dhcp server bootp automatic

Function

The dhcp server bootp automatic command enables the DHCP server to
dynamically allocate IP addresses to BOOTP clients.

The undo dhcp server bootp automatic command disables the DHCP server from
dynamically allocating IP addresses to BOOTP clients.

By default, a DHCP server does not dynamically allocate IP addresses to BOOTP
clients.

Format
dhcp server bootp automatic

undo dhcp server bootp automatic

Parameters
None

Views

System view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

This command applies to DHCP servers. When BOOTP clients need to obtain their
IP addresses, DNS server's IP address, and gateway IP address from a DHCP server,
you need to run the dhcp server bootp automatic command to enable the DHCP
server to dynamically allocate IP addresses to BOOTP clients.

Prerequisites

e DHCP has been enabled globally using the dhcp enable command in the
system view.
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e The DHCP server has been enabled to respond to BOOTP requests by using
the dhcp server bootp command, or dhcp server bootp automatic cannot
take effect.

Precautions

When the device functions as the DHCP server, the device can allocate IP
addresses to BOOTP clients if the BOOTP clients reside on the same network as
the DHCP server. You can run the dhcp server bootp automatic command to
dynamically allocate IP addresses. You can also run the static-bind command or
the dhcp server static-bind command to allocate IP addresses to BOOTP clients
in the static binding mode.

Example

# Enable the DHCP server to allocate IP addresses to BOOTP clients.
<HUAWEI> system-view
[HUAWEI] dhcp enable

[HUAWEI] dhcp server bootp
[HUAWEI] dhcp server bootp automatic

Related Topics
6.3.17 dhcp enable
6.3.31 dhcp server bootp

6.3.33 dhcp server conflict auto-recycle interval

Function

The dhcp server conflict auto-recycle interval command enables automatic
reclaim of conflicting IP addresses in the interface address pool and configures the
interval for the automatic reclaim.

The undo dhcp server conflict auto-recycle interval command disables
automatic reclaim of conflicting IP addresses in the interface address pool and
deletes the configured interval for the automatic reclaim.

By default, automatic reclaim of conflicting IP addresses in the interface address
pool is disabled.
Format

dhcp server conflict auto-recycle interval day day [ hour Aour [ minute
minute] ]

undo dhcp server conflict auto-recycle interval
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Parameters
Parameter Description Value
day day Specifies the interval for | The value is an integer
the automatic reclaim, in | that ranges from 0 to
days. 999, in days. The default
value is 0.
hour hour Specifies the interval for | The value is an integer
the automatic reclaim, in | that ranges from 0 to 23,
hours. in hours. The default
value is 0.
minute minute Specifies the interval for | The value is an integer
the automatic reclaim, in | that ranges from 0 to 59,
minutes. in minutes. The default
value is 0.
Views

Interface view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

This command is used on a DHCP server. When a DHCP server allocates IP
addresses to clients, IP address conflict may occur because IP addresses of some
hosts have been manually configured. In this case, the DHCP server considers
these IP addresses as conflicting IP addresses, and allocates available IP addresses
from the conflicting IP addresses to clients only after available IP addresses in the
address pool are used up. To reclaim conflicting IP addresses promptly, the
administrator can run this command to enable automatic reclaim and specify the

reclaim interval.

Prerequisites

1. IP addresses in the interface address pool have been configured using the ip

address command.

2. The DHCP server function has been enabled on the interface using the dhcp

select interface command.

Example

# Enable automatic reclaim for conflicting IP addresses in the address pool on
VLANIF 100, and set the interval for automatic reclaim to one day.

<HUAWEI> system-view
[HUAWEI] dhcp enable
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[HUAWEI] interface vlanif 100

[HUAWEI-Vlanif100] ip address 192.168.1.1 24

[HUAWEI-Vlanif100] dhcp select interface

[HUAWEI-Vlanif100] dhcp server conflict auto-recycle interval day 1

# Enable automatic reclaim for conflicting IP addresses in the address pool on

GEO0/0/1, and set the interval for automatic reclaim to one day.
<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface gigabitethernet 0/0/1

[HUAWEI-GigabitEthernet0/0/1] undo portswitch
[HUAWEI-GigabitEthernet0/0/1] ip address 192.168.1.1 24
[HUAWEI-GigabitEthernet0/0/1] dhcp select interface
[HUAWEI-GigabitEthernet0/0/1] dhcp server conflict auto-recycle interval day 1

6.3.34 dhcp server database

6 IP Service Commands

Function
The dhcp server database command enables the function to save the current
DHCP data to storage devices.
The undo dhcp server database command disables the function to save the
DHCP data to storage devices.
By default, DHCP data is not saved to storage devices.
Format
dhcp server database { enable | recover | write-delay /nterval }
undo dhcp server database { enable | recover | write-delay }
Parameters
Parameter Description Value
enable Enables the function to -
save DHCP data to
storage devices.
recover Recovers DHCP -
configurations using
DHCP data in storage
device.
write-delay /nterval Specifies the interval at | The value is an integer
which DHCP data is ranging from 300 to
saved. 86400, in seconds. The
default value is 7200
seconds.
Views

System view
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Default Level

2: Configuration level

Usage Guidelines

Example

Usage Scenario

When the device functions as a DHCP server, run the dhcp server database
enable command to enable the device to save DHCP data to storage devices. This
avoids data loss caused by device faults. Then the system generates lease.txt and
conflict.txt files in the storage device. The two files save address lease
information and address conflict information respectively. Run the 6.3.64 display
dhcp server database command to check the storage device for saving DHCP
data. After the dhcp server database enable command is run, current DHCP data
is automatically saved at the specified interval, and previous data files are
overwritten. The interval can be set using the dhcp server database write-delay
interval command.

If a fault occurs on the device, run the dhcp server database recover command
to recover DHCP data from storage devices during the system restarts.

Prerequisites

The dhcp server database enable command has been run to enable the device to
save DHCP data to storage devices, and ensure that the storage devices work

properly.
Precautions

e The lease.txt and conflict.txt files are overwritten periodically; therefore, you
are advised to back up and save the two files to other locations.

e The time displayed in the lease.txt and conflict.txt files is the UTC time rather
than the system time, and you do not need to pay attention to time zone
information.

e During the interval, if the device restarts unexpectedly, DHCP data generated
at the interval are lost. Users can only recover the last successfully saved
DHCP data from storage device files.

# Enable the device to save the current DHCP data to storage devices and set the
interval at which DHCP data is saved to 2000s.

<HUAWEI> system-view

[HUAWEI] dhcp server database enable
[HUAWEI] dhcp server database write-delay 2000

# Recover DHCP configuration using the DHCP data saved on storage devices.

<HUAWEI> system-view
[HUAWEI] dhcp server database recover

Related Topics

6.3.64 display dhcp server database
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6.3.35 dhcp server dns-list

Function
The dhcp server dns-list command configures DNS server addresses for an
interface address pool.
The undo dhcp server dns-list command deletes the specified DNS server
addresses of an interface address pool.
By default, no DNS server address is configured in an interface address pool.
Format
dhcp server dns-list { jp-address &<1-8> | unnumbered interface /interface-type
interface-number}
undo dhcp server dns-list { all | jp-address | unnumbered interface }
Parameters
Parameter Description Value
ip-address Specifies the IP address of the DNS server. | The value is in
You can configure up to eight IP addresses | dotted decimal
for the DNS servers and separate two IP notation.
addresses with a space.
unnumbered Borrows the DNS server address obtained |-
interface /nterface- | by the interface as the DNS server IP
type interface- address.
number
all Deletes all IP addresses of DNS servers -
specified for the client.
Views

Interface view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

This command applies to DHCP servers. If user hosts access hosts on the network
through the domain name, user hosts need to send DNS Request messages to the
DNS server and resolve the domain name. To enable DNS services on the DHCP
client, specify the DNS server address for the interface address pool on the DHCP
server. The DHCP server can assign both the specified DHCP server address and an
IP address to the client. To configure DNS server addresses for a global address
pool, run the dns-list command.
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Prerequisites
e The address of an interface address pool has been configured using the ip
address command.
e The DHCP server function has been enabled on the interface using the dhcp
select interface command.
Precautions
e Each address pool can be configured with a maximum of eight DNS server
addresses. If multiple DNS server addresses are configured, the first DNS
server address assigned to the DHCP client functions as the primary address
and other addresses are secondary addresses.
e To specify multiple DNS servers, enter multiple DNS server addresses in the
dhcp server dns-list command.
Example

# Specify a DNS server at 10.10.1.254 for domain name resolution when IP

addresses in the interface address pool on VLANIF100 are assigned to clients.
<HUAWEI> system-view

[HUAWEI] interface vlanif 100

[HUAWEI-VIanif100] ip address 10.1.1.1 24

[HUAWEI-Vlanif100] dhcp select interface

[HUAWEI-Vlanif100] dhcp server dns-list 10.10.1.254

# Specify a DNS server at 192.168.1.254 for domain name resolution when IP

addresses in the interface address pool on GEO/0/1 are assigned to clients.
<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface gigabitethernet 0/0/1

[HUAWEI-GigabitEthernet0/0/1] undo portswitch

[HUAWEI-GigabitEthernet0/0/1] ip address 10.10.10.10 24

[HUAWEI-GigabitEthernet0/0/1] dhcp select interface

[HUAWEI-GigabitEthernet0/0/1] dhcp server dns-list 192.168.1.254

Related Topics
6.3.27 dhcp select interface
6.3.70 dns-list
6.3.36 dhcp server domain-name (interface view)

6.3.36 dhcp server domain-name (interface view)

Function
The dhcp server domain-name command configures a DNS domain name
assigned to a DHCP client.
The undo dhcp server domain-name command deletes a specified domain name.
By default, no domain name is configured for the DHCP client.

Format

dhcp server domain-name domain-name

undo dhcp server domain-name
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Parameters
Parameter Description Value
domain-narme Specme; thehdo[;ﬁaér; The value is a string of 1 to 63
hame t aF the characters without spaces.
server assigns to the
client. NOTE
When quotation marks are used around
the string, spaces are allowed in the
string.
Views

Default Level

Interface view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

This command applies to DHCP servers. Run the dhcp server domain-name
command on a DHCP server to specify a domain name for each interface address
pool. When allocating IP addresses to clients, the DHCP server also sends the
domain names to the clients.

Prerequisites

e The address of an interface address pool has been configured using the ip
address command.

e The DHCP server function has been enabled on the interface using the dhcp
select interface command.

Precautions

If no domain name is specified for an interface address pool, a DHCP server does
not send a domain name to clients, and users cannot access the Web service by
using a domain name.

To configure a domain name for the global address pool, run the domain-name
command.

# Set the domain name assigned by the DHCP address pool on the interface to

example.com.

<HUAWEI> system-view

[HUAWEI] interface vlanif 100

[HUAWEI-VIanif100] ip address 10.1.1.1 24
[HUAWEI-VIanif100] dhcp select interface
[HUAWEI-VIanif100] dhcp server domain-name example.com

# Specify the domain name in the address pool on GE0O/0/1 as huawei.com.
<HUAWEI> system-view
[HUAWEI] dhcp enable
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[HUAWEI] interface gigabitethernet 0/0/1
[HUAWEI-GigabitEthernet0/0/1] undo portswitch
[HUAWEI-GigabitEthernet0/0/1] ip address 10.10.10.10 24
[HUAWEI-GigabitEthernet0/0/1] dhcp select interface
[HUAWEI-GigabitEthernet0/0/1] dhcp server domain-name huawei.com

Related Topics
6.3.71 domain-name
6.3.27 dhcp select interface

6.3.37 dhcp server excluded-ip-address

Function
The dhcp server excluded-ip-address command specifies the range of IP
addresses that cannot be automatically assigned to clients from an interface
address pool.
The undo dhcp server excluded-ip-address command deletes the specified range
of IP addresses that cannot be automatically assigned to clients from the interface
address pool.
By default, all IP addresses in the address pool can be automatically assigned to
clients.
Format
dhcp server excluded-ip-address start-ip-address [ end-ijp-address ]
undo dhcp server excluded-ip-address start-ip-address [ end-ijp-address ]
Parameters
Parameter Description Value
start-ip-address Specifies the start IP The value is in dotted
address that cannot be decimal notation.
automatically assigned.
end-ip-address Specifies the end IP The value is in dotted
address that cannot be decimal notation. end-ip-
automatically assigned. address and start-ip-
If end-ip-address is not address must be on the
specified, only start-ip- same network segment
address cannot be and end-ip-address must
automatically assigned. be larger than start-ip-
address.
Views

Interface view
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Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

The dhcp server excluded-ip-address command applies to DHCP servers. Fixed IP
addresses are allocated to some specific hosts (such as the WWW server) on the
network for a long time. If these hosts' IP addresses are overlapped with IP
addresses in the address pool and the DHCP server allocates these overlapped IP
addresses to other hosts, IP address conflicts may occur. To prevent the IP address
conflict, you need to exclude these IP addresses from being automatically
allocated in the address pool.

You can run the dhcp server excluded-ip-address command to specify the IP
addresses or the range of IP addresses that cannot be automatically assigned to
clients in the interface address pool.

You can run the excluded-ip-address command to specify the IP addresses or the
range of IP addresses that cannot be automatically assigned to clients in the
global address pool.

Prerequisites

e An address segment in the interface address pool is configured using the ip
address command.

e The DHCP server function has been enabled on the interface using the dhcp
select interface command.

Precautions

e |P addresses that cannot be automatically assigned must be in the address
pool. If the range of IP addresses in the address pool is changed using the
dhcp server ip-range command, IP addresses that are configured not to be
automatically assigned must be within the changed IP address range.

e You do not need to exclude the gateway address configured using the 6.3.39
dhcp server gateway-list command from being automatically allocated. The
device automatically adds the gateway address into the list of IP addresses
that cannot be automatically allocated.

You do not need to exclude the IP address of a server's interface connecting
to a client from being automatically allocated. The device automatically sets
the interface IP address to the Conflict status during address allocation.

e If you run this command multiple times, you can specify multiple IP addresses
or IP address segments that cannot be automatically assigned to clients from
the specified address pool.

e You can run the display ip pool command to check used IP addresses in the
current address pool, and then specify unused IP addresses that cannot be
automatically assigned. To exclude used IP addresses from being
automatically assigned, run the reset ip pool command to reclaim used IP
addresses first.

(Optional) Follow-up Procedure
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If you want to add more ranges of IP addresses that cannot be automatically
allocated from the address pool, run the dhcp server excluded-ip-address
command for multiple times. If you want to delete some configured ranges of IP
addresses that cannot be automatically allocated from the address pool, run the
undo dhcp server excluded-ip-address command.

The following uses the interface address pool global1 as an example. You can run
the following commands to exclude IP addresses in the range from 10.10.10.10 to

10.10.10.30 from the interface address pool.

<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface vlanif 100

[HUAWEI-VlIanif100] ip address 10.10.10.1 24

[HUAWEI-VIanif100] dhcp select interface

[HUAWEI-VIanif100] dhcp server excluded-ip-address 10.10.10.10 10.10.10.30
[HUAWEI-VIanif100] quit

e If you want to exclude IP addresses in the range from 10.10.10.10 to

10.10.10.40 from the interface address pool, run the following commands:
[HUAWEI] interface vlanif 100

[HUAWEI-Vlanif100] dhcp server excluded-ip-address 10.10.10.10 10.10.10.40
[HUAWEI-Vlanif100] quit

e If you want to exclude IP addresses only in the range from 10.10.10.15 to

10.10.10.20 from the interface address pool, run the following commands:
[HUAWEI] interface vlanif 100

[HUAWEI-Vlanif100] undo dhcp server excluded-ip-address 10.10.10.10 10.10.10.14
[HUAWEI-Vlanif100] undo dhcp server excluded-ip-address 10.10.10.21 10.10.10.30
[HUAWEI-VIanif100] quit

Example

# Specify that IP addresses 192.168.1.1 to 192.168.1.20 cannot be automatically

assigned to clients from the address pool on VLANIF100.
<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface vlanif 100

[HUAWEI-VIanif100] ip address 192.168.1.1 24

[HUAWEI-VIanif100] dhcp select interface

[HUAWEI-VIanif100] dhcp server excluded-ip-address 192.168.1.1 192.168.1.20

# Specify that IP addresses 10.10.10.11 to 10.10.10.20 cannot be automatically

assigned to clients from the address pool on GE0/0/1.

<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface gigabitethernet 0/0/1

[HUAWEI-GigabitEthernet0/0/1] undo portswitch

[HUAWEI-GigabitEthernet0/0/1] ip address 10.10.10.10 24
[HUAWEI-GigabitEthernet0/0/1] dhcp select interface

[HUAWEI-GigabitEthernet0/0/1] dhcp server excluded-ip-address 10.10.10.11 10.10.10.20

Related Topics
6.3.27 dhcp select interface
6.3.72 excluded-ip-address

6.3.38 dhcp server force insert option
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Function
The dhcp server force insert option command configures a DHCP server to
forcibly insert an Option field specified in the interface address pool to a DHCP
Response packet that it sends to a DHCP client.
The undo dhcp server force insert option command deletes the Option field
forcibly inserted to a DHCP Response packet that a DHCP server sends to a DHCP
client.
By default, a DHCP server does not forcibly insert an Option field to a DHCP
Response packet that it sends to a DHCP client.
Format
dhcp server force insert option code &<1-254>
undo dhcp server force insert option code &<1-254>
Parameters
Parameter Description Value
code Specifies the code for a The value is an integer
forcibly replied option. that ranges from 1 to
You can configure a 254,
DHCP server to forcibly
reply one or more
options.
Views

Default Level

Interface view

2: Configuration level

Usage Guidelines

Usage Scenario

In general, when a DHCP client applies for an IP address from a DHCP server,
parameters contained in the DHCP Request packet specify the options the client
requires. The DHCP server inserts the required options to a DHCP Response
packet.

Sometimes, a device, functioning as a DHCP server, receives a DHCP Request
packet that contains no parameter specifying the options the client requires.
However, the client still wants to obtain the options configured on the interface
address pool. You can run the dhcp server force insert option code &<1-254>
command to configure the DHCP server to forcibly insert an Option field to the
DHCP Response packet.
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Prerequisites

1. The device has been configured to assign IP addresses in the interface address
pool using the dhcp select interface command.

2. The Option field has been configured in the interface address pool using the
dhcp server option code [ sub-option sub-code ] { ascii ascii-string | hex
hex-string | cipher cipher-string | ip-address /p-address &<1-8>} command in
the interface view.

Example

# Configure a DHCP server to forcibly insert Option 4 to a DHCP Response packet
on VLANIF100.

<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] vlan 100

[HUAWEI-vlan100] quit

[HUAWEI] interface vlanif 100

[HUAWEI-VIanif100] dhcp select interface
[HUAWEI-VIanif100] dhcp server option 4 hex 11 22
[HUAWEI-VlIanif100] dhcp server force insert option 4

# Configure a DHCP server to forcibly insert Option 4 to a DHCP Response packet

on GEO/0/1.

<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface gigabitethernet 0/0/1
[HUAWEI-GigabitEthernet0/0/1] undo portswitch
[HUAWEI-GigabitEthernet0/0/1] dhcp select interface
[HUAWEI-GigabitEthernet0/0/1] dhcp server option 4 hex 11 22
[HUAWEI-GigabitEthernet0/0/1] dhcp server force insert option 4

Related Topics

6.3.27 dhcp select interface
6.3.48 dhcp server option

6.3.39 dhcp server gateway-list

Function

Format

The dhcp server gateway-list command sets the default gateway IP address that
a DHCP server pre-allocates to DHCP clients.

The undo dhcp server gateway-list command deletes the configured default
gateway IP address.

By default, the default gateway IP address that a DHCP server pre-allocates to
DHCP clients is not configured.

dhcp server gateway-list /p-address &<1-8>

undo dhcp server gateway-list { /jp-address| all }
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Parameters
Parameter | Description Value
ip-address | Specifies an IP address. You can configure a | The value is in decimal
maximum of eight gateway addresses, dotted notation.
which are separated by spaces.
all Indicates all IP addresses. -
Views

Default Level

Interface view

2: Configuration level

Usage Guidelines

Example

To load balance traffic and improve network reliability, you can configure multiple
default gateway addresses.

NOTICE

Do not configure the default gateway address allocated to DHCP clients as a
broadcast address.

If the VRRP virtual IP address is configured on the interface and no gateway
address is pre-allocated to the DHCP client using the dhcp server gateway-list
command, the DHCP server uses the first VRRP virtual IP address as the gateway
address to be allocated to the client. If no VRRP virtual IP address is configured on
the interface, the DHCP server uses the physical IP address of the interface as the
gateway address to be allocated to the client.

If the dhcp server gateway-list command is not configured, the gateway address
allocated by the DHCP server to the DHCP client may fail to be displayed in trace
information during fault diagnosis. Therefore, you are advised to configure this

command if the DHCP server function based on an interface address pool is used.

# Enable a DHCP server on a VLANIF100 to pre-allocate default gateway address
10.1.1.1 to DHCP clients.

<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface vlanif 100

[HUAWEI-Vlanif100] ip address 10.1.1.1 24
[HUAWEI-Vlanif100] dhcp select interface
[HUAWEI-VIanif100] dhcp server gateway-list 10.1.1.1

# Enable a DHCP server on GE0Q/0/1 to pre-allocate default gateway address

10.1.1.1 to DHCP clients.
<HUAWEI> system-view
[HUAWEI] dhcp enable
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[HUAWEI] interface gigabitethernet 0/0/1
[HUAWEI-GigabitEthernet0/0/1] undo portswitch
[HUAWEI-GigabitEthernet0/0/1] ip address 10.1.1.1 24
[HUAWEI-GigabitEthernet0/0/1] dhcp select interface
[HUAWEI-GigabitEthernet0/0/1] dhcp server gateway-list 10.1.1.1

6.3.40 dhcp server group

Function
The dhcp server group command creates a DHCP server group and displays the
DHCP server group view or directly displays the view of the existing DHCP server
group.
The undo dhcp server group command deletes an existing DHCP server group.
By default, no DHCP server group is configured.
Format
dhcp server group group-name
undo dhcp server group group-name
Parameters
Parameter Description Value
group-name Specifies the name of a The value is a string of 1
DHCP server group. to 32 case-sensitive
characters without
spaces.
Views

System view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

This command applies to DHCP relay agents. Generally, a DHCP relay agent serves
multiple DHCP servers. To manage these DHCP servers in a unified manner, run
the dhcp server group command to create a DHCP server group. The DHCP server
group then assigns IP addresses to users using the DHCP relay agent.

Follow-up Procedure

e Run the dhcp-server command to add DHCP servers to the DHCP server
group.
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e Run the 6.3.24 dhcp relay server-select command in the interface view to

specify a DHCP server group for the DHCP relay agent.

Precautions
You can configure a maximum of 32 DHCP server groups in the system, and a
maximum of 20 DHCP servers in a DHCP server group.

Example

# Create a DHCP server group named dhcp-srv1.

<HUAWEI> system-view
[HUAWEI] dhcp server group dhcp-srv1

Related Topics

6.3.56 dhcp-server
6.3.65 display dhcp server group
6.3.24 dhcp relay server-select

6.3.41 dhcp server ip-range

Function

Format

Parameters

Views

The dhcp server ip-range command sets the range of IP addresses that a DHCP
server pre-allocates to DHCP clients.

The undo dhcp server ip-range command deletes the configured IP address
range.

By default, the range of IP addresses that a DHCP server pre-allocates to DHCP
clients is not configured.

dhcp server ip-range start-jp-address end-ip-address

undo dhcp server ip-range

Parameter Description Value

Start-ip-address| Specifies the start IP address. | The value is in decimal dotted
notation.

end-ip-address | Specifies the end IP address. | The value is in decimal dotted

notation.

Interface view
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Default Level

2: Configuration level

Usage Guidelines
Prerequisites
Usage Scenario

You can run the dhcp server ip-range start-ip-address end-ip-address command
to change the range of IP addresses in an address pool based on actual usage of
IP addresses.

Prerequisites

The DHCP server function of the interface address pool has been enabled on
interfaces using the dhcp select interface command.

Example

# Enable a DHCP server on a VLANIF100 to pre-allocate IP addresses 192.168.1.2
to 192.168.1.100 to DHCP clients.

<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface vlanif 100

[HUAWEI-VIanif100] ip address 192.168.1.1 24

[HUAWEI-VIanif100] dhcp select interface

[HUAWEI-VIanif100] dhcp server ip-range 192.168.1.2 192.168.1.100

# Enable a DHCP server on GEOQ/0O/1 to pre-allocate IP addresses 192.168.1.2 to

192.168.1.100 to DHCP clients.

<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface gigabitethernet 0/0/1

[HUAWEI-GigabitEthernet0/0/1] undo portswitch
[HUAWEI-GigabitEthernet0/0/1] ip address 192.168.1.1 24
[HUAWEI-GigabitEthernet0/0/1] dhcp select interface
[HUAWEI-GigabitEthernet0/0/1] dhcp server ip-range 192.168.1.2 192.168.1.100

6.3.42 dhcp server lease

Function
The dhcp server lease command specifies the IP address lease for addresses in an
interface address pool.
The undo dhcp server lease command restores the default IP address lease of
addresses in an interface address pool.
By default, the IP address lease of addresses in an interface address pool is one
day.

Format

dhcp server lease { day day [ hour Aour [ minute minute] ] | unlimited }

undo dhcp server lease
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Parameters
Parameter Description Value
day day Specifies the number of | The value is an integer
days in the IP address that ranges from 0 to
lease. 999. The default value is
1.
hour hour Specifies the number of | The value is an integer
hours in the IP address that ranges from 0 to 23.
lease. The default value is 0.
minute minute Specifies the number of | The value is an integer
minutes in the IP address | that ranges from 0 to 59.
lease. The default value is 0.
unlimited Indicates that the IP -
address lease is
unlimited.
Views

Interface view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

This command applies to DHCP servers. To meet different client requirements,
DHCP supports dynamic, automatic, and static address assignment.

DHCP clients require different IP address leases.

e If a host (such as the DNS server) needs to use a fixed IP address for a long
time, run the dhcp server lease unlimited command to configure the IP
address lease as unlimited.

e If a host (such as a portable computer) needs to use a temporary IP address,
run the dhcp server lease command to specify an IP address lease. After the
lease expires, the DHCP server withdraws the IP address and assigns the

address to other clients.

When a DHCP client starts and 50% or 87.5% of its IP address lease has passed,
the DHCP client sends a DHCP Request message to the DHCP server to renew the

lease.

e If the IP address can still be assigned to the client, the DHCP server informs
the client of a renewed IP address lease.

e If the IP address can no longer be assigned to the client, the DHCP server
informs the client that the IP address lease cannot be renewed.
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Example

You can run the 6.3.68 display ip pool command to view information about the IP
address lease. The values of the lease and left fields in the command output
indicate the configured lease time and remaining lease time, respectively.

Prerequisites

e The address of an interface address pool has been configured using the ip
address command.

e The DHCP server function has been enabled on the interface using the dhcp
select interface command.

Precautions

Different IP address leases can be specified for different interface address pools on
a DHCP server. All IP addresses in an interface address pool have the same lease.

If the IP address lease of an address pool is changed using this command, newly
assigned IP addresses use the new IP address lease. IP addresses assigned before
the change still use the original IP address lease before the lease is updated, and
use the new lease after the lease is updated.

# Set the IP address lease of the address pool on VLANIF100 to 2 days 2 hours

and 30 minutes.

<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface vlanif 100

[HUAWEI-VIanif100] ip address 10.10.10.10 24
[HUAWEI-VIanif100] dhcp select interface

[HUAWEI-VIanif100] dhcp server lease day 2 hour 2 minute 30

# Set the IP address lease of the address pool on GEO/0/1 to 2 days 2 hours and

30 minutes.

<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface gigabitethernet 0/0/1

[HUAWEI-GigabitEthernet0/0/1] undo portswitch
[HUAWEI-GigabitEthernet0/0/1] ip address 10.10.10.10 24
[HUAWEI-GigabitEthernet0/0/1] dhcp select interface
[HUAWEI-GigabitEthernet0/0/1] dhcp server lease day 2 hour 2 minute 30

Related Topics

6.3.27 dhcp select interface
6.3.81 lease

6.3.43 dhcp server logging

Function

The dhcp server logging command enables the logging function during IP
address allocation of the DHCP server in the interface view.

The undo dhcp server logging command disables the logging function during IP
address allocation of the DHCP server in the interface view.

By default, the logging function during IP address allocation of the DHCP server is
disabled.
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dhcp server logging [ allocation-fail | allocation-success | release | renew-fail |
renew-success | detect-conflict | recycle-conflict ] *
undo dhcp server logging [ allocation-fail | allocation-success | release |
renew-fail | renew-success | detect-conflict | recycle-conflict ] *
Parameters
Parameter Description Value
allocation-fail Displays logs when -
address allocation fails.
allocation-success Displays logs when -
address allocation
succeeds.
release Displays logs when -
addresses are released.
renew-fail Displays logs when -
address lease renewal
fails.
renew-success Displays logs when -
address lease renewal
succeeds.
detect-conflict Displays logs when -
address conflict occurs.
recycle-conflict Displays logs when -
conflicting addresses are
reclaimed.
Views

Interface view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

This command is used on a DHCP server. When the DHCP server allocates IP
addresses to clients, it records address allocation information to facilitate routine
maintenance and fault location. After the logging function during IP address
allocation of the DHCP server is configured using the dhcp server logging
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command, the DHCP server records logs about address allocation, conflict, lease
renewal, and release.

Run the display ip pool interface /nterface-pool-name command to check the

status of the logging function during IP allocation of the DHCP server.

Prerequisites

The DHCP server function of the interface address pool has been enabled on

interfaces using the dhcp select interface command.

Precautions

e  With this logging function enabled, if a large number of DHCP clients request
IP addresses from the DHCP server, the server frequently records logs. The
server performance may therefore be affected.

e [P address allocation logs are recorded in the AM module. To view log
information, the information center must be enabled. In addition, default
settings for log output vary depending on various factors including the log
level and output direction. For details, see Information Center Configuration.
For example, the level of logs indicating that an IP address is successfully
allocated, an IP address is successfully renewed, and an IP address is
successfully released is informational, and these logs are not recorded in the
log buffer by default. You can run the info-center source AM channel 4 log
level informational command to change the level of the logs to be recorded
in the log buffer. You can then run the display logbuffer command to check
the preceding logs.

Example

# Enable the logging function during IP address allocation of the DHCP server on
the interface VLANIF100.

<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface vlanif 100
[HUAWEI-Vlanif100] ip address 192.168.1.1 24
[HUAWEI-Vlanif100] dhcp select interface
[HUAWEI-Vlanif100] dhcp server logging

# Enable the logging function during IP address allocation of the DHCP server on

the interface GEQ/0/1.

<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface gigabitethernet 0/0/1
[HUAWEI-GigabitEthernet0/0/1] undo portswitch
[HUAWEI-GigabitEthernet0/0/1] ip address 192.168.1.1 24
[HUAWEI-GigabitEthernet0/0/1] dhcp select interface
[HUAWEI-GigabitEthernet0/0/1] dhcp server logging

Related Topics

6.3.68 display ip pool

6.3.44 dhcp server mask
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Function
The dhcp server mask command sets the subnet mask of IP addresses that a
DHCP server pre-allocates to DHCP clients.
The undo dhcp server mask command deletes the configured subnet mask.
By default, the subnet mask of IP addresses that a DHCP server pre-allocates to
DHCP clients is not configured.
Format
dhcp server mask { mask | mask-length }
undo dhcp server mask
Parameters
Parameter |Description Value
mask Specifies a subnet mask. The value is in decimal dotted
notation.
mask-length| Specifies the length of the The value is an integer ranging from
subnet. 0 to 32.
Views

Default Level

Interface view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

After enabling the DHCP server function on an interface, you can configure the
range and subnet mask of IP addresses that a DHCP server pre-allocates to DHCP
clients. Run the dhcp server ip-range command to configure the IP address range
and run the dhcp server mask command to configure the subnet mask of the IP
addresses.

Prerequisites

The DHCP server function of the interface address pool has been enabled on
interfaces using the dhcp select interface command.

# Set the subnet mask of IP addresses that a DHCP server on a VLANIF100 pre-
allocates to DHCP clients to 255.255.255.0.

<HUAWEI> system-view
[HUAWEI] dhcp enable
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[HUAWEI] interface vlanif 100

[HUAWEI-VlIanif100] ip address 10.1.1.1 24
[HUAWEI-VlIanif100] dhcp select interface
[HUAWEI-VIanif100] dhcp server mask 255.255.255.0

# Set the subnet mask of IP addresses that a DHCP server on GEO/Q/1 pre-

allocates to DHCP clients to 255.255.255.0.
<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface gigabitethernet 0/0/1
[HUAWEI-GigabitEthernet0/0/1] undo portswitch
[HUAWEI-GigabitEthernet0/0/1] ip address 10.1.1.1 24
[HUAWEI-GigabitEthernet0/0/1] dhcp select interface
[HUAWEI-GigabitEthernet0/0/1] dhcp server mask 255.255.255.0

6.3.45 dhcp server nbns-list

Function
The dhcp server nbns-list command configures Network Basic Input Output
System (NetBIOS) server addresses for an interface address pool.
The undo dhcp server nbns-list command deletes the NetBIOS server address
from an interface address pool.
By default, no NetBIOS server address is configured for an interface address pool.
Format
dhcp server nbns-list /p-address &<1-8>
undo dhcp server nbns-list { /p-address | all }
Parameters
Parameter Description Value
ip-address Specifies the NetBIOS The value is in dotted
server address. decimal notation.
all Deletes all NetBIOS -
server addresses.
Views

Interface view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

This command applies to DHCP servers. Before hosts communicate with each
other, a NetBIOS server needs to resolve the accessed NetBIOS hostname to an IP
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address. To enable hosts to communicate with each other, run the dhcp server
nbns-list command to configure NetBIOS server addresses for an interface
address pool. When assigning IP addresses to clients, a DHCP server also assigns
the configured NetBIOS server addresses to clients. To configure NetBIOS server
addresses for a global address pool, run the nbns-list command.
Prerequisites
e The address of an interface address pool has been configured using the ip
address command.
e The DHCP server function has been enabled on the interface using the dhcp
select interface command.
Precautions
Each interface can be configured with a maximum of eight NetBIOS server
addresses. The first assigned address functions as the primary address, and other
addresses function as secondary addresses.
Example

# Specify a NetBIOS server at 192.168.1.99 for domain name resolution when IP

addresses in the interface address pool on VLANIF100 are assigned to clients.
<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface vlanif 100

[HUAWEI-VIanif100] ip address 10.10.10.10 24

[HUAWEI-VIanif100] dhcp select interface

[HUAWEI-VIanif100] dhcp server nbns-list 192.168.1.99

# Specify a NetBIOS server at 192.168.1.99 for domain name resolution when IP

addresses in the interface address pool on GEO/0/1 are assigned to clients.
<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface gigabitethernet 0/0/1

[HUAWEI-GigabitEthernet0/0/1] undo portswitch

[HUAWEI-GigabitEthernet0/0/1] ip address 10.10.10.10 24

[HUAWEI-GigabitEthernet0/0/1] dhcp select interface

[HUAWEI-GigabitEthernet0/0/1] dhcp server nbns-list 192.168.1.99

Related Topics
6.3.27 dhcp select interface
6.3.46 dhcp server netbios-type
6.3.84 nbns-list
6.3.85 netbios-type

6.3.46 dhcp server netbios-type

Function

The dhcp server netbios-type command specifies the NetBIOS node type for a
DHCP client connecting to an interface.

The undo dhcp server netbios-type command deletes the specified NetBIOS
node type of a DHCP client connecting to an interface.

Issue 14 (2021-10-20) Copyright © Huawei Technologies Co., Ltd. 2457



S1720, S2700, S5700, and S6720 Series Ethernet
Switches
Command Reference 6 IP Service Commands

By default, no NetBIOS node type is specified for a DHCP client connecting to an
interface.

Format
dhcp server netbios-type { b-node | h-node | m-node | p-node }

undo dhcp server netbios-type

Parameters

Parameter Description Value

b-node Indicates a node in -
broadcast mode. A b-
node obtains the
mapping in broadcast
mode.

h-node Indicates a node in -
hybrid mode. An h-node
is a b-type node enabled
with the end-to-end
communication
mechanism.

m-node Indicates a node in -
mixed mode. An m-node
is a p-type node with

some broadcast features.

p-node Indicates a node in peer- | -
to-peer mode. This node
obtains mappings by
communicating with the
NetBIOS server.

Views

Interface view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

This command applies to DHCP servers. When DHCP clients use NetBIOS on the
WAN to communicate, their host names and IP addresses need to be mapped. You
can run the dhcp server netbios-type command to configure the NetBIOS node
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type for an interface address pool. When assigning an IP address to the client, the
DHCP server also sends the specified NetBIOS node type to the client.
Prerequisites
e The address of an interface address pool has been configured using the ip
address command.
e The DHCP server function has been enabled on the interface using the dhcp
select interface command.
Precautions
To specify the NetBIOS node type for a client in the global address pool, run the
netbios-type command.
Example

# Set the NetBIOS node type for a client in the address pool on VLANIF100 to p-
node.

<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface vlanif 100

[HUAWEI-VIanif100] ip address 10.10.10.10 24
[HUAWEI-VIanif100] dhcp select interface
[HUAWEI-VIanif100] dhcp server netbios-type p-node

# Set the NetBIOS node type for a client in the address pool on GE0/0/1 to p-

node.

<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface gigabitethernet 0/0/1
[HUAWEI-GigabitEthernet0/0/1] undo portswitch
[HUAWEI-GigabitEthernet0/0/1] ip address 10.10.10.10 24
[HUAWEI-GigabitEthernet0/0/1] dhcp select interface
[HUAWEI-GigabitEthernet0/0/1] dhcp server netbios-type p-node

Related Topics

6.3.27 dhcp select interface
6.3.45 dhcp server nbns-list
6.3.84 nbns-list

6.3.85 netbios-type

6.3.47 dhcp server next-server

Function

Format

The dhcp server next-server command specifies a server IP address for DHCP
clients.

The undo dhcp server next-server command cancels the configuration.

By default, no server IP address is specified by the DHCP Server for DHCP clients.

dhcp server next-server /p-address
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undo dhcp server next-server
Parameters
Parameter Description Value
ip-address Specifies a server IP The value is in dotted
address. decimal notation.
Views

Interface view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

The dhcp server next-server command is used on DHCP servers. When assigning
a DHCP client an IP address, a DHCP server can also assign the DHCP client an IP
address of the server that provides network services for the client. For example,
some clients like IP phones still need other configuration parameters after
automatically obtaining IP addresses. You can run the dhcp server next-server
command to specify the server address used after a client obtains an IP address.
The client then requests the configuration parameters from the specified server
after obtaining an IP address.

If users use addresses in the interface address pool, run the dhcp server next-
server command to specify the DHCP server IP address. If users use addresses in
the global address pool, run the next-server command to specify the DHCP server
IP address.

Prerequisites

e The address of an interface address pool has been configured using the ip
address command.

e The DHCP server function has been enabled on the interface using the dhcp
select interface command.

Precautions

e The dhcp server next-server command takes effect for only users that use
addresses in the interface address pool.

e If you run the dhcp server next-server command multiple times, only the
latest configuration takes effect.

Example

# Specify the server IP address 192.168.1.2 in the interface address pool on
VLANIF100 used to provide services for terminal users.
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<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface vlanif 100

[HUAWEI-Vlanif100] ip address 10.1.1.2 24
[HUAWEI-Vlanif100] dhcp select interface
[HUAWEI-Vlanif100] dhcp server next-server 192.168.1.2

# Specify the server IP address 192.168.1.2 in the interface address pool on

GEO0/0/1 used to provide services for terminal users.
<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface gigabitethernet 0/0/1
[HUAWEI-GigabitEthernet0/0/1] undo portswitch
[HUAWEI-GigabitEthernet0/0/1] ip address 10.1.1.2 24
[HUAWEI-GigabitEthernet0/0/1] dhcp select interface
[HUAWEI-GigabitEthernet0/0/1] dhcp server next-server 192.168.1.2

Related Topics

6.3.87 next-server

6.3.48 dhcp server option

Function
The dhcp server option command sets user-defined option for an interface
address pool.
The undo dhcp server option command deletes user-defined option from an
interface address pool.
By default, no user-defined option is configured in an interface address pool.
Format

dhcp server option code [ sub-option sub-code ] { ascii ascii-string | hex hex-
string | cipher cipher-string | ip-address /p-address &<1-8> }

undo dhcp server option [ code [ sub-option sub-code] ]
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Parameters

Parameter

Description

Value

code

Specifies the code for a
user-defined option.

The value is an integer
that ranges from 1 to
254, except values 1, 3,
6, 15, 44, 46, 50, 51, 52,
53, 54, 55, 57, 58, 59, 61,
82, 120, 121 and 184.
NOTE

e The format of
option82, Option121
and Option184 are
different from the other
codes of a customized
option.

e There are well-known
options and customized
options. For details
about well-known
options, see RFC 2132.

sub-option sub-code

Specifies the code of a
user-defined sub-option.

The value is an integer
that ranges from 1 to
254. For details about
well-known options, see
RFC 2132.

ascii ascii-string

Specifies the user-
defined option code as

an ASCII character string.

The value is a string of 1
to 255 characters when
sub-option is not
specified, or a string of 1
to 253 characters when
sub-option is specified.

hex hex-string

Specifies the user-
defined option code as a
hexadecimal string.

The value is a
hexadecimal string with
an even number of
digits, for example, hh or
hhhh. If sub-option is
not specified, the even
number is in the range
of 2 to 254. If sub-
option is specified, the
even number is in the
range of 2 to 252. The
value can be a
combination of digits
(0-9) and letters (A-F
and a-f).
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Parameter

Description

Value

cipher cipher-string

Specifies the user-
defined option code as a
ciphertext character
string.

The value is a string, you
can enter a character
string in explicit text or
cipher text.

e The character string
in explicit text is a
string of 1 to 64
characters.

e The character string
in cipher text is a
string of 32 to 104
characters.

No matter whether the
character string is
entered in explicit or
cipher text, the character
string is displayed in
cipher text in the
configuration file and in
explicit text in packets.

The value is in dotted
decimal notation.

ip-address /p-address Specifies the user-
defined option code as

an |IP address.

Views

Interface view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

This command applies to DHCP servers. The Option field in a DHCP packet carries
control information and parameters, including basic information such as the DNS
service, NetBIOS service, and IP address lease. If a DHCP server is configured with
option, when a DHCP client applies for an IP address from an interface address
pool, the client can obtain configurations in the Option field of the DHCP response
packet from the DHCP server without having to configure the DNS service,
NetBIOS service, or IP address lease separately.

Prerequisites

e The address of an interface address pool has been configured using the ip
address command.
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Example

e The DHCP server function has been enabled on the interface using the dhcp
select interface command.

Precautions

e When the password is contained in option, the ascii or hex type is insecure.
Set the option type to cipher. A secure password should contain at least two
types of the following: lowercase letters, uppercase letters, number, and
special characters. In addition, the password must consist of six or more than
six characters.

e The dhcp server option command configures basic functions, such as the
NetBIOS service and IP address lease. The system also provides commands to
configure these functions separately. These commands take precedence over
the dhcp server option command.

e To set user-defined option for a global address pool, run the option
command.

# Set Option64 to 0x11 (a hexadecimal number) for the interface address pool on

VLANIF100.

<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface vlanif 100
[HUAWEI-VlIanif100] ip address 10.10.10.10 24
[HUAWEI-Vlanif100] dhcp select interface
[HUAWEI-Vlanif100] dhcp server option 64 hex 11

# Set Option64 to 0x11 (a hexadecimal number) for the interface address pool on
GEO/0/1.

<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface gigabitethernet 0/0/1

[HUAWEI-GigabitEthernet0/0/1] undo portswitch

[HUAWEI-GigabitEthernet0/0/1] ip address 10.10.10.10 24

[HUAWEI-GigabitEthernet0/0/1] dhcp select interface

[HUAWEI-GigabitEthernet0/0/1] dhcp server option 64 hex 11

Related Topics

6.3.27 dhcp select interface
6.3.88 option

6.3.49 dhcp server option121

Function

The dhcp server option121 command configures a classless static route allocated
by a DHCP server to a client.

The undo dhcp server option121 command deletes a classless static route
allocated by a DHCP server to a client.

By default, the classless static route allocated to a client is not configured.
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dhcp server option121 ip-address { /p-address mask-length gateway-address }
&<1-8>
undo dhcp server option121 [ ip-address jp-address mask-length gateway-
address ]
Parameters
Parameter Description Value
ip-address Specifies the destination | The value is in dotted
IP address. decimal notation.
mask-length Specifies the mask The value is an integer
length. that ranges from 0 to 32.
gateway-address Specifies the gateway The value is in dotted
address of a route. decimal notation.
Views

Default Level

Interface view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

The dhcp server option121 ip-address command applies to only the DHCP server.
The dhcp server option121 ip-address command configures Option 121 that
defines a classless static route allocated to a client from an interface address pool.

mask-length and gateway-address specify a classless static route. The dhcp server
option121 ip-address command configures a maximum of eight classless static
routes.

Precautions
e To configure multiple classless static routes, run the dhcp server option121

ip-address command repeatedly.

e The undo dhcp server option121 command will delete all classless static
routes. To delete one classless static route, run the undo dhcp server
option121 ip-address ip-address mask-length gateway-address command.

# Configure a classless static route allocated by a DHCP server to a client in the
interface address pool on VLANIF100.
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<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface vlanif 100

[HUAWEI-Vlanif100] ip address 10.1.1.2 24

[HUAWEI-Vlanif100] dhcp select interface

[HUAWEI-Vlanif100] dhcp server option121 ip-address 10.10.10.10 24 192.168.11.11

# Configure a classless static route allocated by a DHCP server to a client in the
interface address pool on GE0/0/1.

<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface gigabitethernet 0/0/1

[HUAWEI-GigabitEthernet0/0/1] undo portswitch

[HUAWEI-GigabitEthernet0/0/1] ip address 10.1.1.2 24

[HUAWEI-GigabitEthernet0/0/1] dhcp select interface

[HUAWEI-GigabitEthernet0/0/1] dhcp server option121 ip-address 10.10.10.10 24 192.168.11.11

Related Topics
6.3.78 ip pool (system view)
6.3.48 dhcp server option

6.3.50 dhcp server option184

Function
The dhcp server option184 command configures Option 184 allocated by a DHCP
server to a client.
The undo dhcp server option184 command deletes Option 184 allocated by a
DHCP server to a client.
By default, Option 184 allocated by a DHCP server to a client is not configured.
Format
dhcp server option184 { as-ip /jp-address | fail-over jp-address dialer-string | ncp-
ip /p-address | voice-vlan vian-id'}
undo dhcp server option184 [ as-ip | fail-over | ncp-ip | voice-vlan ]
Parameters
Parameter Description Value
ncp-ip /p-address Specifies the IP address The value is in dotted
of the network call decimal notation.

processor (NCP).

as-ip /p-address Specifies the IP address The value is in dotted
of the backup NCP. decimal notation.
fail-over jp-address Specifies the IP address The value is in dotted
in the failover route. decimal notation.
dialer-string Specifies the dialer The value is a string of 1
string. to 64 characters.
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Parameter Description Value
voice-vlan vian-id Specifies the ID of a The value is an integer
voice VLAN. that ranges from 1 to
4094.
Views

Interface view

Default Level

2: Configuration level

Usage Guidelines

The dhcp server option184 command applies to only the DHCP server and
configures Option 184 allocated by a DHCP server to a client in an interface
address pool.

Example

# Configure Option 184 allocated by a DHCP server to a client in the interface

address pool on VLANIF100.

<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface vlanif 100

[HUAWEI-VIanif100] ip address 10.1.1.2 24
[HUAWEI-VIanif100] dhcp select interface
[HUAWEI-Vlanif100] dhcp server option184 as-ip 10.10.10.10

# Configure Option 184 allocated by a DHCP server to a client in the interface

address pool on GE0/0/1.

<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface gigabitethernet 0/0/1
[HUAWEI-GigabitEthernet0/0/1] undo portswitch
[HUAWEI-GigabitEthernet0/0/1] ip address 10.1.1.2 24
[HUAWEI-GigabitEthernet0/0/1] dhcp select interface
[HUAWEI-GigabitEthernet0/0/1] dhcp server option184 as-ip 10.10.10.10

Related Topics
6.3.78 ip pool (system view)
6.3.48 dhcp server option

6.3.51 dhcp server ping

Function

The dhcp server ping command sets the maximum number of ping packets to be
sent and the maximum response time of a ping packet.

The undo dhcp server ping command restores the default setting.
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Format

Parameters

Views

Default Level

By default, the DHCP server sends 2 ping packets and the maximum response

time is 500 ms.

dhcp server ping { packet number| timeout milliseconds} "

undo dhcp server ping { packet | timeout }

Parameter

Description

Value

packet number

Specifies the maximum
number of ping packets
to be sent.

The value is an integer
ranging from 0 to 10.
The value 0 indicates
that no ping operation is
performed.

timeout milliseconds

Specifies the maximum
response time of a ping
packet.

The value is an integer
that ranges from 0 to
10000, in milliseconds.
The value 0 indicates
that no ping operation is
performed.

System view

2: Configuration level

Usage Guidelines

Usage Scenario

This command applies to DHCP servers. Repetitive IP address assignment will
cause IP address conflicts. To solve this problem, before assigning an IP address to
a client, the DHCP server needs to send ping packets using the dhcp server ping
command to check whether the IP address is in use. Address detection checks
whether the DHCP server receives any response within a certain period of time. If
there is no response within a certain period of time, the DHCP server continues to
send ping packets to this address until the number of ping packets reaches the
maximum value. If there is still no response, it indicates that the IP address is not
in use. This ensures that the IP address assigned to the client is unique.

Prerequisites

DHCP has been enabled using the dhcp enable command.
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Example

# Set the maximum number of ping packets to 3 and the maximum response time
to 400 ms.

<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] dhcp server ping packet 3
[HUAWEI] dhcp server ping timeout 400

Related Topics
6.3.17 dhcp enable

6.3.52 dhcp server sip-server

Function

The dhcp server sip-server command configures the SIP server IP address
assigned to a DHCP client on an interface address pool.

The undo dhcp server sip-server command deletes the configured SIP server IP
address assigned to a DHCP client on an interface address pool.

By default, the SIP server IP address assigned to a DHCP client on an interface
address pool is not configured.

Format

dhcp server sip-server { ip-address /p-address &<1-2> | list domain-name
&<1-2>}

undo dhcp server sip-server

Parameters

Parameter Description Value

The value is in dotted
decimal notation.

ip-address /p-

address Specifies an IP address for

the SIP server.

list domain-name The value is a string of 1 to

Specifies the domai
PECITIes the domain NAMe 1 63 characters.

of the SIP server.

Views

Interface view

Default Level

2: Configuration level
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Usage Guidelines
Usage Scenario

This command applies to the DHCP server. To enable DHCP clients to normally
access the Internet, the DHCP server needs to specify the SIP server IP address in
the interface address pool when assigning IP addresses to the clients.

Precautions

e A maximum of two SIP server addresses can be configured in each address
pool. The first assigned address functions as the primary address, and the
other address functions as a secondary address.

e Before specifying the IP address or name for a SIP server, ensure that the SIP
server exists.

e If you run this command repeatedly, the latest configuration overrides the
previous ones.

Example

# Specify 10.1.1.1 as the IP address of the SIP server when addresses in the
interface VLANIF100 address pool are assigned to clients.

<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface vlanif 100

[HUAWEI-VlIanif100] ip address 10.1.1.1 24
[HUAWEI-VIanif100] dhcp select interface
[HUAWEI-VIanif100] dhcp server sip-server ip-address 10.1.1.1

# Specify 10.1.1.1 as the IP address of the SIP server when addresses in the

interface GEO/0/1 address pool are assigned to clients.
<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface gigabitethernet 0/0/1
[HUAWEI-GigabitEthernet0/0/1] undo portswitch
[HUAWEI-GigabitEthernet0/0/1] ip address 10.1.1.1 24
[HUAWEI-GigabitEthernet0/0/1] dhcp select interface
[HUAWEI-GigabitEthernet0/0/1] dhcp server sip-server ip-address 10.1.1.1

6.3.53 dhcp server sname

Function

The dhcp server sname command configures the name of the server where the
DHCP client obtains the startup configuration file.

The undo dhcp server sname command deletes the configured name of the
server where the DHCP client obtains the startup configuration file.

By default, the name of the server where the DHCP client obtains the startup
configuration file is not configured.

Format
dhcp server sname sname

undo dhcp server sname
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Parameters
Parameter Description Value
sname Specifies the name of The value is a string of 1
the server where the to 63 case-sensitive
DHCP client obtains the | characters without
startup configuration spaces.
file.
Views

Default Level

Interface view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

Besides assigning IP addresses, a DHCP server can also provide the required
network configuration parameters, such as the startup configuration file name for
the DHCP clients. After the name of the server where the DHCP client obtains the
startup configuration file is configured using the dhcp server sname command,
the DHCP client obtains the startup configuration file from this server.

Prerequisites

1. The DHCP function has been enabled using the 6.3.17 dhcp enable command
in the system view.

2. The DHCP server has been enabled on the interface using the 6.3.27 dhcp
select interface command.

3. The startup configuration file name has been configured for the DHCP client
using the 6.3.30 dhcp server bootfile.

Follow-up Procedures

Ensure that the route between the DHCP client and the file server where the
DHCP client obtains the startup configuration file is reachable.

# Configure the name of the server where the DHCP client obtains the startup

configuration file as Huawei in the interface address pool on VLANIF100.
<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] vlan 100

[HUAWEI-vlan100] quit

[HUAWEI] interface vlanif 100

[HUAWEI-VIanif100] ip address 10.1.1.1 255.255.255.0

[HUAWEI-VIanif100] dhcp select interface

[HUAWEI-VIanif100] dhcp server bootfile start.ini

[HUAWEI-VIanif100] dhcp server sname Huawei

Issue 14 (2021-10-20) Copyright © Huawei Technologies Co., Ltd. 2471



S1720, S2700, S5700, and S6720 Series Ethernet
Switches

Command Reference 6 IP Service Commands

# Configure the name of the server where the DHCP client obtains the startup
configuration file as Huawei in the interface address pool on GE0/0/1.
<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface gigabitethernet 0/0/1

[HUAWEI-GigabitEthernet0/0/1] undo portswitch

[HUAWEI-GigabitEthernet0/0/1] ip address 10.1.1.1 255.255.255.0

[HUAWEI-GigabitEthernet0/0/1] dhcp select interface

[HUAWEI-GigabitEthernet0/0/1] dhcp server bootfile start.ini

[HUAWEI-GigabitEthernet0/0/1] dhcp server sname Huawei

Related Topics
6.3.17 dhcp enable
6.3.27 dhcp select interface
6.3.30 dhcp server bootfile

6.3.54 dhcp server static-bind

Function
The dhcp server static-bind command binds an IP address in an interface address
pool to a MAC address.
The undo dhcp server static-bind command unbinds the IP address in an
interface address pool from a MAC address.
By default, an IP address in an interface address pool is not bound to any MAC
address.
Format
dhcp server static-bind ip-address /p-address mac-address mac-address
[ description description ]
undo dhcp server static-bind [ ip-address /p-address | mac-address mac-
address |
Parameters
Parameter Description Value

ip-address /p-address Specifies the IP address The value is in dotted
to be bound. The IP decimal notation.
address must be valid in
an interface address

pool.
mac-address mac- Specifies the user MAC The value is in H-H-H
address address. format. An H is a
hexadecimal number of
1 to 4 digits.
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Parameter Description Value
description description Specifies the user The value is a string of 1
description. to 256 case-sensitive
characters. It can contain
spaces.
Views

Interface view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

The dhcp server static-bind command applies to DHCP servers. When planning a
network, you need to allocate fixed IP addresses to some important hosts to
ensure reliability. In this case, you can bind IP addresses in the address pool to the
MAC addresses of these hosts. After the preceding configuration is complete, if the
host of the MAC address to which the IP address is bound request an IP address
from the DHCP server, the DHCP server finds the bound IP address based on the
host's MAC address and allocates this IP address to the host, ensuring that the IP
address obtained by the host is fixed.

You can run the dhcp server static-bind command to bind an IP address in an
interface address pool to a MAC address.

You can run the static-bind command to bind an IP address in a global address
pool to a MAC address.

Prerequisites

e The address of an interface address pool has been configured using the ip
address command.

e Enable the DHCP server function based on the interface address pool on the
interface using the dhcp select interface command.

Precautions

e Ensure that the bound IP address is not configured as the IP address that
cannot be allocated using the 6.3.37 dhcp server excluded-ip-address
command and is not allocated by the DHCP server.

e You can run the display ip pool command to view the used IP addresses in
the current address pool and select an available IP address to be bound to the
MAC address. To bind used IP addresses to MAC addresses, run the reset ip
pool command to reclaim used IP addresses first.

e The DHCP server preferentially allocates the IP address that has been
statically bound to the client's MAC address.
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e After an IP address is bound to a MAC address, the IP address does not expire;
the binding between the IP and MAC addresses cannot be deleted when the
IP address is in use.
Example

# Configure a DHCP server to assign a fixed IP address 10.10.10.20 in the interface
address pool on vlanif 100 to a host with the MAC address 2020-e2f3-2a3b.

<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface vlanif 100

[HUAWEI-Vlanif100] ip address 10.10.10.10 24

[HUAWEI-VIanif100] dhcp select interface

[HUAWEI-VIanif100] dhcp server static-bind ip-address 10.10.10.20 mac-address 2020-e2f3-2a3b

# Configure a DHCP server to assign a fixed IP address 10.10.10.20 in the interface

address pool on GE0/0/1 to a host with the MAC address 2020-e2f3-2a3b.
<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] interface gigabitethernet 0/0/1

[HUAWEI-GigabitEthernet0/0/1] undo portswitch

[HUAWEI-GigabitEthernet0/0/1] ip address 10.10.10.10 24

[HUAWEI-GigabitEthernet0/0/1] dhcp select interface

[HUAWEI-GigabitEthernet0/0/1] dhcp server static-bind ip-address 10.10.10.20 mac-address 2020-
e2f3-2a3b

6.3.55 dhcp server trust option82

Function

Format

Parameters

Views

Default Level

The dhcp server trust option82 command enables Option 82 on the DHCP server.

The undo dhcp server trust option82 command disables Option 82 on the DHCP
server.

By default, the DHCP server trusts Option 82.

dhcp server trust option82

undo dhcp server trust option82

None

System view

2: Configuration level
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Usage Guidelines

Example

Usage Scenario

This command is used on the DHCP server to enable the Option 82 function. After
receiving a DHCP packet that carries the Option 82 field but the giaddr is 0, the
DHCP server processes the packet by default. Using the undo dhcp server trust
option82 command, the DHCP server discards the packet.

Prerequisites

DHCP has been enabled globally by using the dhcp enable command.

# Enable Option 82 of the DHCP server.

<HUAWEI> system-view
[HUAWEI] dhcp enable
[HUAWEI] dhcp server trust option82

6.3.56 dhcp-server

Function

Format

Parameters

The dhcp-server command adds DHCP servers to a DHCP server group.
The undo dhcp-server command deletes DHCP servers from a DHCP server group.

By default, no DHCP server is configured in a DHCP server group.

dhcp-server jp-address [ ip-address-index ]

undo dhcp-server { /p-address | ip-address-index}

Parameter Description Value
ip-address Specifies the IP address The value is in dotted
of a DHCP server. decimal notation.
[p-address-index When you specify the IP | The value is an integer
address for a DHCP that ranges from 0 to 19.

server, you can specify /p-
address-index for the IP
address. If you do not
specify the server index,
the system assigns an
idle index to the server.
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Views

Default Level

DHCP server group view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

The dhcp-server command applies to DHCP relay agents. To ensure that the
DHCP relay agent can forward messages to multiple DHCP servers, configure
multiple DHCP servers in a DHCP server group.

Precautions

e Each DHCP server group can be configured with a maximum of twenty DHCP
servers. You can delete a DHCP server by specifying ip-address-index.

e If a VPN instance is bound to an interface, the DHCP server group must be
bound to this VPN instance.

# Add the DHCP server at 10.10.78.56 to a DHCP server group dhcp-srv1.

<HUAWEI> system-view
[HUAWEI] dhcp server group dhcp-srv1
[HUAWEI-dhcp-server-group-dhcp-srv1] dhcp-server 10.10.78.56

Related Topics

6.3.40 dhcp server group
6.3.65 display dhcp server group
6.3.24 dhcp relay server-select

6.3.57 dhcp set ttl

Function

Format

The dhcp set ttl command sets the TTL value for DHCP Discover messages after
they are forwarded by the DHCP relay agent at Layer 3.

The undo dhcp set ttl command restores the default setting.

By default, the TTL value of DHCP Discovery messages decreases by 1 after they
are forwarded by the DHCP relay agent at Layer 3.

dhcp set ttl { unvaried | tt/-value }
undo dhcp set ttl
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Parameters
Parameter | Description Value
unvaried |Indicates that the TTL value of DHCP Discovery -
messages remains unchanged after the messages
are forwarded by the DHCP relay agent at Layer 3.
That is, the device does not reduce the TTL value
by 1.
ttl-value |Specifies a fixed TTL value for DHCP Discovery The value is an
messages after they are forwarded by the DHCP integer that
relay agent at Layer 3. ranges from 1
to 255.
Views

Default Level

System view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

The dhcp set ttl command is used on DHCP relay agents. When a DHCP relay
agent forwards DHCP Discovery messages at Layer 3, it reduces the TTL value of
the messages by 1 by default. Assume that the TTL value of a DHCP Discovery
message received by the DHCP relay agent is 1. If the DHCP relay agent reduces
the TTL value by 1, the TTL value changes to 0. The next-hop routing device will
discard the message as its TTL value is 0. As a result, the DHCP server cannot
receive the DHCP Discovery message forwarded by the DHCP relay agent. To
ensure that the DHCP server can receive the DHCP Discovery message sent from
the client, run the dhcp set ttl command to set the TTL value of the DHCP
Discovery message to a non-zero value after the message is forwarded at Layer 3.

(11 NOTE

If the DHCP relay agent connects to a special client whose TTL value of DHCP Discovery
messages is 1, and if there are routing devices between the DHCP relay agent and DHCP
server, run the dhcp set ttl ¢t/-value command to specify a fixed TTL value (16 is
recommended) for DHCP Discovery messages after they are forwarded by the DHCP relay
agent at Layer 3.

Prerequisites

The DHCP function has been enabled globally using the dhcp enable command.

# Set the TTL value of DHCP Discovery messages to 16 after the messages are
forwarded by the DHCP relay agent at Layer 3.
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<HUAWEI> system-view
[HUAWEI] dhcp enable
[HUAWEI] dhcp set ttl 16

6.3.58 dhcp speed-limit auto

Function

The dhcp speed-limit auto command enables dynamic rate limiting on DHCP
packets.

The undo dhcp speed-limit auto command disables dynamic rate limiting on
DHCP packets.

By default, dynamic rate limiting is disabled on DHCP packets.

Format
dhcp speed-limit auto

undo dhcp speed-limit auto

Parameters

None

Views

System view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

To ensure security or facilitate management, users may require that the DHCP
packet processing rate should be limited. If the rate is not limited, CPU and
memory resources can be used up due to malicious attacks.

Table 6-18 and Table 6-19 list the mapping between the DHCP packet rate and
CPU/memory usage after dynamic rate limiting on DHCP packets is enabled.

Table 6-18 DHCP packet rate and CPU usage

CPU Usage (%) DHCP Packet Rate (packets/second)
(70-85) 100

[85-100) 50

100 10
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Table 6-19 DHCP packet rate and memory usage
Memory Usage (%) DHCP Packet Rate (packets/second)
(65-75) 100
[75-85) 50
[85-100) 10
Prerequisites
DHCP has been enabled globally by using the dhcp enable command.
Precautions
e When the CPU usage is higher than 70% or the memory usage is higher than
65%, the DHCP packet processing rate is limited.
e The DHCP packet processing rate is the same as the smaller rate among the
rates corresponding to the CPU or memory usage. For example, when the CPU
usage is 80% and the memory usage is 80%, the DHCP packet rate is 50.
Example

# Enable dynamic rate limiting on DHCP packets.

<HUAWEI> system-view
[HUAWEI] dhcp enable
[HUAWEI] dhcp speed-limit auto

6.3.59 display dhcp client

Function

The display dhcp client command displays DHCP/BOOTP client lease information.

Format

display dhcp client [ interface /nterface-type interface-number ]
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Parameters

Parameter Description Value

interface /nterface-type | Displays DHCP/BOOTP -
interface-number client lease information
on a specified interface:

e /nterface-type
specifies the interface
type.

e /nterface-number
specifies the interface
number.

Views

All views

Default Level

1: Monitoring level

Usage Guidelines

When a device functions as the DHCP/BOOTP client, this command displays
DHCP/BOOQTP client lease information.

Example

# Display DHCP client lease information.

<HUAWEI> display dhcp client
DHCP client lease information on interface Vlanif119 :

Current machine state : Bound

Internet address assigned via : DHCP

Physical address : 0819-a6cd-a896

IP address :192.168.119.254

Subnet mask : 255.255.255.0

Gateway ip address :192.168.119.1
192.168.119.3
192.168.119.2

DHCP server :192.168.119.1

Lease obtained at : 2008-10-01 04:35:10

Lease expires at : 2008-10-01 04:36:10

Lease renews at : 2008-10-01 04:35:40

Lease rebinds at : 2008-10-01 04:36:03

Classless static route :192.168.0.0/16 via 192.168.119.1

10.10.0.0/16 via 192.168.119.2

Table 6-20 Description of the display dhcp client command output

Item Description
DHCP client lease information on DHCP client lease information on the
interface /if7 interface /7.
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6.3.60 display dhcp client statistics

Function

Format

Item

Description

Current machine state

Current device status.

Internet address assigned via

IP address obtained using DHCP or
BOOTP.

Physical address

Device MAC address.

IP address

Device IP address.

Subnet mask

Mask of the device IP address.

Gateway ip address

Gateway address of the DHCP or
BOOTP server.

DHCP server

DHCP server address (no value for a
BOOTP client).

Lease obtained at

Time the lease is obtained.

Lease expires at

Time the lease expires (no value for a
BOOTP client).

Lease renews at

Time the lease needs to be renewed
(no value for a BOOTP client). The
lease of an IP address needs to be
renewed when half of the lease
expires.

Lease rebinds at

Time the lease is renewed (no value
for a BOOTP client). The lease of an IP
address is renewed when 87.5% of the
lease expires.

Classless static route

Classless static route.

The display dhcp client statistics command displays message statistics on a

DHCP/BOOTP client.

display dhcp client statistics [ interface /interface-type interface-number ]
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Parameters

Parameter Description Value

interface /nterface-type | Displays message -
interface-number statistics on a specified
interface:

e /nterface-type
specifies the interface
type.

e /nterface-number
specifies the interface
number.

Views

All views

Default Level

1: Monitoring level

Usage Guidelines

When the device functions as the DHCP client, the display dhcp client statistics
command displays message statistics.

Example

# Display message statistics on a DHCP/BOOTP client.

<HUAWEI> display dhcp client statistics
DHCP message statistics on interface GigabitEthernet0/0/1GigabitEthernet0/0/1 :
Input: total 0 packets
Bootp reply : 0
Offer : 0
Ack : 0
Nak : 0
Output: total 0 packets
Bootp request : 0
Discover :
Request :
Request of init-reboot: 0
Request of selecting : 0
Request of renewing : 0
Request of rebinding : 0
Decline : 0
Release : 0

o o

Table 6-21 Description of the display dhcp client statistics command output

Item Description

Input Total number of DHCP messages
received by the client.
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Item Description

Bootp reply Number of BOOTP replies received by
the client from the server.

Offer Number of Offer messages received by
the client from the server.

Ack Number of ACK messages received by
the client from the server.

Nak Number of NAK messages received by
the client from the server.

Output Total number of messages forwarded
by the client.

Bootp request Number of BOOTP requests received

by the server from the client.

Discover Number of Discover messages received
by the server from the client.

Request Number of Request messages received
by the server from the client.

Request of init-reboot Number of Request of init-reboot
messages received by the server from
the client.

Request of selecting Number of Request of selecting
messages received by the server from
the client.

Request of renewing Number of Request of renewing
messages received by the server from
the client.

Request of rebinding Number of Request of rebinding
messages received by the server from
the client.

Decline Number of Decline messages received
by the server from the client.

Release Number of Release messages received
by the server from the client.

6.3.61 display dhcp option template

Function

The display dhcp option template command displays the configuration of a
DHCP Option template.
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display dhcp option template [ name template-name ]
Parameters
Parameter Description Value
name template-name Displays the The template must be an
configuration of a existing DHCP Option
specified DHCP Option template.
template.
Views
All views

Default Level

1: Monitoring level

Usage Guidelines

After configuring a DHCP Option template, you can run the display dhcp option
template command to view the configuration of the DHCP Option template,
including the template name, number, IP address of a server configured for the
client after the client automatically obtains the IP address, domain name, and
values of customized options.

Example

# Display the configuration of the DHCP Option template named test.

<HUAWEI> display dhcp option template name test

Template-Name : test
Template-No  : 1
Next-server :192.168.1.5
Domain-name : huawei.com
DNS-serverQ :192.168.2.7
DNS-server1 :192.168.2.8
NBNS-server0 :192.168.1.7
NBNS-server1 :192.168.1.8
Netbios-type : b-node
Gateway-0 :192.168.1.10

# Display the configurations of all DHCP Option templates.

<HUAWEI> display dhcp option template

Template-Name : template1
Template-No : 0
Next-server :10.1.1.4
Domain-name : -
DNS-server0 : -
NBNS-server0 : -
Netbios-type : -
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Gateway-0

Template-Name : template2
Template-No  : 1
Next-server :192.168.1.5
Domain-name : huawei.com
Option-code  : 64
Option-subcode : 3
Option-type : hex
Option-value : 11
DNS-server0 :192.168.2.7
DNS-server1 :192.168.2.8
NBNS-server0 :192.168.2.7
NBNS-server1 :192.168.2.8
Netbios-type : b-node
Gateway-0 :192.168.1.10

Table 6-22 Description of the display dhcp option template command output

Item

Description

Template-Name

Name of the DHCP Option template.

To specify the parameter, run the
6.3.18 dhcp option template
command.

Template-No

Index value of the DHCP Option
template.

Next-server

IP address of a server configured for
the client after the client automatically
obtains the IP address.

To specify the parameter, run the
6.3.87 next-server command in the
DHCP Option template view.

Domain-name

Name of a domain.

To specify the parameter, run the
6.3.71 domain-name command in the
DHCP Option template view.

Option-code

Code for a customized option.

To specify the parameter, run the
6.3.88 option command in the DHCP
Option template view.

Option-subcode

Code for a customized sub-option.
To specify the parameter, run the
6.3.88 option command in the DHCP
Option template view.

Option-type

Character string type for a customized
option.

To specify the parameter, run the
6.3.88 option command in the DHCP
Option template view.
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Item Description

Option-value Character string value for a
customized option.

To specify the parameter, run the
6.3.88 option command in the DHCP
Option template view.

DNS-server0O Address of the DNS server. Currently, a
maximum of eight DNS server
addresses can be configured. Values 0
and 1 indicate the first and second
DNS server addresses respectively.

To specify the parameter, run the
6.3.70 dns-list command in the DHCP
Option template view.

NBNS-serverQ Address of the NetBIOS server.
Currently, a maximum of eight
NetBIOS server addresses can be
configured in a DHCP Option
template. Values 0 and 1 indicate the
first and second NetBIOS server
addresses respectively.

To specify the parameter, run the
6.3.84 nbns-list command in the
DHCP Option template view.

Netbios-type NetBIOS node type.

To specify the parameter, run the
6.3.85 netbios-type command in the
DHCP Option template view.

Gateway-0 Gateway address. Currently, a
maximum of eight gateway addresses
can be configured. The value 0
indicates the first gateway address.

To specify the parameter, run the
6.3.75 gateway-list command in the
DHCP Option template view.

Related Topics
6.3.18 dhcp option template

6.3.62 display dhcp relay

Function

The display dhcp relay command displays configuration information about a
DHCP relay agent.
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Format

Parameters

Views

Default Level

display dhcp relay { all | interface /interface-type interface-number}

Parameter

Description

Value

all

Displays configuration
information about DHCP
relay agents configured
on all interfaces.

interface /nterface-type
interface-number

Displays configuration
information about a
DHCP relay agent
configured on a specified
interface.

e /nterface-type
specifies the interface
type.

e /nterface-number
specifies the interface
number.

All views

1: Monitoring level

Usage Guidelines

Example

You can run this command to check configuration information about DHCP relay
agents configured on interfaces.

# Display configuration information about DHCP relay agents on all interfaces.

<HUAWEI> display dhcp relay all

DHCP relay agent running information of interface Vlanif5 :

Server group name : group1

Gateway address in use : 10.100.100.1

DHCP relay agent running information of interface Vlanif100 :

Server IP address [00] : 10.2.2.3

Gateway address in use : 10.2.2.2
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Table 6-23 Description of the display dhcp relay all command output

Item

Description

DHCP relay agent running
information of interface /if

interface.

DHCP relay agent configuration of the /f

Server group name

Group name of the DHCP Server.

To specify the parameter, run the 6.3.24
dhcp relay server-select command.

Server IP address [x]

DHCP server.

IP address of a DHCP server in the DHCP
server group. The value x is the index of a

To specify the parameter, run the 6.3.56
dhcp-server command.

Gateway address in use

command.

IP address of the DHCP gateway.

To specify the parameter, run the 6.3.74
gateway (DHCP server group view)

6.3.63 display dhcp relay statistics

Function

Format

Parameters

The display dhcp relay statistics command displays message statistics on a DHCP

relay agent.

display dhcp relay statistics [ server-group group-name ]

Parameter

Description

Value

server-group group-
name

Displays message
statistics on DHCP relay
agents connected to
DHCP servers in a
specified DHCP server
group.

If this parameter is not
specified, message
statistics on DHCP relay
agents connected to all
DHCP servers are
displayed.

The value must be an
existing DHCP server
group on the device.
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Views

Default Level

All views

1: Monitoring level

Usage Guidelines

Example

Usage Scenario

Run the display dhcp relay statistics command to check whether the client is
correctly configured or the network is connected.

e Run the display dhcp relay statistics server-group group-name command to
check message statistics on DHCP relay agents connected to DHCP servers in
a specified DHCP server group. The DHCP server group name needs to be
specified.

e Run the display dhcp relay statistics command to check message statistics
on all DHCP relay agents besides DHCP relay agents connected to DHCP
servers in the DHCP server group.

Follow-up Procedure

After detecting incorrect message statistics on a DHCP relay agent, run the reset
dhcp relay statistics [ server-group group-name] command to clear message
statistics on the DHCP relay agent.

# Display message statistics on a DHCP relay agent.

<HUAWEI> display dhcp relay statistics
The statistics of DHCP RELAY:

DHCP packets received from clients :0
DHCP DISCOVER packets received :0
DHCP REQUEST packets received :0
DHCP RELEASE packets received :0
DHCP INFORM packets received :0
DHCP DECLINE packets received :0

DHCP packets sent to clients :0
Unicast packets sent to clients 10
Broadcast packets sent to clients :0

DHCP packets received from servers 10
DHCP OFFER packets received :0

DHCP ACK packets received 0
DHCP NAK packets received :0
DHCP packets sent to servers :0
DHCP Bad packets received :0

Table 6-24 Description of the display dhcp relay statistics command output

Item Description
DHCP packets received from DHCP messages received from clients.
clients
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Item

Description

DHCP DISCOVER packets received

DHCP Discover messages received from
clients.

DHCP REQUEST packets received

DHCP Request messages received from
clients.

DHCP RELEASE packets received

DHCP Release messages received from
clients.

DHCP INFORM packets received

DHCP Inform messages received from
clients.

DHCP DECLINE packets received

DHCP Decline messages received from
clients.

DHCP packets sent to clients

DHCP messages sent to clients.

Unicast packets sent to clients

Unicast packets sent to clients.

Broadcast packets sent to clients

Broadcast packets sent to clients.

DHCP packets received from
servers

DHCP messages received from servers.

DHCP OFFER packets received

DHCP Offer messages received from

servers.

DHCP ACK packets received DHCP ACK messages received from servers.

DHCP NAK packets received DHCP NAK messages received from servers.

DHCP packets sent to servers DHCP messages sent to servers.

DHCP Bad packets received DHCP error messages received.

Related Topics
6.3.92 reset dhcp relay statistics
6.3.66 display dhcp server statistics

6.3.64 display dhcp server database

Function

The display dhcp server database command displays information about the
DHCP database.

Format

display dhcp server database
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Parameters
None
Views
All views

Default Level

1: Monitoring level

Usage Guidelines

Example

Usage Scenario

The display dhcp server database command displays the storage path and file
name of DHCP data on a DHCP server. This information helps to check:

e  Whether the function that saves DHCP data to the storage device is enabled.
If this function is not enabled, run the dhcp server database command to
enable it.

e  Whether the interval at which DHCP data is saved is proper.

e Whether the function that recovers DHCP data from the storage device after
the system restarts is enabled.

Precautions

The function that saves DHCP data to storage devices and the function that
recovers DHCP data from storage devices can be enabled in any sequence.

# Display information about the DHCP database.

<HUAWEI> display dhcp server database
Status: disable

Recover from files after reboot: disable

File saving lease items: flash:/dhcp/lease.txt

File saving conflict items: flash:/dhcp/conflict.txt
Save Interval: 300 (seconds)

Table 6-25 Description of the display dhcp server database command output

Item Description

Status Whether to save the data to the storage
device:

e disable
e enable

The value is set using the dhcp server
database command.
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Item Description

Recover from files after reboot Whether to recover data from the file on
the storage device after the system restarts:
e disable
e enable

The value is set using the dhcp server
database command.

File saving lease items File name and path of the file for storing
address lease information.

File saving conflict items File name and path of the file for storing
address conflict information.

Save Interval Interval at which DHCP data is saved, in
seconds.

The value is set using the dhcp server
database command.

6.3.65 display dhcp server group

Function
The display dhcp server group command displays the configuration of a DHCP
server group.
Format
display dhcp server group [ group-name]
Parameters
Parameter Description Value
group-name Displays the The value must be an
configuration of a existing DHCP server
specified DHCP server group on the device.
group.
Views
All views

Default Level

1: Monitoring level
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Usage Guidelines

Usage Scenario

This command applies to DHCP relay agents. The display dhcp server group
command displays information about all the DHCP server groups of a DHCP relay
agent and the number of DHCP servers in the DHCP server groups. If group-name
is specified, the display dhcp server group group-name command displays DHCP
server addresses and the number of DHCP servers in a specified DHCP server

group.
Prerequisites

A DHCP server group has been created on a DHCP relay agent using the dhcp

server group command.

Example

# Display the configuration of the DHCP server group myServers.

<HUAWEI> display dhcp server group myServers

Group-name : myServers
(0) Server-IP :10.1.1.1
Gateway :10.10.10.1

VPN instance D=

Table 6-26 Description of the display dhcp server group command output

Item

Description

Group-name

Name of a DHCP server group.

To specify the parameter, run the 6.3.40
dhcp server group command.

(x) Server-1P

IP addresses of DHCP servers in a DHCP
server group. X is the index of the IP
addresses and ranges from 0 to 19.

To specify the parameter, run the 6.3.56
dhcp-server command.

Gateway

Gateway address of the DHCP server in the
DHCP server group.

To specify the parameter, run the 6.3.74
gateway (DHCP server group view)
command.

VPN instance

VPN instance to which the DHCP server
group belongs.

To specify the parameter, run the 6.3.101
vpn-instance (DHCP server group view)
command.
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6.3.66 display dhcp server statistics

Function

Format

Parameters

Views

Default Level

The display dhcp server statistics command displays statistics on a DHCP server.

display dhcp server statistics

None

All views

1: Monitoring level

Usage Guidelines

Example

Usage Scenario

You can run the display dhcp server statistics command to check whether the

client is correctly configured or the network is connected.

Follow-up Procedure

After detecting incorrect message statistics on a DHCP server, run the reset dhcp
server statistics command to clear message statistics on the DHCP server.

# Display statistics on the DHCP server.

<HUAWEI> display dhcp server statistics
DHCP Server Statistics:

Client Request:
Dhcp Discover:
Dhcp Request:
Dhcp Decline:
Dhcp Release:
Dhcp Inform:
Server Reply:
Dhcp Offer:
Dhcp Ack:
Dhcp Nak:
Bad Messages: 0

Ow_"bodob_.m
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Table 6-27 Description of the display dhcp server statistics command output

Item

Description

DHCP Server Statistics

Statistics on the DHCP server.

Client Request

Number of DHCP messages sent from the
DHCP client to the DHCP server.

Dhcp Discover, Dhcp Request,
Dhcp Decline, Dhcp Release, Dhcp
Inform

Numbers of different types of DHCP
messages sent from the DHCP client to the
DHCP server.

Server Reply

Number of DHCP messages sent from the
DHCP server to the DHCP client.

Dhcp Offer, Dhcp Ack, Dhep Nak

Numbers of different types of DHCP
messages sent from the DHCP server to the
DHCP client.

Bad Messages

Number of unknown messages.

Related Topics

6.3.93 reset dhcp server statistics

6.3.67 display dhcp statistics

The display dhcp statistics command displays DHCP message statistics.

Function
Format
display dhcp statistics
Parameters
None
Views
All views

Default Level

1: Monitoring level

Usage Guidelines

The display dhcp statistics command displays statistics about sent and received

DHCP messages.
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Example

# Display DHCP message statistics.

<HUAWEI> display dhcp statistics
Input: total 172 packets, discarded 0 packets

Bootp request
Discover
Request
Release
Decline

0, Bootp reply : 0
0, Offer : 172
0, Ack : 0
0, Nak 0
0, Inform 0

Rx buffers full 2978, L2fdb lookup failed

Output: total 172 packets, discarded 0 packets

38

Table 6-28 Description of the display dhcp statistics command output

Item

Description

Bootp request

Number of BOOTP requests sent by
the device that functions as the client.

Bootp reply

Number of BOOTP replies received by
the client from the server.

Discover Number of Discover messages received
by the server from the client.

Offer Number of Offer messages received by
the client from the server.

Request Number of BOOTP requests received
by the server from the client.

Ack Number of ACK messages received by
the client from the server.

Release Number of Release messages received
by the server from the client.

Nak Number of NAK messages received by
the client from the server.

Decline Number of Decline messages sent by
the client.

Inform Number of Inform messages sent by

the client.
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Item

Description

Rx buffers full or L2fdb lookup failed

Information displayed when the DHCP
service is abnormal. The displayed
information includes:

e Rx buffers full: Total number of
DHCP packets discarded because
the remaining queue length is
shorter than the reserved threshold.

e L2fdb lookup failed: Total number
of DHCP packets discarded because
entries fail to be queried.

e High cpu occupancy: Total number
of DHCP packets discarded because
the CPU usage is excessively high.

e Port blocked: Total number of
DHCP packets discarded because
the inbound interface is blocked.

e Bad vlan id: Total number of DHCP
packets discarded because the
VLAN ID is incorrect.

e Memory exhausted: Total number
of DHCP packets discarded because
the memory is exhausted.

e L3if protocol down: Total number of
DHCP packets discarded because
the Layer 3 protocol of the source
interface goes Down.

e Rate limit: Total number of DHCP
packets discarded because rates of
the packets exceed the limit.

e Bad packet length: Total number of
DHCP packets discarded because
the packet length is incorrect.

e Bad ip header length: Total number
of DHCP packets discarded because
the IP header length is incorrect.

e Bad ip header checksum: Total
number of DHCP packets discarded
because the checksum of the IP
header is incorrect.

e Bad udp checksum: Total number of
DHCP packets discarded because
the checksum of the UDP header is
incorrect.

e Hops exceeded: Total number of
DHCP packets discarded because
the number of next hops is
incorrect.
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Item Description

e Bad magic cookie: Total number of
DHCP packets discarded because
the magic-cookie field is incorrect.

e Duplicate option: Total number of
DHCP packets discarded because
the option fields are duplicate.

e Bad option length: Total humber of
DHCP packets discarded because
the option field length is incorrect.

e End option absent: Total number of
DHCP packets discarded because of
the incorrect end option.

e Dest-port equals source: Total
number of DHCP packets discarded
because the source interface is also
the outbound interface.

e Bad chaddr: Total number of DHCP
packets discarded because the MAC
address of the client is incorrect.

e Bad giaddr: Total number of DHCP
packets discarded because the relay
gateway is incorrect.

e Bad request: Total number of DHCP
packets discarded because the
request packets are incorrect.

e Bad reply: Total number of DHCP
packets discarded because the
response packets are incorrect.

e Bad dest udp-port: Total number of
DHCP packets discarded because
the destination interface is
incorrect.

e Bad message type: Total number of
DHCP packets discarded because of
incorrect destination interfaces.

e L2fdb lookup failed: Total number
of incoming DHCP packets
discarded because entries fail to be
queried.

e Max-user limit: Total number of
DHCP packets discarded because
the maximum number of users is
exceeded.

e Add bindtable failed: Total number
of DHCP packets discarded because
dynamic binding entries are added.
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Item Description

e Client transferred: Total number of
DHCP packets discarded due to
interface flapping.

e Bad original interface: Total number
of DHCP packets discarded because
dynamic binding entries are added.

e Bad client-id: Total number of
DHCP packets discarded because
the client ID is incorrect.

e Bad server-id: Total number of
DHCP packets discarded because
the server ID is incorrect.

e Bad dest-ip: Total number of DHCP

packets discarded because the
destination IP address is incorrect.

e Other error: Total number of DHCP
packets discarded due to other
reasons.

6.3.68 display ip pool

Function

The display ip pool command displays the configurations of an address pool.

Format
display ip pool

display ip pool interface /interface-pool-name [ start-ip-address [ end-ip-
address] | all | conflict | expired | used ]

display ip pool name /p-pool-name [ start-ip-address [ end-ip-address] | all |
conflict | expired | used [ user-type { dhcp | pppoe | [2tp | ipsec | ssl-vpn |
ppp }11]

display ip pool vpn-instance vpn-instance-name
display ip pool global interface interface-type interface-number
(11 NOTE
Only the S1720GW, S1720GW-E, S1720GWR, S1720GWR-E, S1720X, S1720X-E, S2720ElI,
S5720El, S5720HI, S5720LI, S5720S-LI, S5720S-SI, S5720SI, S5730S-El, S5730SI, S6720El,

S6720LI, S6720S-El, S6720S-LI, S6720SI, and S6720S-SI support vpn-instance vpn-instance-
name.
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Parameters

Parameter

Description

Value

interface
interface-pool-
name

Displays the configuration of the specified
interface address pool.

NOTE

The interface
address pool
must exist on

An interface address pool is specified using the the device.
type and number of an interface without spaces
between them.

name /p-pool- Displays the configuration of the specified The global

name

global address pool.

address pool
must exist on
the device.

start-ip-address
[ end-ip-address ]

Displays the IP addresses within the range
specified by the start IP address in the
address pool.

If end-ip-address is set, the end IP address is
also specified.

The value is
in dotted
decimal
notation.

all

Displays all IP addresses in the address pool.

conflict

Displays the conflicting IP addresses in the
address pool. (If an IP address that the DHCP
server prepares to allocate to a user exists on
the network, the IP address will be added to
the conflict list. This problem occurs when a
static IP address is configured or an active/
standby switchover occurs in a VRRP group if
the range of IP addresses in the address
pools on the master and backup devices
overlap.)

expired

Displays the expired and idle IP addresses in
the address pool.

used [ user-type
{ dhcp | pppoe |
12tp | ipsec | ssl-
vpn | ppp } ]

Display the IP addresses used in the address
pool by the specific type of users.

e Select dhcp, to specify the users who
obtain IP addresses by DHCP.

e Select pppoe, to specify the users who
obtain IP addresses by PPPoE dial-up.

e Select [2tp, to specify the L2TP users.
e Select ipsec, to specify the IPSec users.

e Select ssl-vpn, to specify the SSL VPN
users.

e Select ppp, to specify the PPP users.
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Parameter Description Value
vpn-instance Displays information about the address pool |The value
vpn-instance- in a specified VPN instance. must be an
name existing VPN
instance
name.
9‘°bj'} interface Displays information about the address pool |~
/_/7ter ace-lype on a specified interface.
interface-number ] . )
e /nterface-type specifies the interface type.
e /nterface-number specifies the interface
number.
Views

All views

Default Level

1: Monitoring level

Usage Guidelines

You can run the display ip pool command to view information about a configured
address pool and IP addresses in the address pool, including the address pool
name, lease, lock status, and status of IP addresses in the address pool.

Example

# Display information about conflicting IP addresses in the address pool huawei.

<HUAWEI> display ip pool nhame huawei conflict

Pool-name : huawei
Pool-No 01
Lease : 1 Days 0 Hours 0 Minutes

Domain-name i -
Option-code  : 60
Option-subcode : --
Option-type : cipher
Option-value : %"%#5g)NPN1M,$M;pQ-IT\P>AI6QN4#ldIVVjDE9XICN%A%#
DNS-server0 :-
NBNS-server0  : -
Netbios-type : -

Position : Local

Status : Unlocked
Gateway-0 D -

Network :192.168.0.0
Mask : 255.255.255.0
VPN instance : --

Bootfile : 43534
Logging : Enable

Conflicted address recycle interval: 1 Days 0 Hours 0 Minutes
Address Statistic: Total :254 Used 1

Idle 252 Expired 2

Conflict :1 Disabled :0
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Network section
Start End Total Used Idle(Expired) Conflict Disabled

192.168.0.1 192.168.0.254 254 1 252(2) 1 0

Client-ID format as follows:
DHCP : mac-address PPPoE : mac-address
IPSec : user-id/portnumber/vrf PPP  :interface index
L2TP : cpu-slot/session-id SSL-VPN : user-id/session-id

Index IP Client-ID  Type Left Status

109 192.168.0.110 - - - Conflict

Table 6-29 Description of the display ip pool command output

Item Description

Pool-name Name of an IP address pool.

To configure the IP address pool name,
run the ip pool (system view)

command.
Pool-No Index of the IP address pool.
Lease Lease of the IP address pool.

To configure the lease of the IP
address pool, run the lease command.

Domain-name Name of a domain.

To configure the domain name, run
the domain-name command.

Option-code Value of a customized option.

To configure the value, run the option
command.

Option-subcode Value of a customized sub-option.

To configure the value, run the option
command.

Option-type Type of a customized option code:

e ascii: indicates that the customized
option code is an ASCII character
string.

e hex: indicates that the customized
option code is a hexadecimal string.

e cipher: indicates that the
customized option code is a
ciphertext character string.

To configure the type, run the option
command.
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Item

Description

Option-value

Content of a customized option.

To configure the content, run the
option command.

DNS-serverQO

Address of the DNS server. Currently,
an IP address pool can be configured
with up to eight DNS servers. The
value 0 indicates the first DNS server
address and the value 1 indicates the
second DNS server address.

To configure the DNS server address,
run the dns-list command.

NBNS-server0

Address of the NetBIOS server.
Currently, an address pool can be
configured with up to eight NetBIOS
server addresses. The value 0 indicates
the first NetBIOS server address.

To configure the NetBIOS server
address, run the nbns-list command.

Netbios-type

NetBIOS type.

To configure the NetBIOS type, run the
netbios-type command.

Position

Location of the IP address pool.

Status ( First)

Status of the address pool.

To configure the address pool status,
run the lock (IP address pool view)
command.

Gateway-0

Gateway address. Currently, a
maximum of eight gateway addresses
can be configured in an IP address
pool. The value 0 indicates the first
gateway address.

To configure the gateway address, run
the gateway-list command.

Network

Network segment of the address pool.

Mask

Subnet mask of the address pool.

To configure the subnet mask of the
address pool, run the network (IP
address pool view) command.

Bootfile

Name of the startup configuration file
configured for the DHCP client.

To configure the name, run the
bootfile command.
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Item

Description

VPN instance

Name of a VPN instance.

NOTE
Only the S1720GW, S1720GW-E,
S1720GWR, S1720GWR-E, S1720X, S1720X-
E, S2720El, S5720El, S5720HI, S5720LlI,
S5720S-LI, S5720S-SI, S5720SI, S5730S-El,
S5730SI, S6720El, S6720LI, S6720S-El,
S6720S-LI, S6720SI, and S6720S-SI support
this parameter.

Logging

Status of the logging function when
the DHCP server allocates IP
addresses.

e Enable
e Disable

To configure the status of the logging
function, run the logging or dhcp
server logging command.

Conflicted address recycle interval

The interval for the automatic reclaim
of conflicting IP addresses in the
address pool.

To configure the status of the logging
function, run the conflict auto-recycle
interval day day [ hour Aour [ minute
minute] ] command.

Address Statistic

Statistics about IP addresses in the
address pool.

Start Start IP address of the IP address pool.

End End IP address of the IP address pool.

Total Total number of IP addresses in the
address pool.
Total = Used + Idle(Expired) + Conflict
+ Disable

Used Number of used IP addresses in the
address pool.

Idle (Expired) Number of idle(expired) IP addresses

in the address pool.
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Item

Description

Conflict

Number of conflicting IP addresses in
the address pool.

NOTE
If there are many conflicting IP addresses
in the address pool, it is recommended that
you configure the conflict auto-recycle
interval command to reclaim conflicting IP
addresses periodically. This configuration
reduces occupation of idle IP addresses in
the address pool and prevents IP address
conflicts on the network.

Disabled

Number of disabled IP addresses in the
address pool.

Client-ID format as follows

Client ID format:

e DHCP: mac-address. The client ID
format of DHCP users is a MAC
address.

e PPPoE: mac-address. The client ID
format of PPPoE users is a MAC
address.

e |PSec: user-id/portnumber/vrf. The
client ID format of IPSec users is a
user ID, port number, or VPN index.

e PPP: interface index. The client ID

format of PPP users is an interface
index.

e L2TP: cpu-slot/session-id. The client
ID format of L2TP users is a CPU
ID-slot ID or session ID.

e SSL-VPN: user-id/session-id. The
client ID format of SSL-VPN users is
a user ID or session ID.

Index Index.

IP IP address.

Client-ID DHCP client ID.

Type DHCP client type. The types include

DHCP, PPPoE, IPSec, PPP, L2TP, and
SSL-VPN.
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Item

Description

Left

Remaining lease of an IP address.
When the result of the calculation
formula ([Lease - Left]/Lease) is 50%
or 87.5%, the DHCP client sends a
DHCP Request message to the DHCP
server to renew the lease. If the
renewal succeeds, the value of the Left
field is recounted. If the renewal fails,
the DHCP client requests an IP address
again and the status of its original IP
address is set to Expired.

Status ( Second )

Status of an IP address:

e Used: indicates that the IP address
is used.

e |dle: indicates that the IP address is
idle.

e Expired: indicates that the lease of
the IP address expires and the IP
address is idle.

e Conflict: indicates that the IP

address conflicts with another IP
address on the network.

e Disable: indicates that the IP
address cannot be used.

e Static-bind: indicates that the IP
address is bound to a MAC address.

e Static-bind used: indicates that the

IP address is bound to a MAC
address and used.

6.3.69 display snmp-agent trap feature-name dhcp all

Function

Format

Parameters

The display snmp-agent trap feature-name dhcp all command displays the

status of all traps on the DHCP module.

display snmp-agent trap feature-name dhcp all

None
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Views

Default Level

All views

1: Monitoring level

Usage Guidelines

Example

Usage Scenario

After enabling the trap function for the DHCP module, you can run this command
to check the status of all traps on the DHCP module. To enable the trap function
for the DHCP module, run the snmp-agent trap enable feature-name dhcp
command.

Prerequisites

The SNMP function has been enabled on the device. For details, see snmp-agent.

# Display the status of all traps on the DHCP module.

<HUAWEI>display snmp-agent trap feature-name dhcp all

Feature name: dhcp
Trap number : 14

Trap name Default switch status Current switch status
hwNomatchSnpBindTblDhcpPktAlarm

off off
hwDhcpSnpChaddrAlarm off off
hwUntrustedReplyPktAlarm off off
hwDhcpPktRateAlarm off on
hwSnpUserNumberAlarmif off off
hwSnpUserNumberAlarmIfResume  off off
hwSnpUserNumberAlarmVlan off off
hwSnpUserNumberAlarmVlanResume off
off
hwSnpUserNumberAlarmGlobal  off off
hwSnpUserNumberAlarmGlobalResume

off off
hwNdSnpUserNumberAlarmlf off off
hwNdSnpUserNumberAlarmIfResume off
off
hwNdSnpUserNumberAlarmGlobal  off off
hwNdSnpUserNumberAlarmGlobalResume

off off

Table 6-30 Description of the display snmp-agent trap feature-name dhcp all
command output

Item Description
Feature name Name of the module to which a trap belongs.
Trap number Number of traps.
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Item

Description

Trap name

Name of a trap. Traps on the DHCP module include:

e hwNomatchSnpBindTblDhcpPktAlarm: The device
sends a Huawei proprietary trap when the
number of DHCP Request packets that do not
match DHCP snooping binding entries and are
discarded on an interface exceeds the threshold.

e hwDhcpSnpChaddrAlarm: The device sends a
Huawei proprietary trap when the number of
discarded DHCP packets whose CHADDR field
differs from the source MAC address exceeds the
threshold.

e hwUntrustedReplyPktAlarm: The device sends a
Huawei proprietary trap message when the
number of DHCP Reply packets discarded on an
untrusted interface exceeds the threshold.

e hwDhcpPktRateAlarm: The device sends a Huawei
proprietary trap message when the number of
discarded DHCP packets whose rate exceeds the
limit exceeds the threshold.

e hwSnpUserNumberAlarmlf: The device sends a
Huawei proprietary trap message when the
number of DHCP access users on an interface
exceeds the upper threshold.

e hwSnpUserNumberAlarmIfResume: The device
sends a Huawei proprietary trap message when
the number of DHCP access users on an interface
falls below the lower threshold.

e hwSnpUserNumberAlarmVlan: The device sends a
Huawei proprietary trap message when the
number of DHCP access users in a VLAN exceeds
the upper threshold.

e hwSnpUserNumberAlarmV0anResume: The device
sends a Huawei proprietary trap message when
the number of DHCP access users in a VLAN falls
below the lower threshold.

e hwSnpUserNumberAlarmGlobal: The device sends
a Huawei proprietary trap message when the
number of DHCP access users on the device
exceeds the upper threshold.

e hwSnpUserNumberAlarmGlobalResume: The
device sends a Huawei proprietary trap message
when the number of DHCP access users on the
device falls below the lower threshold.

e hwNdSnpUserNumberAlarmlf: The device sends a
Huawei proprietary trap message when the
number of ND access users on an interface
exceeds the upper threshold.
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Item Description

e hwNdSnpUserNumberAlarmIfResume: The device
sends a Huawei proprietary trap message when
the number of ND access users on an interface
falls below the lower threshold.

e hwNdSnpUserNumberAlarmGlobal: The device
sends a Huawei proprietary trap message when
the number of ND access users on the device
exceeds the upper threshold.

e hwNdSnpUserNumberAlarmGlobalResume: The
device sends a Huawei proprietary trap message
when the number of ND access users on the
device falls below the lower threshold.

Default switch status Default status of the trap function:
e on: The trap function is enabled by default.
e off: The trap function is disabled by default.

Current switch status Trap status:
e on: The trap is enabled.
e off: The trap is disabled.

Related Topics

6.3.99 snmp-agent trap enable feature-name dhcp

6.3.70 dns-list

Function
The dns-list command configures the DNS server address for the DHCP client.
The undo dns-list command deletes a configured DNS server address.
By default, no DNS server address is configured.

Format

IP address pool view

dns-list { jp-address &<1-8> | unnumbered interface /nterface-type interface-
number}

undo dns-list { /p-address | unnumbered interface | all }
DHCP Option template view
dns-list /p-address &<1-8>

undo dns-list { jp-address| all }
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Parameters

Views

Default Level

Parameter

Description

Value

ip-address

Specifies the DNS server
address.

The value is in dotted
decimal notation. A
maximum of eight DNS
server addresses can be
configured. These IP
addresses are separated
by spaces.

unnumbered interface
interface-type interface-
number

Borrows the DNS server
address obtained by the
interface as the DNS
server |P address.

all

Deletes all DNS server

addresses.

IP address pool view, DHCP Option template view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

This command applies to DHCP servers. If user hosts access hosts on the network
by domain names, user hosts need to send DNS requests to the DNS server and
resolve the domain name to access for communication. To connect a DHCP client
to the network, configure a DHCP server address so that the DHCP server can
assign both the specified DNS server address and an IP address to the client. To
configure DNS server addresses for an interface address pool, run the dhcp server
dns-list command.

Precautions

In the IP address pool view and DHCP Option template view, a device can be
configured with a maximum of eight DNS server addresses respectively. The
address first assigned to the clients functions as the primary address, and the
other seven addresses function as secondary addresses.

# In the IP address pool view, set the IP address of the DNS server to 10.10.10.10.
<HUAWEI> system-view

[HUAWEI] ip pool global1

[HUAWEI-ip-pool-global1] dns-list 10.10.10.10
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# In the DHCP Option template view, set the IP address of the DNS server to

10.10.10.10.

<HUAWEI> system-view
[HUAWEI] dhcp option template template1
[HUAWEI-dhcp-option-template-template1] dns-list 10.10.10.10

Related Topics
6.3.78 ip pool (system view)
6.3.35 dhcp server dns-list

6.3.71 domain-name

Function
The domain-name command configures the domain name suffix for the DHCP
client.
The undo domain-name command deletes a configured domain name suffix.
By default, no domain name suffix is configured.
Format
domain-name domain-name
undo domain-name
Parameters
Parameter Description Value
domain-name Specifies a domain name | The value is a string of 1
to be assigned to a to 63 characters without
DHCP client. spaces.
NOTE
When quotation marks are
used around the string,
spaces are allowed in the
string.
Views

IP address pool view, DHCP Option template view

Default Level

2: Configuration level

Usage Guidelines

This command applies to DHCP servers. When allocating IP addresses to the client,
the DHCP server also specifies domain names for clients. Run the domain-name
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command on the DHCP server to specify a domain name. When allocating IP
addresses to clients, the DHCP server also sends the domain names to the clients.
To configure a domain name for an interface address pool, run the dhcp server
domain-name (interface view) command.

Example

# In the IP address pool view, configure the domain name suffix assigned to the
DHCP client as example.com.

<HUAWEI> system-view

[HUAWEI] ip pool test

[HUAWEI-ip-pool-test] domain-name example.com

# In the DHCP Option template, configure the domain name suffix assigned to the
DHCP client as huawei.com.

<HUAWEI> system-view

[HUAWEI] dhcp option template template1

[HUAWEI-dhcp-option-template-template1] domain-name huawei.com

Related Topics

6.3.78 ip pool (system view)
6.3.36 dhcp server domain-name (interface view)

6.3.72 excluded-ip-address

Function

Format

Parameters

The excluded-ip-address command specifies the range of IP addresses that
cannot be automatically assigned to clients from the address pool.

The undo excluded-ip-address command deletes the specified range of IP
addresses that cannot be automatically assigned to clients from the address pool.

By default, all IP addresses in the address pool can be automatically assigned to
clients.

excluded-ip-address start-ip-address [ end-ip-address ]

undo excluded-ip-address start-ip-address [ end-ip-address ]

Parameter Description Value

start-ip-address Specifies the start IP The value is in dotted
address that cannot be decimal notation.

automatically assigned.
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Parameter Description Value
end-ip-address Specifies the end IP The value is in dotted
address that cannot be decimal notation. end-ip-
automatically assigned. address and start-ip-
If end-ip-address is not address must be on the
specified, only start-ip- same network segment
address cannot be and end-ip-address must
automatically assigned. be larger than start-ip-
address.
Views

IP address pool view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

The excluded-ip-address command applies to DHCP servers. Fixed IP addresses
are allocated to some specific hosts (such as the WWW server) on the network for
a long time. If these hosts' IP addresses are overlapped with IP addresses in the
address pool and the DHCP server allocates these overlapped IP addresses to
other hosts, IP address conflicts may occur. To prevent the IP address conflict, you
need to exclude these IP addresses from being automatically allocated in the
address pool.

You can run the excluded-ip-address command to specify the IP addresses or the
range of IP addresses that cannot be automatically assigned to clients in the
global address pool.

You can run the dhcp server excluded-ip-address command to specify the IP
addresses or the range of IP addresses that cannot be automatically assigned to
clients in the interface address pool.

Prerequisites

Network segment addresses that can be assigned from the global address pool
have been configured using the network (address pool view) command.

Precautions

e The excluded IP address or IP address segment must be in the local address
pool.

e You do not need to exclude the gateway address configured using the 6.3.75
gateway-list command from being automatically allocated. The device
automatically adds the gateway address into the list of IP addresses that
cannot be automatically allocated.
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You do not need to exclude the IP address of a server's interface connecting
to a client from being automatically allocated. The device automatically sets
the interface IP address to the Conflict status during address allocation.

e If you run the excluded-ip-address command multiple times, you can specify
multiple IP addresses or IP address segments that cannot be automatically
assigned to clients from the specified address pool.

e You can run the display ip pool command to check used IP addresses in the
current address pool, and then specify unused IP addresses that cannot be
automatically assigned. To exclude used IP addresses from being
automatically assigned, run the reset ip pool command to reclaim used IP
addresses first.

(Optional) Follow-up Procedure

If you want to add more ranges of IP addresses that cannot be automatically

allocated from the address pool, run the excluded-ip-address command for

multiple times. If you want to delete some configured ranges of IP addresses that
cannot be automatically allocated from the address pool, run the undo excluded-
ip-address command.

The following uses the global address pool global1 as an example. You can run

the following commands to exclude IP addresses in the range from 10.10.10.10 to

10.10.10.30 from the global address pool.

<HUAWEI> system-view

[HUAWEI] ip pool globalil

[HUAWEI-ip-pool-global1] network 10.10.10.0 mask 24

[HUAWEI-ip-pool-global1] excluded-ip-address 10.10.10.10 10.10.10.30

[HUAWEI-ip-pool-global1] quit

e If you want to exclude IP addresses in the range from 10.10.10.10 to
10.10.10.40 from the global address pool, run the following commands:
[HUAWEI] ip pool global1
[HUAWEI-ip-pool-global1] excluded-ip-address 10.10.10.10 10.10.10.40
[HUAWEI-ip-pool-global1] quit

e |f you want to exclude IP addresses only in the range from 10.10.10.15 to
10.10.10.20 from the global address pool, run the following commands:
[HUAWEI] ip pool global1
[HUAWEI-ip-pool-global1] undo excluded-ip-address 10.10.10.10 10.10.10.14
[HUAWEI-ip-pool-global1] undo excluded-ip-address 10.10.10.21 10.10.10.30
[HUAWEI-ip-pool-global1] quit

Example

# Specify that IP addresses 10.10.10.10 to 10.10.10.20 cannot be automatically
assigned to clients from the address pool global1.

<HUAWEI> system-view

[HUAWEI] ip pool globalil

[HUAWEI-ip-pool-global1] network 10.10.10.0 mask 24
[HUAWEI-ip-pool-global1] excluded-ip-address 10.10.10.10 10.10.10.20

Related Topics

6.3.78 ip pool (system view)
6.3.86 network (IP address pool view)
6.3.37 dhcp server excluded-ip-address

Issue 14 (2021-10-20) Copyright © Huawei Technologies Co., Ltd. 2514



S1720, S2700, S5700, and S6720 Series Ethernet
Switches
Command Reference 6 IP Service Commands

6.3.73 force insert option

Function
The force insert option command configures a DHCP server to forcibly insert an
Option field specified in the global address pool or DHCP Option template to a
DHCP Response packet that it sends to a DHCP client.
The undo force insert option command deletes the Option field forcibly inserted
to a DHCP Response packet that a DHCP server sends to a DHCP client.
By default, a DHCP server does not forcibly insert an Option field to a DHCP
Response packet that it sends to a DHCP client.
Format
force insert option code &<1-254>
undo force insert option code &<1-254>
Parameters
Parameter Description Value
code Specifies the code for a The value is an integer
forcibly replied option. that ranges from 1 to
You can configure a 254,
DHCP server to forcibly
reply one or more
options.
Views

IP address pool view, DHCP Option template view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

When a DHCP client applies for an IP address from a DHCP server, parameters
contained in the DHCP Request packet specify the options the client requires. The
DHCP server inserts the required options to a DHCP Response packet.

Sometimes, the DHCP server on the existing network receives a DHCP Request
packet that contains no parameter specifying the options the client requires.
However, the client still wants to obtain the options configured on the global
address pool. You can run the force insert option code &<1-254> command to
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configure the DHCP server to forcibly insert an Option field to the DHCP Response
packet.
Prerequisites
The Option field has been configured in the global address pool by running the
option code [ sub-option sub-code ] { ascii ascii-string | hex hex-string | cipher
cipher-string | ip-address /p-address &<1-8> } command in the global address
pool view.

Example

# Configure a DHCP server to forcibly insert Option 4 to a DHCP Response packet
in the address pool pool1.

<HUAWEI> system-view

[HUAWEI] ip pool pool1l
[HUAWEI-ip-pool-pool1] option 4 hex 11 22
[HUAWEI-ip-pool-pool1] force insert option 4

# Configure a DHCP server to forcibly insert Option 4 to a DHCP Response packet

in the DHCP Option template template1.
<HUAWEI> system-view

[HUAWEI] dhcp option template template1
[HUAWEI-dhcp-option-template-template1] option 4 hex 11 22
[HUAWEI-dhcp-option-template-template1] force insert option 4

Related Topics

6.3.78 ip pool (system view)
6.3.88 option
6.3.18 dhcp option template

6.3.74 gateway (DHCP server group view)

Function

Format

Parameters

The gateway command specifies an egress gateway address of the DHCP server in
the DHCP server group view.

The undo gateway command restores the default setting.

By default, no egress gateway address is specified.

gateway /p-address

undo gateway

Parameter Description Value
ip-address Specifies the IP address The value is in dotted
of an egress gateway. decimal notation.
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Views

Default Level

DHCP server group view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

This command applies to DHCP relay agents. If a DHCP server and its DHCP relay
agent are on different network segments, you can run the gateway command to
specify an egress gateway address for the DHCP relay agent. In this way, the
DHCP relay agent can communicate with the DHCP server. Run the gateway-list
command to configure an egress gateway for the DHCP server.

Precautions

e If an egress gateway is not configured for a DHCP relay agent using the
gateway command, the DHCP relay agent uses the interface address as the
gateway address to communicate with the DHCP server.

e  When two switch devices function as the DHCP server and DHCP relay agent
respectively, they must use the same egress gateway address.

# Specify the egress gateway address of the server group myServers as 10.10.10.1.

<HUAWEI> system-view
[HUAWEI] dhcp server group myServers
[HUAWEI-dhcp-server-group-myServers] gateway 10.10.10.1

6.3.75 gateway-list

Function

Format

The gateway-list command configures the egress gateway address for the DHCP
client.

The undo gateway-list command deletes a configured egress gateway address.

By default, no egress gateway address is configured.

gateway-list /jp-address &<1-8>

undo gateway-list { /p-address | all }
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Parameters
Parameter Description Value
ip-address Specifies an egress The value is in dotted
gateway address. decimal notation.
all Deletes all gateway -
addresses.
Views

IP address pool view, DHCP Option template view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

This command applies to DHCP servers. If a DHCP server and its client are on
different network segments, you can run the gateway-list command to specify an
egress gateway address. In this way, the DHCP server and client can communicate
with each other. Then the DHCP server can assign both an IP address and the
specified egress gateway address to the client. You can configure multiple
gateways in a global address pool to load balance traffic and improve network
reliability.

Run the 6.3.74 gateway (DHCP server group view) command to configure an
egress gateway for a DHCP relay agent.

Configuration Impact

If a gateway address is configured on the DHCP server, a DHCP client obtains the
gateway address from the DHCP server and automatically generates a default
route to the gateway address. If you run the option121 command on the DHCP
server to allocate classless static routes to DHCP clients, the DHCP client uses an
allocated classless static route and does not automatically generate a default
route to the gateway address.

Precautions

In the IP address pool view and DHCP Option template view, the Switch can be
configured with a maximum of eight egress gateway addresses respectively. These
gateway addresses cannot be subnet broadcast addresses.

When configuring an egress gateway address for the global address pool of a
DHCP server, ensure that this egress gateway address is the same as that of the
DHCP relay agent.

Issue 14 (2021-10-20) Copyright © Huawei Technologies Co., Ltd. 2518



S1720, S2700, S5700, and S6720 Series Ethernet
Switches
Command Reference 6 IP Service Commands

Example

# In the IP address pool view, set the egress gateway address for the DHCP client
to 10.1.1.1.

<HUAWEI> system-view
[HUAWEI] ip pool global1
[HUAWEI-ip-pool-global1] gateway-list 10.1.1.1

# In the DHCP Option template, set the egress gateway address for the DHCP

client to 10.1.1.1.

<HUAWEI> system-view

[HUAWEI] dhcp option template template1
[HUAWEI-dhcp-option-template-template1] gateway-list 10.1.1.1

Related Topics
6.3.78 ip pool (system view)
6.3.18 dhcp option template

6.3.76 ip address bootp-alloc

Function

The ip address bootp-alloc command enables the BOOTP client function on an
interface.

The undo ip address bootp-alloc command disables the BOOTP client function
from an interface.

By default, the BOOTP client function is disabled on an interface.

Format
ip address bootp-alloc [ unicast ]

undo ip address bootp-alloc

Parameters

Parameter Description Value

unicast Indicates that the client -
requests the server to
unicast response packets
to the client.

Views

Interface view

Default Level

2: Configuration level
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Usage Guidelines

Example

Usage Scenario

DHCP is developed based on the BOOTP protocol. The device supports both DHCP
and BOOTP and allows hosts to obtain IP addresses by BOOTP.

To enable an interface to obtain IP addresses using BOOTP, you can enable the
BOOTP client function on the interface. A BOOTP client requests for an IP address
from the server using BOOTP. The BOOTP client has two functions:

e Sends BOOTP Request messages to the server.
e  Processes BOOTP Reply messages from the server.

To obtain an IP address, the BOOTP client sends a BOOTP Request message to the
server. When the server receives the BOOTP Request message, it sends a BOOTP
response message to the BOOTP client. The BOOTP client obtains the assigned IP
address from the response message.

Precautions

Interfaces of the Switch can have IP addresses statically configured using the ip
address command or dynamically obtain IP addresses using the ip address bootp-
alloc command. A static IP address takes precedence over a dynamic IP address. If
the interface has dynamically obtained an IP address after the ip address bootp-
alloc command is executed, running the undo ip address command deletes the IP
address and the ip address bootp-alloc command. If the interface does not
obtain an IP address after the ip address bootp-alloc command is executed,
running the undo ip address command does not delete the ip address bootp-
alloc command.

# Enable the BOOTP client function on VLANIF100 to obtain an IP address.

<HUAWEI> system-view
[HUAWEI] interface vlanif 100
[HUAWEI-VIanif100] ip address bootp-alloc

# Enable the BOOTP client function on GE0/0/1 to obtain an IP address.
<HUAWEI> system-view

[HUAWEI] interface gigabitethernet 0/0/1

[HUAWEI-GigabitEthernet0/0/1] undo portswitch

[HUAWEI-GigabitEthernet0/0/1] ip address bootp-alloc

6.3.77 ip address dhcp-alloc

Function

The ip address dhcp-alloc command enables the DHCP client function on an
interface.

The undo ip address dhcp-alloc command disables the DHCP client function on
an interface.

By default, the DHCP client function is enabled on VLANIF1 of the S1720GW,
S1720GWR, S1720GW-E, and S1720GWR-E. The DHCP client function is disabled
on the interfaces of other switches.
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Format
ip address dhcp-alloc [ unicast ]
undo ip address dhcp-alloc
Parameters
Parameter Description Value
unicast Indicates that the client -
requests the server to
unicast response packets.
Views

Default Level

Interface view

2: Configuration level

Usage Guidelines

Usage Scenario

To enable an interface of the Switch to obtain IP addresses using DHCP, enable the
DHCP client function on the interface. A BOOTP client applies for an IP address
from the server using DHCP. The DHCP client has two functions:

e Sends DHCP Request messages to the server.
e  Processes DHCP Reply messages from the server.

To obtain an IP address, the DHCP client sends a DHCP Request message to the
server. After the server receives the DHCP Request message, it sends a DHCP
response message to the DHCP client. The DHCP client obtains the assigned IP
address from the response message.

Precautions

Interfaces of the device can have IP addresses statically configured using the ip
address command or dynamically obtain IP addresses using the ip address dhcp-
alloc command. A static IP address takes precedence over a dynamic IP address. If
the interface has dynamically obtained an IP address after the ip address dhcp-
alloc command is executed, running the undo ip address command deletes the IP
address and the ip address dhcp-alloc command. If the interface does not obtain
an IP address after the ip address dhcp-alloc command is executed, running the
undo ip address command does not delete the ip address dhcp-alloc command.

On the S1720GW, S1720GWR, S1720GW-E, and S1720GWR-E, if no IP address is
configured, VLANIF1 uses the IP address 192.168.1.253 255.255.255.0 by default,
and the ip address dhcp-alloc unicast command is configured on the interface by
default. After VLANIF1 obtains an IP address through DHCP successfully, the IP
address 192.168.1.253 255.255.255.0 is deleted. If the DHCP client function is
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enabled on another VLANIF interface, the VLANIF interface cannot obtain the IP
address in the same network segment as that of VLANIF1, which prevents address
conflict.

Example

# Enable the DHCP client function on VLANIF100 to obtain an IP address.

<HUAWEI> system-view
[HUAWEI] interface vlanif 100
[HUAWEI-VIanif100] ip address dhcp-alloc

# Enable the DHCP client function on GEO/0/1 to obtain an IP address.
<HUAWEI> system-view

[HUAWEI] interface gigabitethernet 0/0/1

[HUAWEI-GigabitEthernet0/0/1] undo portswitch

[HUAWEI-GigabitEthernet0/0/1] ip address dhcp-alloc

6.3.78 ip pool (system view)

Function
The ip pool command creates a global address pool.
The undo ip pool command deletes a global address pool.
By default, no global address pool is created.
Format
ip pool /p-pool-name
undo ip pool /p-pool-name
Parameters
Parameter Description Value
ip-pool-name Specifies the name for The value is a string of 1
an IP address pool. to 64 characters without
spaces. It can contain
digits, letters, and special
characters such as
underscores (_), hyphens
(-), and periods (.). It
cannot be set to - or --.
Views

System view

Default Level

2: Configuration level
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Usage Guidelines

Example

Usage Scenario

This command applies to DHCP servers. When configuring a DHCP server, run the
ip pool (system view) command in the system view to create a global IP address
pool and set parameters for the global IP address pool, including a gateway
address, the IP address lease, and a VPN instance. Then the configured DHCP
server can assign IP addresses in the IP address pool to clients.

Precautions

A maximum of 128 address pools, including global address pools and interface
address pools, can be created on the device.

Follow-up Procedure

Run the 6.3.86 network (IP address pool view) command to specify the range of
the IP addresses in the pool.

# Create a global address pool named global1.

<HUAWEI> system-view
[HUAWEI] ip pool global1l

Related Topics

6.3.86 network (IP address pool view)

6.3.79 ip relay address cycle

Function

Format

Parameters

Views

The ip relay address cycle command enables the DHCP server polling function on
a DHCP relay agent.

The undo ip relay address cycle command disables the DHCP server polling
function on a DHCP relay agent.

By default, DHCP server polling is disabled on a DHCP relay agent.

ip relay address cycle

undo ip relay address cycle

None

System view
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Default Level

2: Configuration level

Usage Guidelines

Example

Usage Scenario

This command applies to DHCP relay agents. When multiple DHCP server
addresses are configured on a DHCP relay agent, the DHCP relay agent forwards
DHCP Discover messages to all servers by default. As a result, DHCP servers need
to process a large number of messages, leading to heavy loads of servers. To solve
this problem, configure the ip relay address cycle command. After this command
is configured, the DHCP relay agent forwards a received DHCP Discover message
to one DHCP server at a time, and forwards the DHCP Discover message to a
different DHCP server each time it receives the message. Multiple DHCP servers
then can allocate the same number of IP addresses, implementing load balancing
among DHCP servers.

Prerequisites
DHCP has been enabled globally using the dhcp enable command.
Precautions

After the ip relay address cycle command is run, the DHCP relay agent forwards
a received DHCP Discover message to a different DHCP server each time in the
sequence in which DHCP servers were configured. You can run the display dhcp
relay command to view DHCP server IP addresses in the Server IP address field to
determine the sequence in which DHCP servers were configured.

# Enable DHCP server polling on the switch in the system view.

<HUAWEI> system-view
[HUAWEI] dhcp enable
[HUAWEI] ip relay address cycle

Related Topics

6.3.17 dhcp enable

6.3.80 ip route dhcp

Function

The ip route dhcp command configures a routing entry delivered by the DHCP
server to a DHCP client.

The undo ip route dhcp command cancels the configuration.

By default, no routing entry is delivered by the DHCP server to a DHCP client.
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Format
ip route jp-address { mask | mask-length} interface-type interface-number dhcp
[ preference-value ]
undo ip route /[p-address { mask | mask-length } interface-type interface-number
dhcp [ preference-value ]
Parameters
Parameter Description Value
ip-address Specifies the destination | The value is in dotted
IP address. decimal notation.
mask Specifies the mask of the | The value is in dotted
IP address. decimal notation.
mask-length Specifies the mask The value is an integer
length. The 32-bit mask | that ranges from 0 to 32.
is represented by
consecutive 1s, and the
mask in dotted decimal
notation can be replaced
by the mask length.
interface-type interface- | Specifies the type and -
number number of the interface
that forwards packets.
dhcp Indicates that the DHCP | -
client obtains routing
entries using DHCP.
preference-value Specifies the priority of The value is an integer
the routing protocol. that ranges from 1 to
255.
Views

System view

Default Level

2: Configuration level

Usage Guidelines

The ip route dhcp command is used on DHCP clients. After the ip route /p-
address { mask | mask-length } interface-type interface-number dhcp

[ preference-value ] command is run, a route with the gateway address as the
next-hop IP address is automatically generated when a DHCP client obtains an IP

address from the DHCP server through a DHCP request.
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Example

# Configure a routing entry to be obtained in DHCP mode on the DHCP client,
and specify VLANIF100 as the outbound interface for forwarding packets and 30
as the routing protocol priority.

<HUAWEI> system-view

[HUAWEI] ip route 10.1.1.1 24 vlanif 100 dhcp 30

6.3.81 lease

Function
The lease command sets the lease for IP addresses in a global IP address pool.
The undo lease command restores the default lease of IP addresses in a global IP
address pool.
By default, the lease of IP addresses is one day.
Format
lease { day day [ hour Aour [ minute minute] ] | unlimited }
undo lease
Parameters
Parameter Description Value
day day Specifies the number of | The value is an integer
days in the IP address that ranges from 0 to
lease. 999. The default value is
1.
hour hour Specifies the number of | The value is an integer
hours in the IP address that ranges from 0 to 23.
lease. The default value is 0.
minute minute Specifies the number of | The value is an integer
minutes in the IP address | that ranges from O to 59.
lease. The default value is 0.
unlimited Indicates that the IP -
address lease is
unlimited.
Views

IP address pool view

Default Level

2: Configuration level
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Usage Guidelines

Example

Usage Scenario

This command applies to DHCP servers. To meet different client requirements,
DHCP supports dynamic, automatic, and static address assignment.

Different hosts require different IP address leases. For example, if some hosts such
as a DNS server need to use certain IP addresses for a long time, run the lease
command to set the IP address lease of the current global address pool to
unlimited. If some hosts such as a portable computer just need to use temporary
IP addresses, run the lease command to set the IP address lease of the current
global address pool to the required time so that the expired IP addresses can be
released and assigned to other clients.

When a DHCP client starts and 50% or 87.5% of its IP address lease has passed,
the DHCP client sends a DHCP Request message to the DHCP server to renew the
lease.

e |f the IP address can be assigned to the client, the DHCP server informs the
client that the IP address lease can be renewed.

e If the IP address can no longer be assigned to the client, the DHCP server
informs the client that the IP address lease cannot be renewed. The client
needs to request for another IP address.

You can run the 6.3.68 display ip pool command to view information about the IP
address lease. The values of the lease and left fields in the command output
indicate the configured lease time and remaining lease time, respectively.

Prerequisites

A global IP address pool has been created using the 6.3.78 ip pool (system view)
command.

Precautions

Different IP address leases can be specified for different global address pools on a
DHCP server. In a global address pool, all addresses have the same lease.

To specify the IP address lease for an interface address pool, run the dhcp server
lease command.

If the IP address lease of an address pool is changed using this command, newly
assigned IP addresses use the new IP address lease. IP addresses assigned before
the change still use the original IP address lease before the lease is updated, and
use the new lease after the lease is updated.

# Set the lease of a global address pool global1 to 2 days 2 hours and 30
minutes.
<HUAWEI> system-view

[HUAWEI] ip pool global1l
[HUAWEI-ip-pool-global1] lease day 2 hour 2 minute 30

Related Topics

6.3.78 ip pool (system view)
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6.3.82 lock (IP address pool view)

Function
The lock command locks an IP address pool.
The undo lock restores the default configuration.
By default, no IP address pool is locked.
Format
lock
undo lock
Parameters
None
Views

IP address pool view

Default Level

2: Configuration level

Usage Guidelines

After the lock command is run, the specified IP address pool is locked and IP
addresses in this address pool cannot be assigned to clients. When a DHCP server
needs to be redeployed, you need to migrate address pools on the DHCP server to
another DHCP server on the live network. To retain the addresses that have been
assigned to clients from a global address pool, run the lock command to lock the
global address pool. When new users get online after the address pool migration,
they apply for IP addresses from a new address pool.

Example

# Lock the IP address pool globall.
<HUAWEI> system-view

[HUAWEI] ip pool global1
[HUAWEI-ip-pool-global1] lock

Related Topics
6.3.78 ip pool (system view)
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6.3.83 logging (IP address pool view)

Function

Format

Parameters

Views

Default Level

The logging command enables the logging function during IP address allocation
of the DHCP server in the IP address pool view.

The undo logging command disables the logging function during IP address
allocation of the DHCP server in the IP address pool view.

By default, the logging function during IP address allocation of the DHCP server is
disabled.

logging [ allocation-fail | allocation-success | release | renew-fail | renew-
success | detect-conflict | recycle-conflict ] *

undo logging [ allocation-fail | allocation-success | release | renew-fail |
renew-success | detect-conflict | recycle-conflict ] *

Parameter Description Value

allocation-fail Displays logs when address allocation fails. -

allocation-success | Displays logs when address allocation succeeds. -

release Displays logs when addresses are released. -
renew-fail Displays logs when address lease renewal fails. -
renew-success Displays logs when address lease renewal succeeds. |-
detect-conflict Displays logs when address conflict occurs. -

recycle-conflict Displays logs when conflicting addresses are -
reclaimed.

IP address pool view

2: Configuration level

Usage Guidelines

Usage Scenario

This command is used on a DHCP server. When the DHCP server allocates IP
addresses to clients, it records address allocation information to facilitate routine
maintenance and fault location. After the logging function during IP address
allocation of the DHCP server is configured using the logging command, the
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DHCP server records logs about address allocation, conflict, lease renewal, and

release.

Run the display ip pool name /jp-pool-name command to check the status of the

logging function during IP address allocation of the DHCP server.

Prerequisites

The global address pool has been created using the ip pool (system view)

command.

Precautions

e  With this logging function enabled, if a large number of DHCP clients request
IP addresses from the DHCP server, the server frequently records logs. The
server performance may therefore be affected.

e [P address allocation logs are recorded in the AM module. To view log
information, the information center must be enabled. In addition, default
settings for log output vary depending on various factors including the log
level and output direction. For details, see Information Center Configuration.
For example, the level of logs indicating that an IP address is successfully
allocated, an IP address is successfully renewed, and an IP address is
successfully released is informational, and these logs are not recorded in the
log buffer by default. You can run the info-center source AM channel 4 log
level informational command to change the level of the logs to be recorded
in the log buffer. You can then run the display logbuffer command to check
the preceding logs.

Example

# Enable the logging function during IP address allocation of the DHCP server in
the IP address pool pool1.

<HUAWEI> system-view
[HUAWEI] ip pool pool1l
[HUAWEI-ip-pool-pool1] logging

6.3.84 nbns-list

Function
The nbns-list command configures the NetBIOS server address for the DHCP
client.
The undo nbns-list command deletes a configured NetBIOS server address.
By default, no NetBIOS server address is configured.

Format

nbns-list /p-address &<1-8>

undo nbns-list { jp-address| all }
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Parameters
Parameter Description Value
ip-address Specifies the IP address The value is in dotted
of a NetBIOS server. decimal notation. A
maximum of eight
NetBIOS server addresses
can be configured. These
IP addresses are
separated by spaces.
all Deletes all NetBIOS -
server addresses.
Views

IP address pool view, DHCP Option template view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

This command applies to DHCP servers. Before hosts communicate with each
other, a NetBIOS server needs to resolve the accessedNetBIOS hostname to an IP
address. To enable hosts to communicate with each other, run the nbns-list
command to configure NetBIOS server addresses. When assigning IP addresses to
clients, a DHCP server also assigns the configured NetBIOS server addresses to
clients. To configure NetBIOS server addresses for an interface address pool, run
the dhcp server nbns-list command.

Precautions

In the IP address pool view and DHCP Option template view, a device can be
configured with a maximum of eight NetBIOS server addresses respectively. The
first assigned address functions as the primary address, and the other seven
addresses function as secondary addresses.

Example

# In the IP address pool view, set the IP address of the NetBIOS server to
192.168.1.1.

<HUAWEI> system-view

[HUAWEI] ip pool globalil

[HUAWEI-ip-pool-global1] nbns-list 192.168.1.1

# In the DHCP Option template view, set the IP address of the NetBIOS server to
10.1.1.1.

<HUAWEI> system-view

[HUAWEI] dhcp option template template1

[HUAWEI-dhcp-option-template-template1] nbns-list 10.1.1.1
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Related Topics
6.3.78 ip pool (system view)
6.3.45 dhcp server nbns-list
6.3.18 dhcp option template

6.3.85 netbios-type

Function
The netbios-type command configures the NetBIOS node type for the DHCP
client.
The undo netbios-type command deletes a configured NetBIOS node type.
By default, no NetBIOS node type for the DHCP client is configured.
Format
netbios-type { b-node | h-node | m-node | p-node }
undo netbios-type
Parameters
Parameter Description Value
b-node Indicates a node in -

broadcast mode. A b-
node obtains the
mapping between host
names and IP addresses
in broadcast mode.

h-node Indicates a node in -
hybrid mode. An h-node
is a b-type node enabled
with the end-to-end
communication
mechanism.

m-node Indicates a node in -
mixed mode. An m-node
is a p-type node with

some broadcast features.

p-node Indicates a node in peer- | -
to-peer mode. A p-node
obtains the mapping
between host names and
IP addresses by
communicating with a
NetBIOS server.
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Views

IP address pool view, DHCP Option template view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

This command applies to DHCP servers. When a DHCP client uses NetBIOS for
communication, its host name needs to be mapped to an IP address, and the
NetBIOS node type needs to be specified for it using the netbios-type command.
When a DHCP server assigns an IP address to clients, it also sends the specified
NetBIOS node type to clients.

Prerequisites

To specify the NetBIOS node type for a client in the interface address pool, run the
dhcp server netbios-type command.

Example

# In the IP address pool view, set the NetBIOS node type for the DHCP client to b-

node.

<HUAWEI> system-view

[HUAWEI] ip pool globalil
[HUAWEI-ip-pool-global1] netbios-type b-node

# In the DHCP Option template view, set the NetBIOS node type for the DHCP

client to b-node.

<HUAWEI> system-view

[HUAWEI] dhcp option template template1
[HUAWEI-dhcp-option-template-template1] netbios-type b-node

Related Topics
6.3.78 ip pool (system view)
6.3.84 nbns-list
6.3.46 dhcp server netbios-type

6.3.86 network (IP address pool view)

Function
The network command sets a network segment address for a global address pool.
The undo network command restores the default network segment address.
By default, no network segment address is specified.

Format

network /p-address [ mask { mask | mask-length } ]

Issue 14 (2021-10-20) Copyright © Huawei Technologies Co., Ltd. 2533



S1720, S2700, S5700, and S6720 Series Ethernet

Switches
Command Reference

6 IP Service Commands

undo network

Parameters
Parameter Description Value
ip-address Specifies a network The value is in dotted
segment address. decimal notation.
mask Specifies the mask of the | -
network segment
address. If this
parameter is not
specified, the natural
mask is used.
mask Specifies the mask of the | The value is in dotted
network segment decimal notation.
address.
mask-length Specifies the network The value is an integer
mask length of the that ranges from 0 to 32.
DHCP server.
Views

IP address pool view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

This command applies to DHCP servers. Before a DHCP server assigns IP addresses
to clients from a global address pool, run the network command to set a network
segment address for the global address pool so that the DHCP server can select
and assign IP addresses on this network segment to clients. When a DHCP server
assigns an IP address to the client from the interface address pool, the network
segment of the interface IP address is that of the interface address pool.

Precautions

Each IP address pool can be configured with only one network segment. If the
system needs multiple address segments, multiple IP address pools are required.

The size of an address pool can be controlled by setting the mask length. The
mask length is in reverse proportion to the address pool size.

When configuring an address pool, ensure that IP addresses on the network
address segment must be class A, B, or C IP addresses, and the mask cannot be set
to 0, 1, 31, or 32.
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The size of the IP address pool cannot be larger than 16K.

Example

# Set the network segment address of the IP address pool global1 to 192.168.1.0
and mask length to 24.

<HUAWEI> system-view
[HUAWEI] ip pool global1
[HUAWEI-ip-pool-global1] network 192.168.1.0 mask 24

Related Topics
6.3.78 ip pool (system view)

6.3.87 next-server

Function
The next-server command configures the IP address of a server for the DHCP
client after the client automatically obtains the IP address.
The undo next-server command deletes a configured IP address of a server for
the DHCP client after the client automatically obtains the IP address.
By default, no IP address of a server is configured for the DHCP client after the
client automatically obtains the IP address.
Format
next-server /p-address
undo next-server
Parameters
Parameter Description Value
ip-address Specifies a server IP The value is in dotted
address. decimal notation.
Views

IP address pool view, DHCP Option template view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

The next-server command is used on DHCP servers. When assigning a client an IP
address, a DHCP server can also assign the client an IP address of the server that
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Example

provides network services for the client. For example, after obtaining IP addresses,
clients such as IP phones need parameters such as the startup configuration file to
work normally. You can run the next-server command to specify the server
address used after a client obtains an IP address. The client then requests the
configuration parameters from the specified server after obtaining an IP address.

If users use addresses in the interface address pool, run the dhcp server next-
server command to specify the DHCP server IP address. If users use addresses in
the global address pool, run the next-server command to specify the DHCP server
IP address.

Precautions

e Only one IP address of a server that provides network services can be
configured in each IP address pool view or DHCP Option template view. If the
system needs multiple IP addresses of servers that provide network services,
configure multiple IP address pools or DHCP Option templates.

e If you run the next-server command multiple times, only the latest
configuration takes effect.

# In the IP address pool view, set the IP address of a server for the DHCP client
after the client automatically obtains the IP address to 10.1.2.2.

<HUAWEI> system-view

[HUAWEI] ip pool global1

[HUAWEI-ip-pool-global1] next-server 10.1.2.2

# In the DHCP Option template view, set the IP address of a server for the DHCP

client after the client automatically obtains the IP address to 10.1.2.2.
<HUAWEI> system-view

[HUAWEI] dhcp option template template1

[HUAWEI-dhcp-option-template-template1] next-server 10.1.2.2

Related Topics

6.3.47 dhcp server next-server
6.3.18 dhcp option template

6.3.88 option

Function

Format

The option command configures the user-defined option that a DHCP server
assigns to a DHCP client.

The undo option command deletes the user-defined option that a DHCP server
assigns to a DHCP client.

By default, no user-defined option that a DHCP server assigns to a DHCP client is
configured.

option code [ sub-option sub-code] { ascii ascii-string | hex hex-string | cipher
cipher-string | ip-address /p-address &<1-8> }
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undo option [ code [ sub-option sub-code] ]

Parameters

Parameter

Description

Value

code

Specifies the code for a
user-defined option.

The value is an integer
that ranges from 1 to
254, except values 1, 3,
6, 15, 44, 46, 50, 51, 52,
53, 54, 55, 57, 58, 59, 61,
82, 120, 121 and 184.

NOTE
There are well-known
options and customized
options. For details about
well-known options, see
RFC 2132.

sub-option sub-code

Specifies the code of a
user-defined sub-option.

The value is an integer
that ranges from 1 to
254. For details about
well-known options, see
RFC 2132.

ascii ascii-string

Specifies the user-
defined option code as

an ASCII character string.

The value is a string of
characters case-sensitive
characters with spaces
supported. If sub-option
is not specified, the value
is a string of 1 to 255
characters. If sub-option
is specified, the value is a
string of 1 to 253
characters.

hex hex-string

Specifies the user-
defined option code as a
hexadecimal string.

The value is a
hexadecimal string with
an even number of
characters, for example,
hh or hhhh. If sub-
option is not specified,
the value without spaces
ranges from 1 to 254; if
sub-option is specified,
the value without spaces
ranges from 1 to 252.
The value can be a
combination of digits
(0-9) and letters (A-F
and a-f).
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Parameter

Description

Value

cipher cipher-string

Specifies the user-
defined option code as a
ciphertext character
string.

The value is a string, you
can enter a character
string in plain text or
cipher text.

e The character string
in plain text is a string
of 1 to 64 characters.

e The character string
in cipher text is a
string of 32 to 104.

No matter whether the
character string is
entered in plain or cipher
text, the character string
is displayed in cipher text
in the configuration file
and in plain text in
packets.

ip-address /p-address

Specifies the user-
defined option code as
an IP address.

The value is in dotted
decimal notation.

Views

IP address pool view, DHCP Option template view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

This command applies to DHCP servers. The option field in a DHCP packet carries
control information and parameters. If a DHCP server is configured with options,
when a DHCP client applies for an IP address, the client can obtain the
configurations in the option field of the DHCP response packet from the DHCP
server. To configure user-defined options for an interface address pool, run the
dhcp server option command.

Precautions

e To ensure accuracy, read the Request For Comments (RFC) before configuring

options.

e When the password is contained in option, the ascii or hex type is insecure.
Set the option type to cipher. A secure password should contain at least two
types of the following: lowercase letters, uppercase letters, number, and
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special characters. In addition, the password must consist of six or more than
six characters.

Note the following if the option code [ sub-option sub-code ] { ascii ascii-
string | hex hex-string | cipher cipher-string | ip-address /p-address &<1-8> }
command is not executed for the first time:

- If the new code is different from the existing code, both new and existing
configurations take effect.

- If the new code is the same as the existing code, the following situations
may occur:

®  When a sub-code is specified in the existing command, the new
configuration overrides the existing configuration if the new and
existing sub-codes are the same, and both the new and existing
configurations take effect if the new and existing sub-codes are
different. If no sub-code is specified in the new command, the new
configuration overrides the existing configuration.

®  When no sub-code is specified in the existing command, the new
configuration overrides the existing configuration.

If the device functions as the DHCP server to assign IP addresses to APs, and
the AC and APs are on different network segments, you need to configure the
Option 43 field to specify the AC's IP address for the APs. Otherwise, the APs
cannot discover the AC. Run the option 43 { hex hex-string | [ sub-option 1
hex hex-string | sub-option 2 ip-address /p-address &<1-8> | sub-option 3
ascii ascii-string ] } command to configure the device to specify AC IP
addresses for APs in one of the following methods:

a. Run the option 43 hex
031D3139322e3136382e3139342e35302¢3139322e3136382e3139342e
3534 command to configure the device to specify AC IP addresses
192.168.194.50 and 192.168.194.54 for APs. In this command, 03
indicates that the sub-option value of Option43 is an ASCII value, 1D
indicates that the length of IP addresses (192.168.194.50,192.168.194.54)
including dots (.) and the comma (,) is 29, and multiple IP addresses are
separated by the comma (,), 3139322e3136382e3139342e3530 indicates
the ASCII value of 192.168.194.50, 2C indicates the ASCII value of the
comma (,), and 3139322e3136382e3139342e3534 indicates the ASCI|
value of 192.168.194.54.

b. Run the option 43 sub-option 1 hex COA80001C0A80002 command to
configure the device to specify AC IP addresses 192.168.0.1 and
192.168.0.2 for APs. In the command, COA80001 indicates the
hexadecimal format of 192.168.0.1, and COA80002 indicates the
hexadecimal format of 192.168.0.2.

¢. Run the option 43 sub-option 2 ip-address 192.168.0.1 192.168.0.2
command to configure the device to specify AC IP addresses 192.168.0.1
and 192.168.0.2 for APs.

d. Run the option 43 sub-option 3 ascii 192.168.0.1,192.168.0.2 command

to configure the device to specify AC IP addresses 192.168.0.1 and
192.168.0.2 for APs.

(11 NOTE

If you need to configure multiple IP addresses when the option is specified as an
ASCII character string, use commas (,) to separate the IP addresses.
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If the AC and APs are in the same network segment, you do not need to
configure the Option 43 field, and the APs can discover the AC in broadcast
mode. After Option 43 is configured, the APs unicast Discover Request packets
to the IP address carried in Option 43 to discover the AC. If the APs do not
receive any Discovery Response packet after sending unicast Discovery
Request packets 10 consecutive times, the APs then broadcast packets to

discover the AC.

Example

# In the global address pool global1, configure Option64 to 0x11 (a hexadecimal

number).
<HUAWEI> system-view
[HUAWEI] ip pool globalil

[HUAWEI-ip-pool-global1] option 64 hex 11

# In the DHCP Option template template1, configure Option64 to 0x11 (a

hexadecimal number).
<HUAWEI> system-view

[HUAWEI] dhcp option template template1
[HUAWEI-dhcp-option-template-template1] option 64 hex 11

Related Topics
6.3.78 ip pool (system view)
6.3.48 dhcp server option
6.3.18 dhcp option template

6.3.89 option121

Function
The option121 command configures the classless static route for the DHCP client.
The undo option121 command deletes a configured classless static route.
By default, no classless static route is configured.
Format
option121 ip-address { /p-address mask-length gateway-address } &<1-8>
undo option121 [ ip-address /p-address mask-length gateway-address ]
Parameters
Parameter Description Value
[p-address Specifies the destination | The value is in dotted
IP address. decimal notation.
mask-length Specifies the mask The value is an integer
length. that ranges from 0 to 32.
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Parameter Description Value
gateway-address Specifies the gateway The value is in dotted
address of a route. decimal notation.
Views

IP address pool view, DHCP Option template view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

The option121 command applies to only the DHCP server. The option121
command configures Option 121 that defines a classless static route allocated to a
client.

mask-length and gateway-address specify a classless static route. The option121
command configures a maximum of eight classless static routes.

Precautions

e To configure multiple classless static routes, run the option121 command
repeatedly.

e The undo option121 command will delete all classless static routes. To delete
one classless static route, run the undo option121 ip-address /p-address
mask-length gateway-address command.

Example

# In the IP address pool view, configure classless static routes delivered by the
DHCP server.

<HUAWEI> system-view

[HUAWEI] ip pool global1l

[HUAWEI-ip-pool-global1] option121 ip-address 10.10.10.10 24 10.11.11.11

# In the DHCP Option template view, configure classless static routes delivered by

the DHCP server.

<HUAWEI> system-view

[HUAWEI] dhcp option template template1

[HUAWEI-dhcp-option-template-template1] option121 ip-address 10.10.10.10 24 10.11.11.11

Related Topics
6.3.78 ip pool (system view)
6.3.48 dhcp server option
6.3.18 dhcp option template
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6.3.90 option184

Function
The option184 command configures the Option 184 field for the DHCP client.
The undo option184 command deletes a configuration in the Option 184 field.
By default, no content in the Option 184 field is configured.
Format
option184 { as-ip /p-address | fail-over ip-address dialer-string | ncp-ip ip-address
| voice-vlan vian-id'}
undo option184 [ as-ip | fail-over | ncp-ip | voice-vlan ]
Parameters
Parameter Description Value
ncp-ip /p-address Specifies the IP address The value is in dotted
of the network call decimal notation.
processor (NCP).
as-ip /p-address Specifies the IP address The value is in dotted
of the backup NCP. decimal notation.
fail-over jp-address Specifies the IP address The value is in dotted
in the failover route. decimal notation.
dialer-string Specifies the dialer The value is a string of 1
string. to 64 characters.
voice-vlan vian-id Specifies the ID of a The value is an integer
voice VLAN. that ranges from 1 to
4094.
Views

IP address pool view, DHCP Option template view

Default Level

2: Configuration level

Usage Guidelines

The option184 command applies to only the DHCP server and configures Option
184 allocated by a DHCP server to a client in a global address pool.
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Example

# In the IP address pool view, configure the Option 184 field.
<HUAWEI> system-view

[HUAWEI] ip pool global1l

[HUAWEI-ip-pool-global1] option184 as-ip 192.168.1.10

# In the DHCP Option template view, configure the Option 184 field.
<HUAWEI> system-view

[HUAWEI] dhcp option template template1

[HUAWEI-dhcp-option-template-template1] option184 as-ip 10.10.10.10

Related Topics
6.3.78 ip pool (system view)
6.3.48 dhcp server option
6.3.18 dhcp option template

6.3.91 reset dhcp client statistics

Function
The reset dhcp client statistics command clears packet statistics about a DHCP
client.
Format
reset dhcp client statistics [ interface /interface-type interface-number ]
Parameters
Parameter Description Value
interface /nterface-type | Clear packet statistics -
interface-number about the DHCP client of
the specified interface.
e /nterface-type
specifies the interface
type.
e /nterface-number
specifies the interface
number.
Views

User view

Default Level

3: Management level
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Usage Guidelines
Usage Scenario

The reset dhcp client statistics command is applicable to DHCP client. During
DHCP troubleshooting, statistics about the packets sent and received within a
specified period need to be checked. Therefore, before collecting packet statistics,
run the reset dhcp client statistics command to clear the existing packet
statistics. Then you can run the display dhcp client statistics command to check
packet statistics about the DHCP client.

Precautions
The reset dhcp client statistics command can be run multiple times at any
interval.

Example

# Clear packet statistics about the DHCP client.

<HUAWEI> reset dhcp client statistics

Related Topics
6.3.60 display dhcp client statistics

6.3.92 reset dhcp relay statistics

Function
The reset dhcp relay statistics command clears message statistics on a DHCP
relay agent.
Format
reset dhcp relay statistics [ server-group group-name ]
Parameters
Parameter Description Value
server-group group- Specifies the name of a The value is a string of 1
name DHCP server group. to 32 characters without
spaces. A combination of
digits, letters,
underscores (), and dots
(.) is allowed.
Views

User view
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Default Level

3: Management level

Usage Guidelines
Usage Scenario

This command applies to DHCP relay agents. Collecting statistics on the DHCP
messages sent and received within a specified period helps you locate DHCP
faults. Run the reset dhcp relay statistics [ server-group group-name ]
command to clear original statistics on DHCP messages, and run the display dhcp
relay statistics [ server-group group-name] command to view packet statistics
about the DHCP relay agent.

e Run the reset dhcp relay statistics server-group group-name command to
clear message statistics on DHCP relay agents connected to DHCP servers in a
specified DHCP server group. The DHCP server group name needs to be
specified.

e Run the reset dhcp relay statistics command to clear message statistics on
all DHCP relay agents besides DHCP relay agents connected to DHCP servers
in the DHCP server group.

Precautions
The reset dhcp relay statistics command can be run multiple times at any
interval.

Example

# Clear message statistics on the DHCP relay agent.

<HUAWEI> reset dhcp relay statistics

Related Topics
6.3.63 display dhcp relay statistics

6.3.93 reset dhcp server statistics

Function
The reset dhcp server statistics command clears statistics on the DHCP server.
Format
reset dhcp server statistics
Parameters
None
Views
User view
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Default Level

3: Management level

Usage Guidelines
Usage Scenario

This command applies to DHCP servers. Collecting statistics on the DHCP
messages sent and received within a specified period helps you locate DHCP
faults. Run the reset dhcp server statistics command to clear original statistics on
DHCP messages and then run the display dhcp server statistics to view message
statistics on the DHCP server.

Precautions
The reset dhcp server statistics command can be run multiple times at any
interval.

Example

# Clear message statistics on the DHCP server.

<HUAWEI> reset dhcp server statistics

Related Topics
6.3.66 display dhcp server statistics

6.3.94 reset dhcp statistics

Function
The reset dhcp statistics command clears packet statistics about a DHCP.
Format
reset dhcp statistics
Parameters
None
Views
User view

Default Level

3: Management level

Usage Guidelines

During DHCP troubleshooting, statistics about the packets sent and received
within a specified period need to be checked. Therefore, before collecting packet
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statistics, run the reset dhcp statistics command to clear the existing packet
statistics. Then you can run the display dhcp statistics command to view DHCP
message statistics.

Example

# Clear packet statistics about the DHCP.

<HUAWEI> reset dhcp statistics

Related Topics
6.3.67 display dhcp statistics

6.3.95 reset ip pool

Function
The reset ip pool command resets the IP address pool configured on the device.
Format
reset ip pool { interface /nterface-name | name jp-pool-name } { start-ip-address
[ end-ip-address] | all | conflict | expired | used }
Parameters

Parameter

Description

Value

interface /nterface-name

Specifies the name of
the interface address
pool to be reset, which is
represented by the type
and number of an
interface.

The value is a string of 1
to 64 characters without
spaces. A combination of
digits, letters,
underscores (), and dots
(.) is allowed.

name /p-pool-name

Specifies the name of
the global address pool
to be reset.

The value is a string of 1
to 64 characters without
spaces. A combination of
digits, letters,
underscores (_), and dots
(.) is allowed.

start-ip-address

Specifies the start IP
address of the IP address
pool to be reset.

The value is in dotted
decimal notation.

end-ip-address

Specifies the end IP
address of the IP address
pool to be reset.

The value is in dotted
decimal notation.

all

Indicates that all the IP
addresses need to be
reset.
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Parameter Description Value
conflict Indicates that the -
conflicting IP addresses
need to be reset.
expired Indicates that the -
expired IP addresses
need to be reset.
used Indicates that the used -
IP addresses need to be
reset.
Views
User view

Default Level

3: Management level

Usage Guidelines

Example

Usage Scenario

The reset ip pool command resets the IP addresses that cannot be released in an
IP address pool. If an IP address conflict occurs because two clients use the same
IP address, run the reset ip pool command to reset the specified IP address pool.

Precautions

If a user's IP address is within the IP address range specified when this command
is run, the user cannot continue to use the IP address after this command is run,
and needs to send an IP address application request again.

The address pool status cannot be restored after this command is run. Therefore,
exercise caution when deciding to run this command.

User information cannot be restored after you clear it. Exercise caution when
running the reset ip pool command. DHCP clients must release their old IP
addresses before obtaining new IP addresses.

Follow-up Procedure

After the address pool is set to idle, the client can obtain an IP address from the
global address pool.

# Reset the conflicting IP addresses in the IP address pool mypool.

<HUAWEI> reset ip pool name mypool conflict
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Related Topics
6.3.68 display ip pool

6.3.96 section (IP address pool view)

Function
The section command configures the IP address segment in an IP address pool.
The undo section command deletes the configured IP address segment in an IP
address pool.
By default, the IP address segment in an IP address pool is not configured.
Format
section section-id start-address [ end-address ]
undo section section-id
Parameters
Parameter |Description Value
section-id Specifies the ID of the address segment | The value is an integer
in the IP address pool. that ranges from 0 to
255.
start-address Specifies the start IP address of the The value is in dotted
address segment. decimal notation.
end-address Specifies the end IP address of the The value is in dotted
address segment. decimal notation.
NOTE
The end IP address must be larger than the
start IP address. If the end IP address is not
entered, there is only one address in the
address segment.
Views

IP address pool view

Default Level

2: Configuration level

Usage Guidelines

An IP address pool consists of one or more IP address segments. The IP addresses
on each address segment cannot overlap.
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Example

# Configure an IP address segment 10.1.1.10-10.1.1.15 with the ID O for the IP
address pool abc.

<HUAWEI> system-view

[HUAWEI] ip pool abc
[HUAWEI-ip-pool-abc] section 0 10.1.1.10 10.1.1.15

6.3.97 sip-server (IP address pool view)

Function
The sip-server command configures the SIP server IP address assigned to a DHCP
client in a global address pool.
The undo sip-server command deletes the configured SIP server IP address
assigned to a DHCP client in a global address pool.
By default, the SIP server IP address assigned to a DHCP client in a global address
pool is not configured.

Format
sip-server { ip-address /p-address &<1-2> | list domain-name &<1-2>}
undo sip-server

Parameters
Parameter Description Value
ip-address /p- Specifies an IP address for The value is in dotted
address the SIP server. decimal notation.
list domain-name Specifies the domain name 'els'ge I\1/alue is a string of 1 to

of the SIP server. characters.
Views

IP address pool view, DHCP Option template view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

This command applies to the DHCP server. To enable DHCP clients to normally
access the Internet, the DHCP server needs to specify the SIP server IP address in
the address pool when assigning IP addresses to the clients.
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Precautions
e A maximum of two SIP server addresses can be configured in each address
pool. The first assigned address functions as the primary address, and the
other address functions as a secondary address.
e Before specifying the IP address or name for a SIP server, ensure that the SIP
server exists.
e If you run this command repeatedly, the latest configuration overrides the
previous ones.
Example

# Specify 192.168.1.1 as the IP address of the SIP server when addresses in the
global address pool global1 are assigned to clients.

<HUAWEI> system-view

[HUAWEI] ip pool globalil
[HUAWEI-ip-pool-global1] sip-server ip-address 192.168.1.1

6.3.98 sname

Function
The sname command configures the name of the server from which the DHCP
client obtains the startup configuration file.
The undo sname command deletes the configured name of the server from which
the DHCP client obtains the startup configuration file.
By default, no name is configured for the server from which the DHCP client
obtains the startup configuration file.
Format
shame sname
undo sname
Parameters
Parameter Description Value
sname Specifies the name of The value is a string of 1
the server where the to 63 case-sensitive
DHCP client obtains the | characters without
startup configuration spaces.
file.
Views

IP address pool view, DHCP Option template view
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Default Level

2: Configuration level

Usage Guidelines

Example

Usage Scenario

Besides assigning IP addresses, a DHCP server can also provide the required
network configuration parameters, such as the startup configuration file name for
the DHCP client. After the name of the server from which the DHCP client obtains
the startup configuration file is configured using the sname command, the DHCP
client obtains the startup configuration file from this server.

Precautions

Ensure that the route between the DHCP client and the file server from which the
DHCP client obtains the startup configuration file is reachable.

# In the IP address pool view, configure the name of the server from which the
DHCP client obtains the startup configuration file as example.

<HUAWEI> system-view

[HUAWEI] ip pool p1

[HUAWEI-ip-pool-p1] sname example

# In the DHCP Option template view, configure the name of the server from
which the DHCP client obtains the startup configuration file as Huawei.
<HUAWEI> system-view

[HUAWEI] dhcp option template template1

[HUAWEI-dhcp-option-template-template1] sname Huawei

Related Topics

6.3.78 ip pool (system view)
6.3.18 dhcp option template

6.3.99 snmp-agent trap enable feature-name dhcp

Function

Format

The snmp-agent trap enable feature-name dhcp command enables the trap
function for the DHCP module.

The undo snmp-agent trap enable feature-name dhcp command disables the
trap function for the DHCP module.

By default, the trap function for the DHCP module is disabled.

snmp-agent trap enable feature-name dhcp [ trap-name

{ hwdhcppktratealarm | hwdhcpsnpchaddralarm |
hwndsnpusernumberalarmglobal | hwndsnpusernumberalarmglobalresume |
hwndsnpusernumberalarmif | hwndsnpusernumberalarmifresume |
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Parameters

hwnomatchsnpbindtbldhcppktalarm | hwsnpusernumberalarmglobal |
hwsnpusernumberalarmglobalresume | hwsnpusernumberalarmif |
hwsnpusernumberalarmifresume | hwsnpusernumberalarmvlan |
hwsnpusernumberalarmvlanresume | hwuntrustedreplypktalarm } ]

undo snmp-agent trap enable feature-name dhcp [ trap-name

{ hwdhcppktratealarm | hwdhcpsnpchaddralarm |
hwndsnpusernumberalarmglobal | hwndsnpusernumberalarmglobalresume |
hwndsnpusernumberalarmif | hwndsnpusernumberalarmifresume |
hwnomatchsnpbindtbldhcppktalarm | hwsnpusernumberalarmglobal |
hwsnpusernumberalarmglobalresume | hwsnpusernumberalarmif |
hwsnpusernumberalarmifresume | hwsnpusernumberalarmvlan |
hwsnpusernumberalarmvlanresume | hwuntrustedreplypktalarm } ]

Parameter Description Value

trap-name Enables or disables the -
trap function for a
specified event of the
DHCP module.

hwdhcppktratealarm Enables the device to -
send a Huawei
proprietary trap when
the number of discarded
DHCP packets whose
rate exceeds the limit
exceeds the threshold.

hwdhcpsnpchaddra- Enables the device to -
larm send a Huawei
proprietary trap when
the number of discarded
DHCP packets whose
CHADDR field differs
from the source MAC
address exceeds the
threshold.

hwndsnpusernumbera- | Enables the device to -
larmglobal send a Huawei
proprietary trap when
the number of ND access
users on the device
exceeds the upper
threshold.
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Parameter

Description

Value

hwndsnpusernumbera-
larmglobalresume

Enables the device to
send a Huawei
proprietary trap when
the number of ND access
users on the device falls
below the lower
threshold.

hwndsnpusernumbera-
larmif

Enables the device to
send a Huawei
proprietary trap when
the number of ND access
users on an interface
exceeds the upper
threshold.

hwndsnpusernumbera-
larmifresume

Enables the device to
send a Huawei
proprietary trap when
the number of ND access
users on an interface
falls below the lower
threshold.

hwnomatchsnpbindtbld
hcppktalarm

Enables the device to
send a Huawei
proprietary trap when
the number of DHCP
Request packets that do
not match DHCP
snooping binding entries
and are discarded on an
interface exceeds the
threshold.

hwsnpusernumbera-
larmglobal

Enables the device to
send a Huawei
proprietary trap when
the number of DHCP
access users on the
device exceeds the upper
threshold.

hwsnpusernumbera-
larmglobalresume

Enables the device to
send a Huawei
proprietary trap when
the number of DHCP
access users on the
device falls below the
lower threshold.
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Parameter

Description

Value

hwsnpusernumberalar-
mif

Enables the device to
send a Huawei
proprietary trap when
the number of DHCP
access users on an
interface exceeds the
upper threshold.

hwsnpusernumberalar-
mifresume

Enables the device to
send a Huawei
proprietary trap when
the number of DHCP
access users on an
interface falls below the
lower threshold.

hwsnpusernumbera-
larmvlan

Enables the device to
send a Huawei
proprietary trap when
the number of DHCP
access users in a VLAN
exceeds the upper
threshold.

hwsnpusernumbera-
larmvlanresume

Enables the device to
send a Huawei
proprietary trap when
the number of DHCP
access users in a VLAN
falls below the lower
threshold.

hwuntrustedreplypkta-
larm

Enables the device to
send a Huawei
proprietary trap when
the number of DHCP
Reply packets discarded
on an untrusted interface
exceeds the threshold.

Views

System view

Default Level

2: Configuration level

Usage Guidelines

After the trap function is enabled, the device generates traps during operation and
sends the traps to the NMS through the SNMP modaule. If the trap function is
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disabled, the device does not generate traps and the SNMP module does not send
traps to the NMS.
You can specify snmp-agent to enable the trap function for one or more events.

Example

# Enable the trap function for hwdhcppktratealarm of the DHCP module.

<HUAWEI> system-view
[HUAWEI] snmp-agent trap enable feature-name dhcp trap-name hwdhcppktratealarm

Related Topics
6.3.69 display snmp-agent trap feature-name dhcp all

6.3.100 static-bind

Function
The static-bind command binds an IP address in a global address pool to a MAC
address of a client.
The undo static-bind command unbinds the IP address in a global address pool
from a MAC address.
By default, the IP address in a global address pool is not bound to any MAC
address.
Format
static-bind ip-address jp-address mac-address mac-address [ option-template
template-name | description description ]
undo static-bind [ ip-address /p-address | mac-address mac-address ]
Parameters

Parameter Description Value

ip-address /p-address Specifies the IP address The value is in dotted
to be bound. The IP decimal notation.
address must be a valid
IP address in the global
address pool.

mac-address mac- Specifies the user MAC The value is in H-H-H

address address. format. An His a
hexadecimal number of
1 to 4 digits.
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Parameter Description Value

option-template
template-name

Specifies the name of
the DHCP Option
template. To allocate

The name is a string of 1
to 31 case-sensitive
characters without

network configuration
parameters except IP
addresses to static
clients, specify the
parameter. Before
specifying the parameter,
run the dhcp option
template command to
create a DHCP option
template, and configure
network parameters for
static clients in the DHCP
Option template view.

spaces.

description description | Specifies the user

description.

The value is a string of 1
to 256 case-sensitive
characters. It can contain
spaces.

Views

IP address pool view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

The static-bind command applies to DHCP servers. When planning a network,
you need to allocate fixed IP addresses to some important hosts to ensure
reliability. In this case, you can bind IP addresses in the address pool to the MAC
addresses of these hosts. After the preceding configuration is complete, if the host
of the MAC address to which the IP address is bound request an IP address from
the DHCP server, the DHCP server finds the bound IP address based on the host's
MAC address and allocates this IP address to the host, ensuring that the IP address
obtained by the host is fixed.

You can run the static-bind command to bind an IP address in a global address
pool to a MAC address.

You can run the dhcp server static-bind command to bind an IP address in an
interface address pool to a MAC address.

Prerequisites
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Network segment addresses that can be assigned from the global address pool
have been configured using the network (IP address pool view) command.
Precautions
e Ensure that the bound IP address is not configured as the IP address that
cannot be allocated using the 6.3.72 excluded-ip-address command and is
not allocated by the DHCP server.
e You can run the display ip pool command to view the used IP addresses in
the current address pool and select an available IP address to be bound to the
MAC address. To bind used IP addresses to MAC addresses, run the reset ip
pool command to reclaim used IP addresses first.
e The DHCP server preferentially allocates the IP address that has been
statically bound to the client's MAC address.
e After an IP address is bound to a MAC address, the IP address does not expire;
the binding between the IP and MAC addresses cannot be deleted when the
IP address is in use.
Example

# Configure a DHCP server to assign a fixed IP address 192.168.1.10 in the global
address pool global1 to a host with the MAC address dcd2-fc96-e4c0.

<HUAWEI> system-view

[HUAWEI] ip pool global1

[HUAWEI-ip-pool-global1] network 192.168.1.10 mask 24

[HUAWEI-ip-pool-global1] static-bind ip-address 192.168.1.10 mac-address dcd2-fc96-e4c0

Related Topics

6.3.78 ip pool (system view)
6.3.54 dhcp server static-bind
6.3.18 dhcp option template

6.3.101 vpn-instance (DHCP server group view)

Function

Format

The vpn-instance command binds a DHCP server group to a VPN instance.

The undo vpn-instance command unbinds the VPN instance from a DHCP server
group.

By default, no DHCP server is bound to a VPN instance.

(11 NOTE

Only the S1720GW, S1720GW-E, S1720GWR, S1720GWR-E, S1720X, S1720X-E, S2720E|,
S5720El, S5720H]I, S5720LI, S5720S-LI, S5720S-SI, S5720SI, S5730S-El, S5730SI, S6720El,
S6720LI, S6720S-El, S6720S-LI, S6720SI, and S6720S-SI support this command.

vpn-instance vpn-instance-name

undo vpn-instance
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Parameters
Parameter Description Value
vpn-instance-name Specifies the name of a The value must be an
VPN instance. existing VPN instance
name.
Views

DHCP server group view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

This command applies to DHCP relay agents. To apply DHCP services in a VPN
instance, you need to run the vpn-instance command to bind the created DHCP
server group to the VPN instance.

Prerequisites
A VPN instance has been created using the ip vpn-instance command.
Precautions

The VPN instance bound to the DHCP server group on the DHCP relay agent must
be the same as the VPN instance bound to the IP address pool on the DHCP
server; otherwise, users in the IP address pool cannot go online.

Example

# Bind DHCP server group dhcp-srv1 to VPN instance huawei.

<HUAWEI> system-view

[HUAWEI] ip vpn-instance huawei
[HUAWEI-vpn-instance-huawei] ipv4-family
[HUAWEI-vpn-instance-huawei-af-ipv4] route-distinguisher 22:1
[HUAWEI-vpn-instance-huawei-af-ipv4] quit
[HUAWEI-vpn-instance-huawei] quit

[HUAWEI] dhcp server group dhcp-srv1
[HUAWEI-dhcp-server-group-dhcp-srv1] vpn-instance huawei

Related Topics
6.3.40 dhcp server group

6.3.102 vpn-instance (global address pool view)

Function

The vpn-instance command binds an IP address pool to a VPN instance.
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The undo vpn-instance command restores the default setting.
By default, an IP address pool is not bound to any VPN instance.
(11 NOTE
Only the S1720GW, S1720GW-E, S1720GWR, S1720GWR-E, S1720X, S1720X-E, S2720El,
S5720El, S5720HI, S5720LI, S5720S-LI, S5720S-SI, S5720SI, S5730S-El, S5730SI, S6720El,
S6720LI, S6720S-El, S6720S-LI, S6720SI, and S6720S-SI support this command.
Format
vpn-instance vpn-instance-name
undo vpn-instance
Parameters
Parameter Description Value
vpn-instance-name Specifies the name of a The value must be an
VPN instance. existing VPN instance
name.
Views

Global address pool view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

This command applies to DHCP servers. To apply DHCP services in a VPN instance,
you need to run the vpn-instance command to bind the created IP address pool
to the VPN instance.

Prerequisites

A VPN instance has been created using the ip vpn-instance command.

Precautions

e The VPN instance bound to the IP address pool on the DHCP server must be
the same as the VPN instance bound to the DHCP server group on the DHCP
relay agent; otherwise, users in the IP address pool cannot go online using
this DHCP server group.

e If an IP address pool is bound to a VPN instance, IP addresses assigned from
this address pool are VPN addresses.

e To bind an interface address pool to a VPN instance, run the ip binding vpn-
instance command in the interface view.
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Example

# Bind the address pool global1 to the VPN instance huawei.

<HUAWEI> system-view

[HUAWEI] ip vpn-instance huawei
[HUAWEI-vpn-instance-huawei] ipv4-family
[HUAWEI-vpn-instance-huawei-af-ipv4] quit
[HUAWEI-vpn-instance-huawei] quit

[HUAWEI] ip pool global1l
[HUAWEI-ip-pool-global1] vpn-instance huawei

Related Topics

6.3.78 ip pool (system view)
10.4.34 ip binding vpn-instance

6.4 DHCP Policy VLAN Configuration Commands

6.4.1 Command Support

6.4.2 dhcp policy-vlan generic
6.4.3 dhcp policy-vlan mac-address
6.4.4 dhcp policy-vlan port

6.4.1 Command Support

Only the S1720X, S1720X-E, S5720El, S5720HI, S5720S-SI, S5720SI, S5730S-El,
S5730SI, S6720El, S6720LI, S6720S-El, S6720S-LI, S6720S-SI, and S6720SI support
the DHCP policy VLAN configuration commands.

6.4.2 dhcp policy-vlan generic

Function

Format

The dhcp policy-vlan generic command configures the generic DHCP policy
VLAN.

The undo dhcp policy-vlan generic command deletes the generic DHCP policy
VLAN.

By default, the function of generic DHCP policy VLAN is disabled on the device.

dhcp policy-vlan generic [ priority priority ]

undo dhcp policy-vlan generic
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Parameters
Parameter Description Value
priority priority Specifies the 802.1p priority | The value is an integer
of DHCP messages. that ranges from 0 to
7. The default value is
0.
Views
VLAN view

Default Level

2: Configuration level

Usage Guidelines

Example

Usage Scenario

You can configure three types of DHCP policy VLAN on the device at the same
time. They are listed in descending order based on priorities as follows:

e DHCP policy VLAN based on MAC addresses
e DHCP policy VLAN based on interfaces
e Generic DHCP policy VLAN

On a network supporting VLAN assignment based on IP subnets, upon receiving
an untagged packet from a host, a switch adds a VLAN ID to the packet based on
the source IP address of the packet. A host that accesses the network for the first
time does not have a valid IP address. Therefore, the switch cannot add the host
to the VLAN and the host cannot obtain a valid IP address or network settings. To
make the host obtain a valid IP address from the DHCP server, run the dhcp
policy-vlan generic command to configure the generic policy VLAN.

Hosts that access the network for the first time apply the generic DHCP policy
VLAN only when they cannot apply DHCP policy VLAN based on MAC addresses or
interfaces.

Prerequisites

DHCP has been enabled globally using the dhcp enable command in the system
view.

Precautions

If you run this command in multiple VLAN views, only the latest configuration
takes effect.

# Configure the generic DHCP policy VLAN, associate DHCP packets that match
no MAC address or interface to VLAN 100, and set the 802.1p priority of the
packets to 5.
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<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] vlan 100

[HUAWEI-vlan100] dhcp policy-vlan generic priority 5

Related Topics

6.4.3 dhcp policy-vlan mac-address
6.4.4 dhcp policy-vlan port

6.4.3 dhcp policy-vlan mac-address

Function

Format

Parameters

The dhcp policy-vlan mac-address command configures the MAC address-based

DHCP policy VLAN.

The undo dhcp policy-vlan mac-address command deletes the MAC address-

based DHCP policy VLAN.

By default, the function of DHCP policy VLAN based on MAC addresses is disabled

on the device.

dhcp policy-vlan mac-address mac-address1 [ to mac-address2?] [ priority

priority ]

undo dhcp policy-vlan mac-address mac-addressi [ to mac-address2 ]

Parameter Description

Value

mac-address1 [ to mac-
address2 |

Specifies the MAC
addresses of user hosts
that access the network
for the first time.

e mac-address1 specifies
the start MAC address.

o to mac-address2
specifies the end MAC
address. mac-address2
must be greater than
mac-addressi. mac-
address2 and mac-
address1 specify the
MAC address range. If
to mac-address2 is not
specified, DHCP policy
VLAN based on only
the MAC address
specified by mac-

address1 is configured.

mac-address1 and
mac-address2 are in
the format of H-H-H.
An H contains one to
four hexadecimal
numbers.

NOTE
The range specified by
mac-address1 and mac-
address2 cannot contain
multicast MAC
addresses, broadcast
MAC addresses, and all
0 address. The number
of MAC addresses
cannot exceed 512.
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Parameter Description Value
priority priority Specifies the 802.1p The value is an integer
priority of DHCP that ranges from 0 to
messages. 7. The default value is
0.
Views
VLAN view

Default Level

2: Configuration level

Usage Guidelines

Example

Usage Scenario

You can configure three types of DHCP policy VLAN on the device at the same
time. They are listed in descending order based on priorities as follows:

e  DHCP policy VLAN based on MAC addresses
e  DHCP policy VLAN based on interfaces
e  Generic DHCP policy VLAN

On a network supporting VLAN assignment based on IP subnets, upon receiving
an untagged packet from a host, a switch adds a VLAN ID to the packet based on
the source IP address of the packet. A host that accesses the network for the first
time does not have a valid IP address. Therefore, the switch cannot add the host
to the VLAN and the host cannot obtain a valid IP address or network settings. To
make the host obtain a valid IP address from the DHCP server, run the dhcp
policy-vlan mac-address command to configure the MAC address-based DHCP
policy VLAN.

Prerequisites

DHCP has been enabled globally using the dhcp enable command in the system
view.

Precautions

If you run this command based on the same MAC address in multiple VLAN views,
only the latest configuration takes effect.

# Configure the MAC address-based DHCP policy VLAN, associate DHCP packets
from the host with the MAC address 0001-0001-0001 to VLAN 100, and set the
802.1p priority of the packets to 5.

<HUAWEI> system-view

[HUAWEI] dhcp enable

[HUAWEI] vlan 100

[HUAWEI-vlan100] dhcp policy-vlan mac-address 1-1-1 priority 5
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Related Topics
6.4.4 dhcp policy-vlan port
6.4.2 dhcp policy-vlan generic

6.4.4 dhcp policy-vlan port

Function

The dhcp policy-vlan port command configures the interface-based DHCP policy
VLAN.

The undo dhcp policy-vlan port command deletes the interface-based DHCP
policy VLAN.

By default, the function of DHCP policy VLAN based on interfaces is disabled on
the device.

Format

dhcp policy-vlan port interface-type interface-numberT [ to interface-number? ]
&<1-10> [ priority priority ]

undo dhcp policy-vlan port interface-type interface-numberT [ to interface-
number2] &<1-10>
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Parameters

Parameter Description

Value

interface-type interface- | Specifies the interface type
numberl [ to interface- | and interface number.

number2 | &<1-10> e interface-type specifies

the type of an interface.

e jnterface-numberi
specifies the number of
the start interface.

e to /nterface-number2
specifies the number of
the end interface.
interface-number2must
be greater than /interface-
numberl. interface-
number?2 and interface-
numberT specify the
interface range. If to
interface-numberZ2 is not
specified, DHCP policy
VLAN based on only the
interface specified by
interface-numberT is
configured.

NOTE

The interface cannot be a stack
interface.

priority priority Specifies the 802.1p priority
of DHCP messages.

The value is an integer
that ranges from 0 to

7. The default value is
0.

Views

VLAN view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

You can configure three types of DHCP policy VLAN on the device at the same
time. They are listed in descending order based on priorities as follows:

e DHCP policy VLAN based on MAC addresses
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Example

e DHCP policy VLAN based on interfaces
e  Generic DHCP policy VLAN

On a network supporting VLAN assignment based on IP subnets, upon receiving
an untagged packet from a host, a switch adds a VLAN ID to the packet based on
the source IP address of the packet. A host that accesses the network for the first
time does not have a valid IP address. Therefore, the switch cannot add the host
to the VLAN and the host cannot obtain a valid IP address or network settings. To
make the host obtain a valid IP address from the DHCP server, run the dhcp
policy-vlan port command to configure the interface-based policy VLAN.

Prerequisites

DHCP has been enabled globally using the dhcp enable command in the system
view.

Precautions

If you run this command on an interface in multiple VLAN views, only the latest
configuration takes effect.

(11 NOTE

The interface-based DHCP policy VLAN takes effect only for hybrid interfaces. If an
interface is not hybrid, run the port link-type hybrid command to configure it as a hybrid
interface.

# Configure the interface-based DHCP policy VLAN, associate DHCP packets
received on GigabitEthernet0/0/1 with VLAN 100, and set the 802.1p priority of
the packets to 5.

<HUAWEI> system-view

[HUAWEI] interface gigabitethernet 0/0/1
[HUAWEI--GigabitEthernet0/0/1] port link-type hybrid
[HUAWEI--GigabitEthernet0/0/1] quit

[HUAWEI] dhcp enable

[HUAWEI] vlan 100

[HUAWEI-vlan100] dhcp policy-vlan port gigabitethernet 0/0/1 priority 5

Related Topics

6.4.3 dhcp policy-vlan mac-address
6.4.2 dhcp policy-vlan generic

6.5 DNS Configuration Commands

6.5.1 Command Support

6.5.2 display dns dynamic-host
6.5.3 display dns domain

6.5.4 display dns server

6.5.5 display ip host

6.5.6 dns domain
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6.5.7 dns resolve

6.5.8 dns server

6.5.9 dns server source-ip
6.5.10 ip host

6.5.11 reset dns dynamic-host

6.5.1 Command Support

Commands provided in this section and all the parameters in the commands are
supported by all switch models by default, unless otherwise specified. For details,
see specific commands.

6.5.2 display dns dynamic-host

Function
The display dns dynamic-host command displays dynamic DNS entries.
Format
display dns dynamic-host [ vpn-instance vpn-instance-name | all ]
1O NOTE
Only the S1720GW, S1720GWR, S1720X, S1720GW-E, S1720GWR-E, S1720X-E, S2720El,
S5720LI, S5720S-LI, S5720SI, S5720S-SI, S5720El, S5720HI, S5730SI, S5730S-El, S6720Ll,
S6720S-LI, S6720SI, S6720S-SI, S6720El, and S6720S-El support vpn-instance vpn-instance-
name and all.
Parameters
Parameter Description Value
vpn-l.nstance Displays dynamic DNS entries of a The value must
vpn-instance- specified VPN instance. be an existing
name VPN instance
name.
all Displays all dynamic DNS entries, including
both public and private DNS entries.
NOTE
If neither vpn-instance vpn-instance-name nor
all is specified, only public dynamic DNS entries
are displayed.
Views
All views
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Default Level

1: Monitoring level

Usage Guidelines

You can run the display dns dynamic-host command to view dynamic DNS
entries and check whether domain names match the mapping entries.

Example

# Display dynamic DNS entries.
<HUAWEI> display dns dynamic-host
No Domain-name IpAddress ~ TTL Alias

1 www.hw.com 10.1.1.1 3521
2 www.hw.com.cn 10.1.2.1 3000

# Display dynamic DNS entries of the VPN instance vpn1.

<HUAWEI> display dns dynamic-host vpn-instance vpn1

No Domain-name Alias IpAddress TTL  VPN-Instance
1 www.huawei.com 10.1.3.1 3521  wvpni
2 www.huawei.com.cn 10.1.4.1 3000 vpni

Table 6-31 Description of the display dns dynamic-host command output

Item Description

No Number of a dynamic DNS entry.
Domain-name Domain name.

IpAddress IP addresses of the host.

TTL Remaining lifetime of DNS entries (in seconds).
Alias Alias of a host.

VPN-Instance VPN instance name.

Related Topics

6.5.11 reset dns dynamic-host

6.5.3 display dns domain

Function

The display dns domain command displays information about the domain name
suffixes.

Format

display dns domain [ vpn-instance vpn-instance-name | all ]
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Parameters

Views

Default Level

(11 NOTE

Only the S1720GW, S1720GWR, S1720X, S1720GW-E, S1720GWR-E, S1720X-E, S2720EI,
S5720LI, S5720S-LI, S5720SI, S5720S-SI, S5720El, S5720HI, S5730SI, S5730S-El, S6720LlI,
S6720S-LI, S6720SI, S6720S-SI, S6720El, and S6720S-El support vpn-instance vpn-instance-

name and all.

Parameter Description Value
vpn-l.nstance Displays information about domain name The value must
vpn-instance- suffixes of a specified VPN instance. be an existing
name VPN instance
name.
all Displays information about all domain name |~
suffixes, including both public and private
domain name suffixes.
NOTE
If neither vpn-instance vpn-instance-name nor
all is specified, only information about public
domain name suffixes is displayed.
All views

1: Monitoring level

Usage Guidelines

Example

The display dns domain command displays the configuration of domain name

suffixes and the order in which they are configured.

# Display the list of domain name suffixes.

<HUAWEI> display dns domain

No Domain-name
1 com
2 net

# Display the list of domain name suffixes of the VPN instance vpn1.

<HUAWEI> display dns domain vpn-instance vpn1
No Domain-name VPN-Instance
1 com.cn vpn1
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Table 6-32 Description of the display dns domain command output

Item

Description

No

Indicates the domain name suffix numbers, that is, the
configuration sequence of domain name suffixes.

Domain-
name

Indicates the configured domain name suffix. If there are
multiple domain name suffixes in the list, during DNS resolution,
the first suffix is added and sent to the DNS server. If the DNS
server gives no response, the query message is resent; if the DNS
server still gives no response, the query message is resent for a
third time; if the DNS server still does not respond, the next suffix
is added and sent to the DNS server for searching for the
mapped address.

The value is set using the dns domain command.

VPN-
Instance

VPN instance name.

The value is set using the dns domain command.

Related Topics

6.5.6 dns domain

6.5.4 display dns server

The display dns server command displays information about DNS servers.

display dns server [ vpn-instance vpn-instance-name | all ]

Only the S1720GW, S1720GWR, S1720X, S1720GW-E, S1720GWR-E, S1720X-E, S2720EI,
S5720LI, S5720S-LI, S5720SI, S5720S-SI, S5720El, S5720HI, S5730SI, S5730S-El, S6720LlI,
S6720S-LI, S6720SI, S6720S-SI, S6720El, and S6720S-El support vpn-instance vpn-instance-

Function
Format
(0 NOTE
name and all.
Parameters

Parameter

Description Value

vpn-instance
vpn-instance-
name

Displays information about DNS servers of | The value must
a specified VPN instance. be an existing
VPN instance
name.
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Parameter Description Value
all

Displays information about all DNS servers,
including both public and private DNS
servers.

NOTE

If neither vpn-instance vpn-instance-name nor
all is specified, only information about public
DNS servers is displayed.

Views

All views

Default Level

1: Monitoring level

Usage Guidelines

After configuring DNS server addresses, you can run the display dns server
command to view the configuration and sequence of DNS servers.

Example

# Display information about DNS servers.

<HUAWEI> display dns server
IPv4 Dns Servers :
Domain-server IpAddress
1 10.16.1.1
2 10.17.1.1

IPv6 Dns Servers :
Domain-server Ipv6Address (Interface Name)
1 FCO00:1::1
# Display information about the DNS servers of the VPN instance vpn1.

<HUAWEI> display dns server vpn-instance vpn1
IPv4 Dns Servers :

Domain-server IpAddress VPN-Instance
1 172.16.1.1 vpn1
2 172.16.1.2 vpn1

IPv6 Dns Servers :
No configured servers.

Table 6-33 Description of the display dns server command output

Item Description

IPv4 Dns Servers IPv4 DNS server configuration.

Domain-server DNS server number, indicating the order in which they
were configured.

Issue 14 (2021-10-20) Copyright © Huawei Technologies Co., Ltd. 2572



S1720, S2700, S5700, and S6720 Series Ethernet

Switches

Command Reference

6 IP Service Commands

Item

Description

IpAddress

IP address of the DNS server. During DNS resolution, the
first DNS server is used. If this server fails to resolve
packets, the second DNS server is used.

The value is set using the dns server command.

IPv6 Dns Servers

IPv6 DNS server configuration.

Ipv6Address

IPv6 address of the IPv6 DNS server.
The value is set using the dns server ipv6 command.

Interface Name

Interface name, which only corresponds to the local IPv6
link address.

The value is set using the dns server ipv6 command.

VPN-Instance

VPN instance name.
The value is set using the dns server command.

Related Topics

6.5.8 dns server
6.12.4 dns server ipv6

6.5.5 display ip host

Function

Format

Parameters

(11 NOTE

The display ip host command displays the static DNS entries.

display ip host [ vpn-instance vpn-instance-name | all ]

Only the S1720GW, S1720GWR, S1720X, S1720GW-E, S1720GWR-E, S1720X-E, S2720El,
S5720LI, S5720S-LI, S5720SI, S5720S-SI, S5720El, S5720HI, S5730SI, S5730S-El, S6720LlI,
S6720S-LI, S6720SI, S6720S-SI, S6720El, and S6720S-El support vpn-instance vpn-instance-

name and all.

Parameter

Description

Value

vpn-instance
vpn-instance-
name

Displays static DNS entries of a specified
VPN instance.

The value must
be an existing
VPN instance
name.
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Parameter Description Value
all Displays all static DNS entries, including )
both public and private static DNS entries.
NOTE
If neither vpn-instance vpn-instance-name nor
all is specified, only public static DNS entries are
displayed.
Views

Default Level

All views

1: Monitoring level

Usage Guidelines

Example

After running the ip host command to configure static DNS entries, you can run
this command to check whether mappings between host names and IP addresses
are correct. You can run the display ip host command to view static DNS entries.

# Display static DNS entries.

<HUAWEI> display ip host

Host Age Flags Address
www.3322.0rg 0 static 10.1.1.1
members.3322.org 0 static 10.1.2.1
checkip.dyndns.com 0 static 10.1.3.1
members.dyndns.org 0 static 10.1.4.1

# Display static DNS entries of VPN instance vpn1.

<HUAWEI> display ip host vpn-instance vpn1
Host Age Flags  Address VPN-Instance
RTB 0 static  10.1.5.1 vpn1

Table 6-34 Description of the display ip host command output

Item Description

Host Host name.
The value is set using the ip host
command.

Age Aging time. The value 0 indicates a static

DNS entry. Static entries are not aged out.

Flags Status of the domain name. The value
static indicates a static domain name.
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Item Description

Address IP address mapping the domain name.
The value is set using the ip host
command.

VPN-Instance VPN instance name.

The value is set using the ip host
command.

Related Topics
6.5.10 ip host

6.5.6 dns domain

Function
The dns domain command configures a domain name suffix.
The undo dns domain command deletes a domain name suffix.
By default, no domain name suffix is configured.
Format
dns domain domain-name [ vpn-instance vpn-instance-name ]
undo dns domain [ domain-name [ vpn-instance vpn-instance-name] ]
{1 NOTE
Only the S1720GW, S1720GWR, S1720X, S1720GW-E, S1720GWR-E, S1720X-E, S2720EI,
S5720LI, S5720S-LI, S5720SI, S5720S-SI, S5720El, S5720HI, S5730SI, S5730S-El, S6720LI,
S6720S-LI, S6720SI, S6720S-SI, S6720El, and S6720S-El support vpn-instance vpn-instance-
name.
Parameters
Parameter Description Value
domain-name Specifies the suffix of a The value is a string of 1
domain name. to 64 characters without
spaces. A combination of
digits, letters,
underscores (_), dash (-),
and dots (.) is allowed.
vpn-instance vpn- Specifies the name of a The value must be an
instance-name VPN instance. existing VPN instance
name.
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Views

Default Level

System view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

Many servers or hosts have the same suffix. In this case, you can configure domain
name suffixes. For example, you can configure a suffix com.cn for the host whose
domain name is huawei. When a DNS client accesses the host, it enters only
"huawei" to send a query message to the DNS server. The DNS client
automatically adds the suffix com.cn. Then the DNS server searches for the IP
address mapped to "huawei.com.cn" first. If receiving no response, the DNS client
sends a query message containing "huawei" to the DNS server to search for the
mapped IP address.

Precautions

The switch supports a maximum of 10 domain name suffixes. To configure
multiple doma