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Disclaimer 
The purchased products, services and features shall be bound by the contract made 
between the customer and us. All or part of the products, services and features 
described herein may not be within your purchase or usage scope. Unless otherwise 
agreed in the contract, we make no express or implied statement or warranty on the 
contents herein. Images provided herein are for reference only and may contain 
information or features that do not apply to your purchased model. This manual is only 
used as a guide. We shall not be liable for any damage, including but not limited to 
loss of profits, loss of information, interruption of business, personal injury, or any 
consequential damage incurred before, during, or after the use of our products. We 
assume you have sufficient knowledge of servers and are well trained in protecting 
yourself from personal injury or preventing product damages during operation and 
maintenance. The information in this manual is subject to change without notice. We 
shall not be liable for technical or editorial errors or omissions contained in this 
manual. 

Trademarks 
All the trademarks or registered trademarks mentioned herein may be the property of 
their respective holders. 

   

Support 
Email Technical Support serversupport@aivres.com 
 RMA/ARMA Support serversupportusa@aivres.com 
Web Official Website 

Service Portal 
www.aivres.com 
service.aivres.com 

Symbol Conventions 
The symbols that may be found in this document are defined as follows. 

Symbol Description 

 
A potential for serious injury, or even death if not properly 
handled. 
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Symbol Description 

 
A potential for minor or moderate injury if not properly 
handled. 

 
A potential loss of data or damage to equipment if not 
properly handled. 

 
Operations or information that requires special attention to 
ensure successful installation or configuration. 

 Supplementary description of document information. 

 

Revision History 
Version Date Description of Changes 

V1.0 2021/02/07 Initial release. 

V2.0 2021/06/30 Overall optimization of format and content. 

V2.1 2021/09/04 
Added the description that the BMC Web GUI 
and some of the features may vary with 
different models. 

V2.2 2021/09/20 
Added 4 server models in Table 1-1 Product 
Model. 

V2.3 2021/11/15 
Added 2 server models in Table 1-1 Product 
Model. 

V2.4 2022/01/18 Optimized some descriptions. 

V2.5 2022/03/04 Unified the width of all tables. 

V2.6 2022/06/06 
Added 2 server models in Table 1-1 Product 
Model. 

V2.7 2022/10/28 Optimized formats of some tables 



 

 

Table of Contents 
1 Overview ...................................................................................................... 1 

1.1 Purpose ........................................................................................................... 1 

1.2 Intended Audience .......................................................................................... 1 

1.3 Scope .............................................................................................................. 1 

2 Querying the IP Address of the Management Network Port ......................... 3 

2.1 Function .......................................................................................................... 3 

2.2 Obtaining the IP Address of the Management Network Port in BIOS ............... 3 

2.3 Obtaining the IP Address of the Management Network Port in Linux .............. 7 

3 User Management ........................................................................................ 8 

3.1 Function .......................................................................................................... 8 

3.2 User Detail Management ................................................................................. 8 

3.3 Obtaining the User List .................................................................................. 11 

3.4 Adding a User ............................................................................................... 12 

3.5 Modifying a User ........................................................................................... 15 

3.6 Deleting a User .............................................................................................. 16 

4 Network Settings ........................................................................................ 18 

4.1 Function ........................................................................................................ 18 

4.2 Obtaining the Network Configuration ........................................................... 18 

4.3 Shared NIC Configuration .............................................................................. 20 

4.4 Network IP Settings ....................................................................................... 22 

4.5 VLAN Settings ................................................................................................ 23 

4.6 DNS Configuration ........................................................................................ 24 

5 Fan Management ....................................................................................... 27 

5.1 Function ........................................................................................................ 27 

5.2 Auto Fan Configuration ................................................................................. 27 



 

 

5.3 Manual Fan Configuration ............................................................................ 28 

6 Log Collection ............................................................................................ 29 

6.1 Function ........................................................................................................ 29 

6.2 Operation Guide ............................................................................................ 29 

6.3 Syslog Settings .............................................................................................. 29 

7 BMC Time Settings ...................................................................................... 32 

7.1 Function ........................................................................................................ 32 

7.2 Auto Sync with NTP ....................................................................................... 32 

8 SNMP Trap Settings .................................................................................... 34 

8.1 Function ........................................................................................................ 34 

8.2 SNMP Trap Settings ....................................................................................... 34 

9 Mail Alarm .................................................................................................. 36 

9.1 Function ........................................................................................................ 36 

9.2 Mail Alarm Settings ....................................................................................... 36 

10 BMC Service Settings .................................................................................. 39 

10.1 Function ........................................................................................................ 39 

10.2 Service Settings ............................................................................................. 39 

11 Storage Management ................................................................................ 42 

11.1 Function ........................................................................................................ 42 

11.2 Creating a Logical Disk .................................................................................. 42 

11.3 Other Operations on Logical Disk .................................................................. 44 

12 Firmware Update ....................................................................................... 45 

12.1 Function ........................................................................................................ 45 

12.2 Operation Guide ............................................................................................ 45 

13 Restoring Factory Defaults ......................................................................... 46 

13.1 Function ........................................................................................................ 46 



 

 

13.2 Restoring Factory Defaults ............................................................................ 46 

14 SSL Settings ................................................................................................ 48 

14.1 Function ........................................................................................................ 48 

14.2 Generating an SSL Certificate Online ............................................................. 48 

14.3 Generating and Uploading an SSL Certificate ............................................... 50 

15 Redfish ....................................................................................................... 54 

15.1 Overview ....................................................................................................... 54 

15.2 Operation Guide ............................................................................................ 54 

16 Entering the BIOS System ........................................................................... 55 

16.1 Function ........................................................................................................ 55 

16.2 Entering the BIOS System Locally .................................................................. 55 

17 Setting the U-Boot Password...................................................................... 59 

17.1 Function ........................................................................................................ 59 

17.2 Changing the U-Boot Password in Linux ....................................................... 59 

18 Common Tools ........................................................................................... 60 

18.1 Introduction to IPMItool ................................................................................. 60 

18.1.1 Purpose and Scenario ......................................................................... 60 

18.1.2 Installing and Using IPMItool in Linux ................................................. 60 

18.2 Introduction to OpenSSL ............................................................................... 61 

18.2.1 Purpose and Scenario ......................................................................... 61 

18.2.2 Installing and Using OpenSSL in Linux ................................................ 61 



 

1 

 

1 Overview 
1.1 Purpose 

This manual introduces the configuration process and methods of BMC-related 
functions in detail so that the technicians can have a better understanding on the 
specific operations. 

1.2 Intended Audience 
This manual is intended for: 

 Technical support engineers 

 Product maintenance engineers 

 Server administrators 

It is recommended that server installation, configuration, or maintenance is 
performed by only experienced technicians with knowledge in servers. 

 

Some interfaces and commands for production, assembly and return-to-depot, 
and advanced commands for locating faults, if used improperly, may cause 
equipment abnormality or business interruption. This is not described herein. 
Please contact us for such information. 

 

1.3 Scope 
This manual applies to the following products: 

Table 1-1 Product Model 

Product model Two-socket 
Server 

Four-socket 
Server 

AI Server Multi-node 
Server 

NF8260M6     
NF8480M6     
NF5280M6     
NF5180M6     
NF5270M6     
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Product model Two-socket 
Server 

Four-socket 
Server 

AI Server Multi-node 
Server 

NF5260M6     
NF5466M6     
NF5266M6     
NF5468M6     
NF5488M6     
NF5688M6     
i24M6     
i48M6     
SA5280M6     

SA5112M6     

SA5270M6     

SA5212M6     

SN5160FM6     

SN5264FM6     

i24LM6     

NF5260FM6     

 

 

The BMC Web GUI and some of the features may vary with different models. 
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2 Querying the IP Address of the 
Management Network Port 

2.1 Function 
You can access BMC via the dedicated/shared management network port. First you 
need to obtain the IP address of the BMC management network port by checking it 
on the BIOS Setup screen or via IPMItool in the Linux OS. 

2.2 Obtaining the IP Address of the 
Management Network Port in BIOS 

Scenario 

Obtain the IP address of the BMC management network port via BIOS. 

Procedure 

1. Enter the BIOS Setup screen. For details, see Section 16.2 Entering the BIOS 
Setup Screen. 

2. Select the Server Mgmt tab, as shown below. 
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Figure 2-1 Server Mgmt Screen 

 

 

3. Select BMC network configuration and press <Enter> to proceed, as shown 
below. 
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Figure 2-2 BMC Network Configuration Screen 

 

 

4. Select BMC Dedicated Network Configuration or BMC Sharelink Network 
Configuration, press <Enter> to view the current BMC Dedicated Network 
Parameters or BMC Sharelink Network Parameters, as shown below. You can find 
the IP address of the management network port from the following screens. 
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Figure 2-3 BMC Dedicated Network Configuration Screen 

 

 

Figure 2-4 BMC Sharelink Network Configuration Screen 
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2.3 Obtaining the IP Address of the 
Management Network Port in Linux 

Scenario 

Obtain the IP address of the BMC management network port in Linux OS. 

Procedure 

1. Install the IPMItool. For details, see Section 18.1 Introduction to IPMItool. 

2. Run the command ipmitool lan print 1 to obtain the IP address of the dedicated 
management network port. Run the command ipmitool lan print 8 to obtain the IP 
address of the shared management network port. The following figure shows a 
screenshot of the command to obtain the IP address of the dedicated 
management network port. 

Figure 2-5 Obtaining the IP Address of BMC Dedicated Management Network Port 
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3 User Management 
3.1 Function 

The user management function mainly displays the BMC user information, 
including user names, user groups, and user privileges, and allows you to perform 
operations such as adding/deleting users, and modifying information. 

3.2 User Detail Management 
Scenario 

Configure the settings related to user detail management through Web GUI. 

Procedure 

1. Log in to the Web GUI, and enter the BMC Settings > User Detail Management 
page, as shown below. The system supports detailed user management, allowing 
you to set privileges for different user groups. 

Figure 3-1 User Detail Management 

 

 

2. To use a complex password, select the Password Check Enable check box, and 
then click the Save button. See Table 3-1 for the field description. After this check 
box is selected, the following page will be displayed. 
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Figure 3-2 Password Complexity Settings  

 

 

3. User privileges for system default user groups Administrator, Operator, and 
User cannot be modified. While user privileges for other 4 customized user groups 
OEM1, OEM2, OEM3, and OEM4 can be modified. Select required privileges, and 
click the Change GroupPiv button to allow the change to take effect. See Table 3-2 
and Table 3-3 for user group privileges and their descriptions. 

The following table shows the privilege configuration parameters on the User 
Detail Management page. 

Table 3-1 Password Complexity Settings 

Parameter Description 

Password Check Enable 
 Checked: Password check enabled. 

 Unchecked: Password check disabled. 

Password Min Length 
It defaults to 8. An integer between 8 and 16 can be 
selected. 

Password Complexity 
Enable 

 Checked: To select the following components 
for a password: uppercase letters, lowercase 
letters, numbers, and special characters. For 
example, select Uppercase Letters if uppercase 
letters are required in a password. 

 Unchecked: The password complexity limit is 
disabled.  

Password Validity Period 
(days) 

You can set the validity period (days) of the 
password. After the validity period expires, users 
can no longer log in.  

History Password Record 
You can set to store a maximum of 5 most recently 
used passwords, which are prohibited from reuse. 
Value range: 0 – 5. 
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Parameter Description 

Retry Controls for Login 
Failure 

You can set the maximum number of retries that a 
user is allowed to retry their password after login 
failure. The user will be locked out after a specified 
number of failed login attempts. Value range: 0 – 5. 

Locking Period (min) 
It defaults to 5. Value range: 5 – 60. You can only 
log in again after the locking period ends. 

 

Table 3-2 User Group Privilege Management 

User Group Privilege 

Administrator 

User Configuration, General Configuration, Power 
Control, Remote Media, Remote KVM, Security 
Configuration, Debug Diagnose, Query Function, 
and Itself Configuration. 

Operator 
General Configuration, Power Control, Remote 
Media, Remote KVM, Query Function, and Itself 
Configuration. 

User Query Function and Itself Configuration. 

OEM* 

OEM1, OEM2, OEM3, and OEM4 are reserved user 
groups that have the Query Function and Itself 
Configuration privileges by default. You can also 
select other privileges to configure. 

 

Table 3-3 User Group Privileges Description 

Privilege Description 

User Configuration 
User Group Management, User Management, 
Service Session, General LDAP Settings, and Role 
Groups. 

General Configuration 

DNS Configuration, Password Complexity Settings, 
IDL Clearing, System Event Log Clearing, Services 
Configuration, General Firewall Settings, IP Address 
Firewall Rules, Port Firewall Rules, Date & Time, PAM 
Sequence, Save Configuration, SEL Setting Policy, 
Syslog Settings, SNMP Trap Settings, SNMP Set/Get 
Settings, Mailbox Alarm, Sensor Threshold, HPM 
Firmware Update, Firmware Image Location, Restore 
Factory Defaults, Restore Configuration, Power Key 
Settings of Front Control Panel, Fan Management, 
Network Adaptive Configuration, Shared NIC Switch, 
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Privilege Description 
Network Bond Configuration, Network IP Settings, 
and BIOS Boot Options. 

Power Control Controls the power supply. 

Remote Media 
KVM Mouse Settings, Local Image, Remote Image, 
General Settings, VMedia Instance Device Settings, 
Remote Session, VNC, and Active Redirections. 

Remote KVM H5Viewer and JViewer. 

Security Configuration 
Generate SSL Certificate, Upload SSL Certificate, 
System Administrator, and Audit Log. 

Debug Diagnose 

Downtime Screenshot, Manual Screenshot, Video 
Trigger Settings, Video Remote Storage, Pre-Event 
Video Recording, Module Restart, and One-Key 
Collection Log. 

Query Function 
You can log in and view information other than the 
security configuration. 

Itself Configuration 
You can configure your own password and email 
address, and manage the SSH public key. 

 

3.3 Obtaining the User List 
Scenario 

Obtain the user list through Web GUI. 

Procedure 

1. Log in to the Web GUI, and enter the BMC Settings > User Detail Management 
page. Existing users will be displayed on the User Detail Management page, as 
shown below. For these users, you can click Modify User or Delete User in the 
Operation column. Click Add User in the Operation column on the right side of a 
blank line to add a user. 
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Figure 3-3 User List 

 

 

3.4 Adding a User 
Scenario 

Add a user through Web GUI. 

Procedure 

1. Click the Add User button on the right side of a blank line in the User Detail 
Management page to open the User Management Settings page, as shown 
below. 
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Figure 3-4 Add User Settings 

 

 

The following table shows the user configuration parameters. 

Table 3-4 User Configuration Parameters 

Parameter Description 

User Name 

Enter the name of the new user. 
- A user name is a string of 1 to 16 characters comprised of 
letters (case-sensitive), numbers, en dash (-), underline (_) 
and at (@). It must start with a letter. 
- The following special characters, such as comma (,), period 
(.), colon (:), semicolon (;), space, slash (/), backslash (\), left 
bracket ((), and right bracket ()), are not allowed. 
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Parameter Description 
- sshd, ntp, stunnel4, sysadmin, and daemon are reserved 
user names and cannot be used. 

New Password 

Enter and confirm the new password. 
- When Password Check Enable is not selected, the 
password must contain at least 1 character and spaces are 
not allowed. 
- When Password Check Enable is selected, the password 
must be a string of at least 8 characters comprised of special 
characters, uppercase letters, lowercase letters, and 
numbers, and spaces are not allowed. 
Note: The password cannot exceed 16 characters. 

Confirm 
Password 

Enter the new password again. 

Enable User 
Access 

Select this option to enable user access. 

User Group Select a user group to assign privileges to users. 

Email Format 

Specify the format for the email. This format will be used, 
when sending emails. Two type of formats are available: 

 AMI-Format: The subject of this mail format is 'Alert from 
(your Hostname)'. The mail content includes sensor 
information, ex: Sensor type and description. 

 FixedSubject-Format: This format displays the specific 
subject and message configured for email alerts for the 
specified user. 

Email ID 
Enter the user's email ID. If the user forgets the password, the 
new password will be sent to this email ID.  
Note: You should configure an SMTP server to send emails. 

Existing SSH Key The uploaded SSH key information (read-only) is displayed. 

Upload SSH Key 
Use the Browse button to navigate to the SSH public key file. 
- The SSH key file should be a .pub file. 

 

2. After filling in the information, click the Save button to return to the User 
Management page, where you can view the information of the added user, as 
shown below. 
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Figure 3-5 New User Information 

 

 

3.5 Modifying a User 
Scenario 

Modify a user through Web GUI. 

Procedure 

1. On the User Management page, click the Modify User button on the right side 
of a user information line, as shown below. 

Figure 3-6 Selecting the User Information to Be Modified 

 

 

2. On the User Management Settings page, you can modify the configuration 
information of the current user, and save the change by clicking the Save button, 
as shown below. Return to the User Management page to check whether the 
change takes effect. 
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Figure 3-7 Modifying User Information 

 

 

3.6 Deleting a User 
Scenario 

Delete a user through Web GUI. 

Procedure 

1. On the User Management page, click the Delete User button on the right side of 
a user information line, as shown below. 
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Figure 3-8 Deleting a Specified User 

 

 

2. After clicking the button, you will be prompted to confirm whether you want to 
delete this user. You can select Cancel to cancel the deletion, or select OK to 
confirm the deletion, as shown below. 

Figure 3-9 Confirming User Deletion 

 

 

3. After you click OK, a prompt that says The Operation succeeds pops up, as 
shown below. You can see that the user has been deleted from the user list. 

Figure 3-10 Deletion Completed 
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4 Network Settings 
4.1 Function 

The network settings module allows you to obtain the BMC network configuration, 
configure the BMC LAN interface and dynamic or static IPv4/IPv6 address, and set 
the VLAN. 

4.2 Obtaining the Network Configuration 
Scenario 

Obtain the network configuration through Web GUI. 

Procedure 

1. Log in to the Web GUI, and enter the BMC Settings > Network page. Click the 
Network Settings tab, on which you can configure the shared NIC, bind a network 
interface, and set the network IP address, as shown below. 

Figure 4-1 Shared NIC Switch and Network Bond Configuration 
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Figure 4-2 Network IP Settings 

 

 

The following table shows the configuration parameters of the BMC network. 

Table 4-1 Parameters of Network IP Settings 

Parameter Description 

Enable LAN 
Select this option to enable LAN support for the selected 
interface. 

LAN Interface 
Select the dedicated NIC and shared NIC. Options: bond0 
and bond1. 

MAC Address 
This field displays the MAC address (read-only) of the 
selected interface. 

IPv4 Configuration 

Enable IPv4  
Select this option to enable IPv4 support for the selected 
interface. 

Enable IPv4 
DHCP 

Select this option to configure a dynamic IPv4 address via 
DHCP. 

IPv4 Address 

If DHCP is disabled, the user need to specify a static IPv4 
address, subnet mask, and default gateway for the selected 
interface. 
- The IP address contains 4 sets of digits xxx.xxx.xxx.xxx 
separated by periods. 
- Each set ranges from 0 to 255. 
- The first set cannot be 0. 

IPv4 Subnet To specify the default IPv4 subnet mask. 
IPv4 Gateway To specify the default IPv4 gateway. 
IPv6 Configuration 



 

20 

 

Parameter Description 

Enable IPv6  
Select this option to enable IPv6 support for the selected 
interface. 

Enable IPv6 
DHCP 

Select this option to configure a dynamic IPv6 address via 
DHCP. 

IPv6 Index Select an IPv6 index. 
IPv6 Address To specify a static IPv6 address for the selected interface. 
Subnet Prefix 
Length 

To set the IPv6 subnet prefix length. 

IPv6 Gateway 
To set the default IPv6 gateway. 
- Value range: 0 – 128. 

VLAN Configuration 

Enable VLAN 
Select this option to enable VLAN support for the selected 
interface. 

VLAN ID 
To set the VLAN ID. 
- Value range: 1 – 4094. 
Note: In case of VLAN change, you must restart the system. 

VLAN Priority 
To set the VLAN priority. 
- Value range: 0 – 7. 
Note: 7 indicates the highest priority. 

 

4.3 Shared NIC Configuration 
Scenario 

Configure the shared NIC through Web GUI. 

Procedure 

1. Log in to the Web GUI, and enter the BMC Settings > Network page. Click the 
Network Settings tab, on which you can configure the shared NIC, as shown 
below. 
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Figure 4-3 Shared NIC Switch and Network Bond Configuration 

 

 

2. Select the NCSI Mode and NCSI Interface. If Manual Switch Mode is selected, 
you need to select a port. Click the Save button. 

The following table shows the configuration parameters of the BMC shared NIC. 

Table 4-2 Shared NIC Switch 

Parameter Description 

NCSI Mode 
 Auto Failover Mode. 

 Manual Switch mode. 

NCSI Interface 
Choose the interface name for which to configure NCSI 
settings. Options: OCP and PCIE. 

Port 
Choose the port to be configured for the selected interface. 
Options: 0, 1, 2, and 3. 

 

Table 4-3 Network Bond Configuration 

Parameter Description 

Enable Bonding 

Check this option to enable bonding for the network 
interfaces. 
Note: If VLAN is enabled for either slave interface, then 
bonding cannot be enabled (VLAN can be disabled, under 
this page). 

Bond Interface 

This option is used to configure bonding for the network 
interfaces. This is enabled by default. 
Note: A minimum of 2 network interfaces is required to 
enable network bonding for the device. eth0 is the 
dedicated NIC and eth1 is the shared NIC. 
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Parameter Description 

Bond Mode 
This field displays the network bonding mode in effect. 
Note: This field is not configurable. The MAC address of eth0 
is used after network bonding. 

 

4.4 Network IP Settings 
Scenario 

Configure an IP address through Web GUI. 

Procedure 

1. Log in to the Web GUI, enter the BMC Settings > Network page, and click the 
Network Settings tab. 

2. Select LAN Interface, and select the network interface to be configured. 

3. Check or uncheck Enable LAN to confirm whether to enable the interface. 

4. Check or uncheck Enable IPv4 and Enable IPv6 to confirm whether to enable 
IPv4 and IPv6. 

5. If Enable IPv4 is selected, then check or uncheck Enable IPv4 DHCP. If Enable 
IPv4 DHCP is not selected, manually configure IPv4 related settings, including 
address, subnet mask, and default gateway. 

6. If Enable IPv6 is selected, then check or uncheck Enable IPv6 DHCP. If Enable 
IPv6 DHCP is not selected, manually configure IPv6 related settings, including 
index, address, subnet mask length, and default gateway. 
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Figure 4-4 IP Settings 

 

 

7. Click the Save button to save settings, and the following prompt box will pop 
up. 

 

After the IP address changes, you need to use the new IP address to access BMC.  

 

Figure 4-5 IP Settings Prompt 

 

 

4.5 VLAN Settings 
Scenario 

Configure the VLAN through Web GUI. 
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Procedure 

1. Log in to the Web GUI, enter the BMC Settings > Network page, and click the 
Network Settings tab. Select Enable VLAN, and enter VLAN ID and VLAN Priority, 
as shown below. Then click the Save button. 

Figure 4-6 VLAN Settings 

  

 

4.6 DNS Configuration 
Scenario 

Configure the DNS through Web GUI. 

Procedure 

1. Log in to the Web GUI, and enter the BMC Settings > Network page. Click the 
DNS Configuration tab, on which you can configure the host, domain name, and 
domain name server. 

2. You can enable or disable the DNS function by checking or unchecking the DNS 
Enabled option. The page also provides configuration options such as Host Name 
Setting, BMC Registration Settings, Domain Setting, Domain Name Server 
Setting, and IP Priority. Users can manually configure parameters or use 
automatic mode to allow BMC to automatically configure relevant parameters. 
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Figure 4-7 DNS Configuration 

 

 

3. Then, click the Save button to save the settings. 

The following table shows the DNS configuration parameters. 

Table 4-4 DNS Configuration Parameters 

Parameter Description 
DNS Settings 

DNS Enabled 
 Checked: All DNS services enabled. 

 Unchecked: DNS services disabled. 
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Parameter Description 

mDNS Enabled 
 Checked: All mDNS services enabled. 

 Unchecked: mDNS services disabled. 

Host Settings 
Host Name Setting Options: Automatic and Manual. 

Host Name  

Displays the host name. If Manual is selected for Host 
Name Setting, you need to specify the server name. For 
IPv6 servers, only names that start with a letter can be 
displayed. 

BMC Registration Settings 
BMC Interface  bond0. 

Register BMC 
 Checked: To register BMC. 

 Unchecked: Not to register BMC. 

Registration method 

Options: Nsupdate, DHCP Client FQDN, and Hostname 
Nsupdate: Use the Nsupdate application to register BMC 
with the DNS server. 
DHCP Client FQDN: Use the DHCP option 81 to register 
BMC with the DNS server. 
Hostname: Use the DHCP option 12 to register BMC with 
the DNS server. 

Domain Setting Options: Automatic and Manual. 
Domain Interface Options: bond0_v4 and bond1_v4. 
Domain Name 
Server Setting 

Options: Automatic and Manual. 

DNS Interface Displays bond0 or bond1. 

IP Priority Options: IPv4 and IPv6. 
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5 Fan Management 
5.1 Function 

The fan control module is mainly used to control the fan speed manually or 
automatically. The setting takes effect immediately. 

5.2 Auto Fan Configuration 
Scenario 

Set the fan control mode to auto through Web GUI. 

Procedure 

1. Log in to the Web GUI, and enter the Fan Management page, on which you can 
set the fan control mode and control the fan speed. Click Auto Fan Control at the 
upper left of the page, as shown below. 

Figure 5-1 Auto Fan Control 

 

 

2. After Auto Fan Control is selected, the following prompt box pops up, and click 
OK to complete the setting. 
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Figure 5-2 Auto Fan Control Confirmation 

 

 

5.3 Manual Fan Configuration 
Scenario 

Set the fan control mode to manual through Web GUI. 

Procedure 

1. Log in to the Web GUI, and enter the Fan Management page, on which you can 
set the fan control mode and control the fan speed. Click Manual Fan Control at 
the upper left of the page to switch to manual fan control. 

2. Locate the ID of the fan which requires manual configuration, and click the 
speed option (Low, Medium, High, and Full) to manually set the fan speed. For 
example, set the Fan0 speed to Medium (50%), as shown below. 

Figure 5-3 Manual Fan Control 
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6 Log Collection 
6.1 Function 

The log module mainly supports system event log, audit log, IDL log, and one-key 
log collection. Log information can be displayed on the page. Logs can be filtered 
by date and log level. You can also download and clear logs. 

6.2 Operation Guide 
Refer to the BMC log collection and analysis guide. 

6.3 Syslog Settings 
Scenario 

Configure the syslog settings through Web GUI. 

Procedure 

1. Log in to the Web GUI, and enter the Logs & Alarms > Log Settings page. 

Figure 6-1 Log Settings 

 

 

2. Click Syslog Settings to set syslog trap type, events level, transport protocol, 
syslog server and report type, as shown below. You can enable either idl log or 
audit log, and then select the record type as Local log or Remote log. When 
Remote log is selected, you need to enter the server id, port, and protocol type. 
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Figure 6-2 Syslog Settings 

 

 

Table 6-1 Syslog Settings 

Parameter Description 

Syslog Trap Type 
The location to store syslog alarm logs. 
Option: Remote log 

Events Level 

Events above this level will be sent. 
Options: 

 Warning 

 Info 

 Critical 

Transport Protocol 

Options: 

 UDP 

 TCP 
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Table 6-2 Syslog Server and Report Type Settings 

Parameter Description 
Index Index. 
Enable To enable or disable. 
Syslog Server id The address of the syslog server. 
Port The port number of the syslog server. 

Log Type 
Options: idl log and audit log. Select 
either or both. 

Operation 

Save: To save the syslog server 
information. 
Test: To test whether the syslog messages 
can be sent successfully. 
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7 BMC Time Settings 
7.1 Function 

The BMC time setting module is used to configure the BMC time. You can configure 
the NTP server, synchronization cycle, and other parameters to enable BMC to 
automatically synchronize the time of the NTP server. 

7.2 Auto Sync with NTP 
Scenario 

Automatically synchronize time with the NTP server through Web GUI. 

Procedure 

1. Log in to the Web GUI, and enter the BMC Settings > Date & Time page, which 
displays the current BMC time and NTP settings, as shown below. 

Figure 7-1 NTP Auto Sync Settings Page 

 

 

2. On the page, select Auto NTP Date & Time, NTP DHCP 4 Date & Time, or NTP 
DHCP 6 Date & Time, and set the NTP Server as well as the Synchronization cycle 
and Maximum jump time to enable auto sync with NTP. Then click the Save button 
to save the settings. 
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Figure 7-2 NTP Configuration Confirmation 

 

 

Figure 7-3 NTP Configuration Success  
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8 SNMP Trap Settings 
8.1 Function 

The SNMP trap settings module is used to configure the SNMP Trap parameters for 
sending event logs, and allows you to filter event logs to be sent by event severity 
and device type. You can specify the destination IP and port to receive the event 
logs on the Alert Policies Settings page. 

8.2 SNMP Trap Settings 
Scenario 

Configure the SNMP Trap settings through Web GUI. 

Procedure 

1. Log in to the Web GUI, and enter the Logs & Alarms > SNMP Trap page to 
configure SNMP Trap parameters, including Trap Version, Event Severity, and 
Community, as shown below. 
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Figure 8-1 SNMP Trap Settings 

 

 

2. On the Alert Policies Settings page, set the IP of the client with the Trap receiver 
installed as Destination, and the port of the Trap receiver as Port, and click the 
Save button. Then click the Test button, and you can receive a test message at the 
Trap receiver. 

Figure 8-2 Alert Policies Settings 
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9 Mail Alarm 
9.1 Function 

The mail alarm module is used to enable the SMTP Trap and configure related 
information. 

9.2 Mail Alarm Settings 
Scenario 

Configure the mail alarm settings through Web GUI. 

Procedure 

1. Select Logs & Alarms > Mail Alarm in the navigation pane to enter the SMTP 
settings page. 
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Figure 9-1 SMTP Settings 

 

 

2. Fill in required information such as SMTP server address, Sender Email ID, and 
email theme, and other information as needed, and then click the Save button. 
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3. Enter the email address for receiving the alarm, and click the Save button. Then 
click the Test button to test whether you can receive the test email. Once you 
receive the test email, the configuration is completed. 

Figure 9-2 Setting the Email Address to Receive Alarms 
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10 BMC Service Settings 
10.1 Function 

The BMC service settings module lists the BMC related services, and allows you to 
view and modify the service configuration information. 

10.2 Service Settings 
Scenario 

Configure the port, timeout, and other properties of the service through Web GUI. 

Procedure 

1. Log in to the Web GUI, and enter the BMC Settings > Services page, which 
displays the basic information about BMC services in operation. Only the 
administrator has the privilege to modify the service information. 

Figure 10-1 Services Page 

 

 

2. Click the  button on the right side of a service line to enter the Service 
Configuration page. You can modify the specific configuration options and click 
the Save button to complete the modification. The following figure shows an 
example of web service modification. 



 

40 

 

Figure 10-2 Service Configuration Modification 

 

 

Figure 10-3 Service Restart Confirmation 

 

 

The following table shows the related parameters of BMC service settings. 

Table 10-1 Service Settings 

Parameter Description 
Service Name Displays the service name (read-only) of the selected line. 

Status 
Displays the current service status.  
Options: Active and Inactive. 

Non-secure Port The non-secure port used to configure the service. 
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Parameter Description 
- Default port of Web is 80. 
- Default port of KVM is 7578. 
- Default port of CD-Media is 5120. 
- Default port of HD-Media is 5123. 
- Default port of SOLSSH is N/A. 
- Default port of VNC is 5900. 
- Port number ranges from 1 to 65535. 
Note: SSH service does not support a non-secure port. 

Secure Port 

The secure port used to configure the service. 
- Default port of Web is 443. 
- Default port of KVM is 7582. 
- Default port of CD-Media is 5124. 
- Default port of HD-Media is 5127. 
- Default port of SSH is 22. 
- Default port of VNC is 5901. 
- Port number ranges from 1 to 65535. 
Note: SOLSSH service does not support a secure port. 

Timeout 

You can set the timeout value of a service session.  
- Timeout values of Web, KVM and VNC range from 300 to 
1800 s. 
- Timeout values of SSH and SOLSSH range from 60 to 
1800 s. 
- The timeout value should be a multiple of 60 s. 

Maximum 
Sessions 

The maximum sessions of the current service. 
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11 Storage Management 
11.1 Function 

This module is used to view the information of storage-related controllers, logical 
disks, and physical disks, and to create and delete logical disks. 

11.2 Creating a Logical Disk 
Scenario 

Create a logical disk through Web GUI. 

Procedure 

1. Log in to the Web GUI, enter the BMC Settings > Storage page, and click the 
Configure tab. Only a physical disk in the UNCONFIGURED GOOD status can be 
used to create a logical disk. If the creation fails, first check the status of the 
physical disk. Select Controller > Physical Disk to view the status of the physical 
disk. As shown in the figure below, the physical disk is in the UNCONFIGURED BAD 
status, and cannot be used to create a logical disk. 

Figure 11-1 Physical Disk Page 

 

 

2. On the Logical Disk creation page, Physical Disk and Raid Level are required 
fields, and other fields can be specified as needed. Then click the Save button. 
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Figure 11-2 Logical Disk Creation Page 

 

 

3. Click the View tab to see whether the changes have been displayed. It takes 
time to create a RAID array. If the creation fails, use the BIOS Setup screen of the 
RAID card or other tools to create a RAID array. 

Figure 11-3 Storage View 
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11.3 Other Operations on Logical Disk 
Scenario 

Perform operations such as locating, stop locating, initializing, and deleting a 
logical disk through Web GUI. 

Procedure 

1. Log in to the Web GUI, enter the BMC Settings > Storage page, click the 
Configure tab, and select Logical Disk. 

2. Click the Other Actions button on the right to perform appropriate operations. 

Figure 11-4 Logical Disk Page 
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12 Firmware Update 
12.1 Function 

This module is used to update firmware including BIOS, BMC, CPLD, PSU, and FPGA 
with the HPM firmware update function. 

12.2 Operation Guide 
Refer to the BMC update manual. 
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13 Restoring Factory Defaults  
13.1 Function 

This function can restore the BMC configuration to factory default settings and any 
changes you have made on the BMC will be lost. Please perform this operation 
with caution when any changes made on the BMC cause functional abnormalities. 

13.2 Restoring Factory Defaults  
Scenario 

Restore the BMC to factory defaults through Web GUI. 

Procedure 

1. Log in to the Web GUI, and enter the System Maintenance > Restore Factory 
Defaults page. 

Figure 13-1 Restore Factory Defaults 

 

 

2. Click the Save button, and the following prompt box pops up, and then click OK. 

Figure 13-2 Prompt Box for Restoring Factory Defaults 
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3. If the operation is successful, the following prompt box pops up. Close the 
browser and open a new browser session to reconnect the device. 

Figure 13-3 Operation Success 
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14 SSL Settings 
14.1 Function 

This function is used to replace the SSL certificate. To improve security, it is 
suggested to replace the certificate and public-private key pair with your own, and 
update the certificate in a timely manner to ensure its validity. 

14.2 Generating an SSL Certificate Online 
Scenario 

Generate an SSL certificate online through Web GUI. 

Procedure 

1. Log in to the Web GUI, enter the BMC Settings > SSL Settings page, and select 
Generate SSL certificate. 

Figure 14-1 SSL Settings 

 

 

2. Fill in the information on the following page. Refer to Table 14-1 for the field 
information. 
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Figure 14-2 Generate SSL Certificate 

 

 

Table 14-1 SSL Settings 

Parameter Description 
Common Name (CN) A name or a purpose name, such as testssl. 
Organization (O) The name of an organization or a company. 

Organizational Unit (OU) 
The name of a subordinate unit under an 
organization or a company, such as FW, which refers 
to the Firmware Department. 

City or Locality (L) A city or place, such as JN, which refers to Jinan City. 
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Parameter Description 

State or Province (ST) 
A state or province, such as SD, which refers to 
Shandong Province. 

Country (C) A country, such as CN, which refers to China. 
Email Address An email address. 

Valid for 
The validity period, which ranges from 365 to 3650 
days. 

Key Length The key length, which defaults to 2048 bits. 

 

14.3 Generating and Uploading an SSL 
Certificate 

Scenario 

Generate an SSL certificate with the OpenSSL tool, and upload the SSL certificate 
through Web GUI. 

Procedure 

1. Install the OpenSSL tool, and see Section 18.2 Introduction to OpenSSL for 
details. This step describes how to generate an SSL certificate with the OpenSSL 
tool. If there is an available certificate, you can directly proceed to step 6. 

2. Generate a private key: openssl genrsa -out privkey.pem 2048. 

3. Generate a certificate request (refer to Table 14-2): openssl req -new -key 
privkey.pem -out cert_req.pem. 
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Table 14-2 Inputing Parameters of the Certifate Request 

You are about to be asked to enter information that will be incorporated 

into your certificate request. 

What you are about to enter is what is called a Distinguished Name or a DN. 

There are quite a few fields but you can leave some blank 

For some fields there will be a default value, 

If you enter '.', the field will be left blank. 

----- 

Country Name (2 letter code) [AU]:CN 

State or Province Name (full name) [Some-State]:SD 

Locality Name (eg, city) []:JN 

Organization Name (eg, company) [Internet Widgits Pty Ltd]:XXX 

Organizational Unit Name (eg, section) []:FW 

Common Name (e.g. server FQDN or YOUR name) []:webssl 

Email Address []:test01@xxx.com 

Please enter the following 'extra' attributes 

to be sent with your certificate request 

A challenge password []: 

An optional company name []: 

 

4. Generate the certificate: openssl x509 -req -days 365 -in cert_req.pem -
signkey privkey.pem -out sign_cert.pem. 

5. Merge the certificate into the private key file: cat privkey.pem sign_cert.pem > 
server.pem. 

6. Log in to the Web GUI, enter the BMC Settings > SSL Settings page, and select 
Upload SSL certificate, as shown in the following figure. 

7. In the dialog box that pops up, select the new certificate sign_cert.pem, and the 
new private key server.pem, and then click the Save button to complete the 
setting. 



 

52 

 

Figure 14-3 Upload SSL Certificate 

 

 

8. Enter the BMC Settings > SSL Settings page again, and click View SSL certificate 
to confirm that the certificate information has been modified, as shown below. 
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Figure 14-4 View SSL Certificate 
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15 Redfish 
15.1 Overview 

Redfish is an HTTPS-based management standard that uses RESTful interface to 
manage devices. Each HTTPS operation submits or returns a resource in JSON 
format encoded in UTF-8. Simliar to web applications that return HTML to the 
browser, RESTful APIs return data in JSON format to the client using the same 
transport mechanism (HTTPS). 

Redfish fits into the development trend toward universal software interfaces in the 
Internet industry. Redfish is easy to implement, easy to use and easy to extend 
over previous technologies. The same Redfish data model can be used not only for 
traditional rack servers and blade servers, but also for new server systems. This is 
because the data model is designed to describe its service functions to clients and 
it has reserved enough room for flexible design from the beginning. 

15.2 Operation Guide 
Refer to the Redfish user manual. 
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16 Entering the BIOS System 
16.1 Function 

In the server system, BIOS and BMC communicate with each other for data 
exchange. You can view the BMC network configuration, user information, and 
other information via the BIOS screen. 

16.2 Entering the BIOS System Locally 
Scenario 

Enter the BIOS system via the local keyboard and video monitor. 

Procedure 

1. Connect the power supply as well as the external keyboard, mouse, and video 
monitor. 

2. Power on the server. 

3. The system starts to boot. When the following prompt appears: Press <DEL> to 
Setup or <F11> to Boot Menu or <F12> to PXE Boot, as shown below, press <DEL> 
to enter the BIOS Setup screen. 
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Figure 16-1 BIOS Startup Screen 1 

 

 

 

You may see a different screen depending on when you press <DEL>. 
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Figure 16-2 BIOS Startup Screen 

 

 

4. The following figure shows the screen after you enter the BIOS. 
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Figure 16-3 BIOS Main Screen 
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17 Setting the U-Boot Password 
17.1 Function 

U-Boot commands are debugging commands used to load underlying software 
and debug underlying devices. Generally, you can log in to U-Boot over a serial 
port, which is physically secure. To log in to U-Boot, you need to enter a password, 
which is not part of the BMC user management. You can change the password with 
the IPMItool if needed. 

17.2 Changing the U-Boot Password in Linux 
Scenario 

Change the U-Boot password in the Linux OS. 

Procedure 

1. Install the IPMItool. For details, see Section 18.1 Introduction to IPMItool. 

2. Log in to the OS, and use the command ipmitool raw 0x3c 0x18 <Length> 
<Password Data> to change the password. Refer to the following table for specific 
parameters. Example: If you need to change the password to 123456, use the 
command ipmitool raw 0x3c 0x18 0x06 0x31 0x32 0x33 0x34 0x35 0x36. 

Table 17-1 U-Boot Password Change Parameters 

Request NetFn 0x3c  
Command 0x18  
Byte[1] Length Password length.  

Maximum value: 31 (0x1FH). 
Byte[2-n] Password Data ASCII codes of the password 

characters. Only printable 
characters (0x20 - 0x80) are 
supported, and the password 
cannot be empty. 

Response Byte[0] Complete Code 0: Successful. 
Others: Failed. 
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18 Common Tools 
18.1 Introduction to IPMItool 

18.1.1 Purpose and Scenario 
IPMItool is used to send IPMI commands, including in-band commands over Open 
interface from the server OS, and out-of-band commands over LAN interface from 
a remote system. Ipmitool has a Windows version and a Linux version. Only the 
Linux version is supported under the Open interface. 

Supported interfaces: 

 Open: Linux OpenIPMI interface (default) 

 LANPLUS: IPMI v2.0 RMCP+ LAN interface 

18.1.2 Installing and Using IPMItool in Linux 
To install IPMItool in Linux OS, you need to install 2 packages: OpenIPMI and 
IPMItool. OpenIPMI provides kernel drivers for IPMItool, enabling IPMItool to access 
the local server BMC via the Open interface. 

For the supported ipmitool commands, refer to the following. For specific usage 
and parameter list, refer to the command line help. Use the command ipmitool -h 
to view the help information, as shown in the figure below, which is a partial 
screenshot of the supported commands returned by the IPMItool command. 
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Figure 18-1 IPMItool Commands 

 

 

18.2 Introduction to OpenSSL 

18.2.1 Purpose and Scenario 
OpenSSL is an open source cryptography library for implementing the Secure 
Sockets Layer (SSL) protocol, covering the major cryptographic algorithms, 
common keys, and certificate management. The OpenSSL package has 3 main 
functional parts: SSL protocol library (libssl), application command tools, and 
cryptographic algorithm library (libcrypto). 

18.2.2 Installing and Using OpenSSL in Linux 
To install OpenSSL in Linux OS, you need to install 2 packages: OpenSSL and libssl-
dev. For specific usage and parameter list, refer to the command line help. Use the 
command openssl help to view the help information, as shown in the figure 
below, which is a partial screenshot of the supported commands returned by the 
OpenSSL command. 
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Figure 18-2 OpenSSL Commands 
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